22 May 2025

Téna koe

Official Information Act request

On 23 April 2025, the Ministry of Disabled People - Whaikaha transferred part of
your request to the Ministry of Social Development (the Ministry), to respond to.
As Whaikaha advised you on 23 April 2025, Whaikaha has shared services with
the Ministry and uses the Ministry’s training modules for staff.

This letter will respond to the following part of your request:

A copy of any induction and/or training material that Whaikaha provides to its
employees or volunteers - either as an onboarding module or other e-learning
module in respect of:

a. the OIA and your obligations as a public servant; and
b. the Privacy Act

I have considered your request under the Official Information Act 1982 (the Act).
Please find copies of training guides attached to this response.

I will be publishing this decision letter, with your personal details deleted, on the
Ministry’s website in due course.

If you wish to discuss this response with us, please feel free to contact
OIA Requests@msd.govt.nz.

If you are not satisfied with my decision on your request, you have the right to
seek an investigation and review by the Ombudsman. Information about how to
make a complaint is available at www.ombudsman.parliament.nz or 0800 802 602.

Nga mihi nui

PP.

Anna Graham
General Manager
Ministerial and Executive Services

The Aurora Centre, 56 The Terrace, PO Box 1556, Wellington
— Telephone 04-916 3300 - Facsimile 04-918 0099
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Information Management, Privacy and Security

NN & '
Nau mai, haere mai and welcome @

Welcome to the Information Ma ’ﬁ\.g nt, P @ nd Security online
training module. @ @

In this module, you w @@

what infor '%an@t is and why it is

im@ t.e ormation

informati acy and sharing

ho %ognise and report a privacy, information, or IT

security breachthree scenarios

next steps and where you can find more information.

This module will take you 10-15 minutes. There is audio so please use a
set of headphones to notdisturb your colleagues.
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Introduction

What information management is and wh @

At MSD, we are kaitiaki of mformatl @
Information that we create or ur business activities
are public records regardle o) e| nd are treated and

protected as taonga.

All MSD people, i rs and partners are responsible for

managing |@ |ts Ilfecycle

r@ r|vacy Act 2020 and the Public Records Act
2005 | % uard New Zealanders’ information. As Ministry
@ aII have a part to play in meeting our obligations.

The public expect the Ministry to look after their information.
If we don’t meet these expectations, we lose the trust and

confidence of New Zealanders to deliver our services.



IN-CONFIDENCE

Lesson 2 of 8

Managing Information

Information is the content that you collect, create, receive,
and work with as part of your job.

o

rmation comes in all forms and shapes.

In

We hold many types of information including information from
and about our clients, as well as corporate information that we

create and use to manage the business of MSD.
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Info % anagement
In@ n management is about how we create, collect,

ise, use, secure, control, share, maintain, and

%@?@w

o

appropriately dispose of this information.
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Let’s have a look at the information lifecycle and the phases of it.

Saving

You must save informati @eceate which relates to
your work on beh%@ t des evidence of our
business ac@%& decisians.

RO

ng eive that record significant actions or

stored in the appropriate repository, such as

When receiving information from other parties, (e.g.
downloaded from the internet or by email), think about the
following:

e Check the recipient - do you know this person or were

expecting it?
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e Don't open unexpected attachments.

For more information on saving, look at this page on Doogle.

Storing

You must only s ’n‘or in approved MSD

information sys ectlve or line-of- business
systems (e @“ A\;% eping it in locations that cannot
such as desktops, hard drives, email

inbox o or personal drives.

nformation is considered the authoritative source

and we should avoid keeping paper copies of digital records.

For more information on storing, look at this page on Doogle.
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Searching

Information is created an

9

s %» day. Making it
discoverable and us Q\o relevant information is
|mportant %’s euse information and gain

insights o er products and services for New

Xrge number of documents are created and saved
e@ day. This is one reason why naming information well is
important. Giving your documents meaningful names will make
them easier for you and your colleagues to find when you're

running searches.
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For more information on searching, look at this page on Doogle.

Sharing

@X

At MSD, access to inf en by design to all

o o
staff, and restri @ on This means that
information is sibl MSD staff and is restricted
only @er @gltlmate reasons to do so (e.g.

@3@ This enables knowledge sharing and
reuse %

ation.

sharing information with your colleagues, whenever
possible, share a link to the original content, rather than

sending a copy.

For more information about collaborating and sharing internally,
look at this page on Doogle.
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When sharing externally, we need to ensure we are protecting
our information, including our clients’ rights and privacy, by
using an approved sharing mechanism that allows us to share

information securely.

For more information about sharing externa@@thi@@

on Doogle. @
Disposing ©§©@&X©@

O
DS
O B
We a@m esponsible for creating and maintaining full
and § information, it is equally important that we
d@se of information when we are legally able to do so.
Different types of records have varying lengths of time they
need to be kept before they can be disposed of. This ranges

from ‘as long as MSD needs it’ to 'transfer to Archives for

permanent retention’.
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Information can only legally be disposed of by the IM team.

The types of information described below have short-term or
no value and can be deleted by staff when no longer

required:

e Short term value - Information that | @ded@ >
short-term period to support bu% ansacti
decisions or activities, and d re@dd valuable

context to them in the long X

e Duplicates - Inform@ a@ licate, and a
copy has b dels@ n our systems

No bus - usiness information as it does
..:' a@e ontext to business transactions,
ctivities.

ons

For mo %ﬁ@ﬂ@watlon on disposing, look at this page on Doogle.

You can find more information about managing Ministry
information on Doogle, but if you have any questions, contact
the IM team.
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Rights to access information

Every individual has the right to access their personal

g
information held by any agency. This right is important for
both clients and staff.

O

Providing access is important because it holds us to account
about what we do in our roles, how we handle and treat
information, and the decisions we make about people.
Providing a client access to the information we hold enhances

trust and enables people to query the information we have
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that might be wrong.

Conversations, emails, notes, opinions, and decisions you

make about a person can be requested at any time.

Remember to always be respectful, and keep re @ &
XD $@

professional, relevant, accurate and up to

Making a request

A person can make ar nformationin a

variety of ways: @\
o via@%@%ﬂrect to a case manager
° vi;a@@ dia or website channel

@d y MSD

e in a written letter

e verbally, over the phone or in person.

Providing access
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If we have the information and it's easy to provide immediately,
then we should provide it immediately. Usually requests must be
acknowledged, and access provided within 20 working days
from the day it was received by the agency or the Ministry. An
extension may be granted if the information is difficult to access.

There is no option not to provide access unless &
dmg%@g

exceptions or withholding grounds apply. %
) |va

to information, could be a breach of

Where to find mor V@ é
There are clea@%s o) fe on how to handle a request
f

for person nform . Follow the process already

doubt about what can be released, talk

%@éger or a member of the Privacy and

n Sharing team.
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Recognising and reporting information breaches

Information breaches can happen for a var&@so@ >§>
The Ministry has technology to h@@teiét hackers

and prevent accidental infor I

scammers sometime op i
individuals in or@%ﬁt%@

ever, hackers or

ethods to target

ation. This along with our

often-hectic working i n lead to things going wrong and
a sec priva each can happen. We are only human
and.ashu we all make mistakes. What isimportant

tho@%h w we handle the situation when things do go

)

It is really important to contain the impact of an information
breach. The number one thing you can do if you think a breach
has occurred is to report it to your manager immediately. You will

not get in trouble for this.
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The Ministry has teams and processes for dealing with
breaches and, once notified, these teams will help and support
you to manage the breach for the Ministry. Don’t worry if

you're not sure if you are dealing with a security or privacy

breach, the most important thing is to contact yr@nanag&
who will in turn contact one of the speciali @s and@/
will work together to contain and re@@py br@\i

Examples of a security or priviygh @

e An email sent tosar pient due to an email address

mistype, or F=d eld on record, resulting in a loss
of control@ he di of personal information.

o 'ﬁ%@% 'containing client or Ministry information in a

p pl@

. Ser@%ersonal information as a result of a phishing attack to an

@u n person.

e Scam (phishing) and SPAM emails, phone calls and texts resulting
in personal or MSD information being disclosed.

Who to contact

If you think an IT Security breach has occurred, tell your

manager who then should contact the Service Desk or the



IN-CONFIDENCE

IT Security team directly for advice or to report the issue.

If you think a Privacy breach has occurred, tell your manager who
then should contact the Privacy Officer to report the issue.

For more information, look at this Doogle pé%%
Don’t worry if you're not @ e des

privacy breach, the m@ rtz sis to teII your manager.
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Scenario one - Information management

Now we're going to go through a scenario f <@ﬁ%tm@ >
management. g 35
Answer the questions below <\@ @

1. You have been asked ' sto supplles in the
basement at your ‘? Ss some unsecured boxes
of MSD flles

What ist |r you Id do?
d|
%@ » not worry about it
nager about what to do.

2. A@ o) through the files, you find a file that has the same
as your auntie. What do you do?

a) Have a quick peek inside
b) Tell your manager so they know there could be a potential

conflict of interest
c) Take photos of the information inside and send them to your

auntie
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Your manager believes there is not issue as long as you aren'’t
looking inside the files.

After you report back to your manager about the co the
realise that the files in the boxes need to be reg@ is i
whe

important so we know what information we ho

source them in the future.

3. You register the boxes and send @ approved
storage facility.
Some loose papers and fil s @ ified as ready for

destruction. What do

a) Dispose of it in b|n

b) Throw itin t % aste bin around the corner
c) Re-use t%ﬁ paper for taking notes

d) Crea e\\%? ds ut em for the Christmas party

o d situations like this in the future? Choose
the \i@hat apply.

Regl tore files in an approved offsite storage facility or
ca inet onsite
that it's not already saved somewhere. If it's not, scan it
and save it into approved system, then throw away the original
paper
c) Dispose of paper files without an assessment, since the future is
digital
d) Lock the basement and not create a register of the files
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Well Done!
Thanks to you, the files are now in a secure and dedicated
storage facility and is only able to be accessed by the appropriate

authorised personnel via a tracked process.

You can now move on to the next section.
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Scenario two - Privacy

Now we're going to go through a scenario for@ i&
Answer the questions below. (\@ Q§

@%

Background

A client called Ami h % gentitlement to a
supplementary payn % S le’a Privacy Act request for a copy
of her whole S b‘ ember, Kate, is responsible for
acknowledging manag Ami’s request.

Kate th e restriction to provide the response, so she
needs to d thl it quickly.

1. H ny days do we have to respond with our decision about
w er to provide the information?

a) 30 working days
b) 20 working days
c) 10 working days

2. Kate finds a record that Ami already got a copy of her file 2 years
ago. She’s not sure whether she has to provide all the information
again.
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Can Ami ask for her whole MSD file when we have already given
her some or all of that information?
a) Yes - she can ask for any information about herself that
MSD holds, even if we have already provided it
b) No - clients only make repeat requests to cause trouble and

we can refuse her request

c) Yes - but we can check with her whet @ allywa

everything or only the last 2 years’ Wg% mf@@&n

d) No - she can only ask for the in iont idn’t
provide before

Kate wants to send an email t ;; Xg that MSD has

received her request

At the same tim a|I to a colleague in MSD
t

who is also caII s all the jobseekers who are
due to com @ e next week, with a variety of
tt ose S

mforma eekers.

a|I meant for her colleague Ami to her client
The client is very upset and contacts Kate to
Iet What s happened.

@ hould Kate have done before sending her email? (tick all
that apply)

a) Check the name of the recipient to make sure it’s the
correct person

b) Have a cup of tea

c) Check the contents of the email and any attachments to
make sure that information needs to be sent to that person
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4. There appears to be dome kind of breach - what could the staff
member do? (Tick all that apply)
a) Report it to their manager

b) Complete the Notify a privacy or IT securi dent
Doogle
c) Call someone in the Privacy Team or ilthe @g&omcer
d) Follow the step by step supp

orton’kl ogle
e) Contact the Privacy Com

5. What should Kate say to § |

a) Apologise and ure | deletes the email
b) Try to paci d h hole thing blows over

6. What co do e the chances of a breach like this
happ uture ( ell as checking things carefully)?
a) se ore emails
b ,.-Q: y STOP, THINK, CHECK popup and switch off

e on her emails
ing = accidents happen all the time

Well Done!

You now have a better idea of what to do to keep information private.
You can now move on to the next section.
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Scenario three - Security

Now we're going to go through a scenario for%@ @&

Answer the questions below. (\@ Q§
1. You have received an ema|I %xternal party. The email asks
you to download and o cl\:: gently

What should you Q

: er a or further information
b) Download ,» |Ie

o) S ice Desk button in your email
ome to read it later

2. Late % ay you notice your computer is behaving strangely.
s are opening and closing, and the machine is responding
sIo

What should you do?

a) Go get a cup of coffee and wait for it to fix itself

b) Contact Service Desk and let them know

c) Ask your manager for a new computer

d) Call a friend who is good with computers for advice
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3. The next day you receive a phone call from an unknown number

claiming they are trying to fix your computer. They ask for your
MSD username and password.

What should you do? @ &
) Hang up immediately and ignore the call % @
)

Give them your information &

) Report the call to Service Desk @ \g
) Transfer the call to your manage z@ @

O L

o 0

Well Done!

You now ha ! %/hat to do to keep information private.

You ca dr\\t} e next section.
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Conclusion and handy links

Congratulations &% %@
Well done. You have completed this %on ' 1@ ion
management, privacy and securit

You have covered: @@ @§E

e what inf@% ent is and why it is important
inwn

e in %@vacy and sharing

o @g%to recognise and report a privacy, information, or IT security
ach

e three scenarios.
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Main points

The Ministry holds information about people and uses

information that impacts their lives. The info%@ W@

and use is taonga (a treasure), and as i &r ians% st

both use it responsibly and protec F@t @r care.
\

All MSD staff are respo or |?1g information and
keeping it safe through@if cle @
% <
na

If you think an %@ %@has occurred, you must
report it@ ediately. You will not get in
r this.

: K@f

a
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Every individual has the right to access their personal
information held by any agency. This right isimportant for

both clients and staff.

Handy links

The Information Hub is a collection of Doogle pages by the

Information Group. It has guidance, tools and resources to
enable MSD staff to work with information while protecting

ourselves, our clients, and our information assets from risk.
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Contact Information Management team (infohelp@msd.govt.nz)

for advice creating, collecting, organising, controlling, storing,

maintaining and disposing of information.

Contact the Privacy Team (PrivacyOfficer@ . vt.r(i%;gj

O
advice if you think a privacy breach l@&rr
Contact the IT Security Tea@ecwi@d.govtnz) for

advice if you think ay bre@occurred.

S
e
You can %Q; le.
@%X@X%
o)




Ministry of Social Development Official Information
Act1982

Nau mai, haere mai and wel w
Welcome to this eLearning module on the orm | IA).
Click on 'Start Module' (above) or Intr w) to@

= Introduction

= The Official nfo ct 1982

\/@ A request for information?

The di @Neen the OIA and the Privacy Act

SIOn
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Introduction

"Government needs to be responsible, accountable, transparent
and recordable."

- As quoted by trie Chief Archivist, Richard Foy

In this module you will learn about:

. What is the Official Information Act (OIA)?
. How to recognise an OIA request?

. Where to send an OIA for actioning?
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The Official Information Act 1982 (OIA)

Introduction
At MSD, we areregularly asked for information. T fﬁc I Inform

(OlA)is legislation that tells us how to respo uest mation.

The OlAis important to New Zea@

. politicians and the

S that.

to account

+ peoplecanfing o deci affect them are made
. transpar ‘- op couraged in government.

@@ @\

WHAT IS T WHAT IS OFFICIAL WHO CAN MAKE AN HOW TO MAKE AN
EQ INFORMATION? OIA REQUEST? OIA REQUEST?
! |A allows members of the public to access information held by public
agencies.

Almost all requests for information held by a government agency can be
responded to under the OIA. Two notable exceptions are:

1. Asking for an agency’s opinion on anissue

2. A person asking for information about themselves.



The OlAis like arule book for answering requests for official information. It
explains thatinformation must be released unless there is good reason not to.
The starting point of the OIA is always openness and transparency.

A person can ask for information about themselves but this isn't covered by the
OIA. Itis instead covered by the Privacy Act 1993.

An agency has 20 working days to respond to an OlA request. @

WHAT IS OFFICIAL O CAN @ HOW TO MAKE AN
WHAT IS THE OIA?
INFORMATIO O§R. OIA REQUEST?

There are many type enti @ a mation that we handle in MSD.

All informationtheld by an a subject to the OIA. This even extends to a

Minist own Wt@r cial capacity.
Ev& 'ng O@ gotedown on paper and/or send in your professional
capacit @

le's names

uested. This includes:

ontact details

Written advice

Documents

. Data

Meeting agendas and minutes

Emails and text messages



« Video and sound recordings
. Internal policies and guidelines

« Memos, Reports and Aide Memoire.

WHAT IS THE OIA?

WHAT IS OFFICIAL WHO CAN MA& é EAN

INFORMATION? OIA ST? UEST"

The OIA legislation defines who can m req@;can make an OIA

request if you are:

. ANew Zealand CItIZ

. Apermanentresi
Aperson i
ora ncorporatem New Zealand or one thatis
LSACE

@ New Zealand but has its place of business here.

dsman recommends that even if a person is not entitled to make
a under the OIA, they can still ask for information.

Even though we are not required to deal with their request, we should still deal
with itin areasonable manner.

WHAT IS OFFICIAL WHO CAN MAKE AN HOW TO MAKE AN

VAJLIAT IC TLIE AILAD
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INFORMATION? OIA REQUEST? OIA REQUEST?

There are many ways to make an information request. People can ask for
information through any channel, including:

| C\stite &%@%©&
<5 S
Social Media @ @X

. Letter
We can ask thereque t it v’ ut the clock starts when the request
is first made (M pon n OTA within 20 working days).

Requ @the OIA when they make a request.

@\
@
K@% d heck

Complete the knowledge check to see how much you understand of what you have covered so far about

OIA.

Who do you think can make an OlArequest? Tick all that apply.



[] Ajournalist from Radio NZ
[] A researcher from the Office of the Opposition

[] An Australian living in Brisban @ @
S

[] A member of the public

Through what channels can people make an information request? Tick all that

apply.

[] Facetoface



[] Phone

[ ] Fax

[ ] Website

[ ] Email

[ ] Social Media

D@nine if theinformation can be requested under the OlA. Dragthe cards to
the correct options - Can be requested under the OIA and Cannot be

requested under the OIA.



Can be requested under the
OIA

Written advice Docume%@ @
@
X)@ £\
Memos, Reports and Ai § @
R na rid text messages
Mem@ g
. N%

Inte es and
e Data
@ delines

This module Contact details

Email to friends organising
People's names Friday drinks sent from my



MSD email address

Cannot be requested under

| @&@ S

Emails held on my personal
email account about my book
personal holiday to @ {%
Queenstown @ @

S O
@3&5@%
L

@%@

® Everythingis subject to the OIA, so everything can be requested.

Every request is assessed against the OIA.
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What to do if you receive an OlA request for
information?

What to do if you receive @ﬁ rfq@;for

infor& .

The Official and Parli% formation (OPI) team works with areas within
for

MSD to manageﬁqgﬁ @

Questions A@ reque@rovides adviceon the proactive release of
inform@w K v
If you re@@uest for information or are unsure about whether an

ationrequest should be managed as an OIA, send the OlA to the OPI

MSD has to respond to OlA requests within 20 working days, so make sure you
advise your manager and send the request to the OPI team as soon as you

receiveit.



Take alook at the scenario below about a request for information.

David makes an Official
Information Act request

David is a local researcher’
who is currently writing up
a report showing benefit |
statistics in the Hawkes |
Bay area.

He attempts to ask for the
information directly fre w‘v‘

CONTINUE
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The difference between the OIA and the Privacy Act

What's the difference between a Privacy &t @
OIA Request?

Privacy Act

The Privacy Act gives indjvit

exceptions) for acces QJ
them. So, if the req %or p
Privacy Act ven rmation is also official information).

on uwmacy Actis that individuals will be entitled to their
c

, L@ of the limited withholding grounds set out in the Privacy

Official Information Act —

Under the Official Information Act (or Local Government Official Information
and Meetings Act), any person or agency may ask a public sector body (or local
government body) for any information that agency holds.




Knowledge check



Tim used to be an Emergency Hou %o /
interested to know what asQ

contacts MSD to tr %; hisd -~ ti

QO 7 QS

Scene 1 Slide 1

Continue — Next Slide



| would like to make a request for all
of the information that MSD holds on
me from when | was receiving

Emergency Housing Special Needs
Grants. What act would y ly in &
this case? & @

a The Privacy Act 1993

e The Official Information Act (OIA)

Scene 1 Slide 2

0 — NextSlide
1 — Next Slide



@ﬁ@@%

Tim has requested@’wforma &:ﬂd likely be held on his

client h|s as an OIA request.

@
Q@y@
@%%

Scene 1 Slide 3

Continue — End of Scenario

Click here to launch to 'Privacy and security of information'
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Conclusion

In this module you've looked at: &%
. The OIA @ @\; :

« Whereto send an OlAif you receive

. Thedifference between an O@ iva est.

©
Key Tak@% @Q

O e OIY@M place to make all official information more freely
/\éjxi@b

( éi Everything you doinyourjob at the Ministry is subject to the OIA

All your emails and correspondence could be released in an OIA

Draft documents, including comments, are subject torelease

Every request is assessed against the OIA




MSD has to respond to OlA requests within 20 days, so make sure

you advise your manager and send a request to the Official &

Parliamentary Informationteam OIA Requests@msd.govt.nz as

soon as you receiveit.

Congratulations you have complete this module. Click 'Exit'. @ &
e





