

























































































































































































IN-CONFIDENCE

Te Haoroa governance context

Organisational Health Committee (OHC) ‘

Enterprise strategic direction.
| |
| |
Tai Nuku (Design Committee)
Asub-committee of the Transformation and Investment Commiittee (TIC) and
the Organisational Health Committee. Responsible forapprovingall significant

service, and equitychange as well as all new technology, information
g % and data change.

Transformation and Investment Committee (TIC) ‘

Tai Uara (Portfolio Executive Committee)

A sub-committee of TIC. Provides management and oversight for the
prioritisation and optimisation of MSD’s resources related to MSD Integrated
Work Programme and Portfolio Investments.

| Other Reference Groups
[ | [ | Pacific Reference Group
Chief - CITief Chief PEC Processes and Architecture Council IT Change Advisory Board Maori Reference Group ;;
Ane!lytlcs Privacy Information Pl Planning Te Pae Tawhiti Data Agroup of technology (CAB)) _ n
et (ot et (87 Socty Design Group hitects that supports th Agroup of MSD stakeholders that Asojpotxeimitent  k p
Insights) Information) Officer (GM Skatasinnmlads oS Leaders that provides advice on g
Information) Acollaborative working TSN COMMINGLGD; supportsthe Ahes matters relatingtothe wellbeing m
USRI bodyii:'estri:ogziblg Ii‘or sp:cn::ciallyl. ;vhe':r:e detailed ::nagwez:e;t ﬂoliwfnd“prowsj of Maori peoples, familiesand ~ J
consolidating decisions echnical decisions are providinga formal reviewan
INFO GOV PRIVACY, HUMAN INFO SEC related to enterprise data involved. authorisation of Medium and ad;?:':glif:;:%:ea::dst;apt:ogl: o
RIGHTS, ETHICS design. Decisions High Risk Change Requests (CR) et
: e implementation of Te Pae -
INFORMATION GROUP POLICY submitted to Architecture to minimise incidents, disruption Tata
Council for ratification. and re-work. ’
FRAMEWORK =
Privacy, human rights and ethics . bR ] ) _
Enterprise IT security risk IGEEION A Enterprise data . Enterprise technology change Specific stakeholder advisory bodies
management G hi Enterprise technology management
- : overnance architecture :
Enterprise information governance architecture

TE HAOROA PLATFORM STRATEGIC GROUP

Te Haoroa strategic direction

TE HAOROA DATA WORKING
GROUP

TE HAOROA COMMUNITY OF PRACTICE TE HAOROA PLATFORM WORKING GROUP

Te Haoroa Data Lab governance Te Haoroa refined layer governance Te Haoroa platform management governance
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Guardrails, processes and procedures (1 of 2)

What is undertaken? Data Governance
elements

1

3

Upon understanding what the information product request
requires the data analyst will scope out the work into Proof of
Concept and Pilot phases. At this stage, the development team
will review the dataavailable atthe Refined and Raw layer,
including the Analysis and Design resources.

= Once developed, the development team will be able to use
the Data Catalogue to review what data sits at the Raw and
Refined layer. Untilthen, the data analyst can query the
Raw and Refined layers to assess what data exists.

. The development team may engage with DMalD to assist
with understanding what data exists at the Refined layer,
and whatis scheduled to be added to the Refined layer.

The development team may require data that does not sityet
within the raw orrefined layer (for example, an external dataset,
or a dataset not yetingested from an MSD Source System. They
can request this data be ingested using the “External Data
Request” [see: PRJ-Te-Haoroa -> General -> Raw Ingestion ->
External Data Request_Process]. If this data has or may contain
sensitive data or Pll data an approval process is required.

1. Upon deciding what type of lab is required (shared vs.
private), the development team will:

a.Create new feature branch within MSD’s Azure DevOps for
code management

b.Go through an initial model design and table build process by
developing a SAS Studio programme or writing Snowflake
SQL(in Snowsight) to pulldatainto the Lab schema. They
check this codeinto ADO as they go.

Information Product
metadata recorded
in central location,
enabling search
Data asset metadata
recorded in central
location, enabling
search

Community of
Practice raises
awareness among
analyst community
aboutnew
Information
Products

Defined external
data request
process including
sensitive/Pll data
process

Decision point-
sensitive projects go
into asecure lab.
Codeis managed as
an asset via ADO.
Data is managed as
an asset via
raw/refined/lab
environments and
TEST DEVPROD
environments.
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Guardrails, processes and procedures (2 of 2)

What is undertaken? Data
Governance -
elements
4 The development team uploads the data from the lab schemainto : [ R
CAS sothey can use Visual Analytics to develop an output. At this - 3
stage the development team may have already developed some $ 2 ‘—] p-
wireframes to define the scope and look & feel of the output. Any X 4 _ — viv
changes to the underlying code should be developed in either SAS £3 [ sngmg |
Studio or Snowparkin the lab schema, not CAS (as CASiisin- . =a
memory, and refreshed frequently). ("o |
5 The development team develop the required visual output (e.g. « MSDvisualization
Dashboard) in Visual Analytics. Itisimportant that MSD’s and information - - i e
visualisation standards are adhered to, ensuring a similarlook and design standards D e SETUTIEE ST ST

feel, particularly for ‘gold’ products. Anything developed here 3 %
should be pushed into the ADO branch. 874

6 The development team will check the information product for « Technical QA
technicalissues (e.g. the script runs without errors, the pipeline = Validation from
works, itis generally error free). Once the development team are Business Users
satisfied, they will ask for feedback from the Information Product WGESTION
(Business) Owner. There could be several iterations of validation, f

refinement and redeployment as the product is tested by the
business owner, and refined across the Proof of Concept and Pilot

phases of development.

7 Dependingon the type of product developed it is likely it will go « Defined
through a deployment process. This is explained more fully in the assurance levels
‘Information Product Development process’. Thisinvolves DMalD and staged
pulling the code from ADO into a Factory test environment, development
deploying the information product into Factory test for validation, process

and once validated, deploying the information product into Factory
Prod for wider access.
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News & announcements

Enablement, training and culture

Te Haoroa Training Hub

Wieloome! We are 5o happy you are here

Cormider this your home base to find the

2:ppart and resources you need to be
wking o6 Te Haoroa platform

Access to Training Hub
Notification

Key Changes and New Ways of Working

wien

<t Dhaihwat

Upcoming events

Introduction

Start learning 8 Te Haoroa digital training library

7 new team members leamn more about Te Haoroa.
Find out more how working in Te

Q\ i l ! a\“ a We want to make sure you have the resources you need to be successful in your new role. Training resources have been spedifically curated to help

ing oppartunitiss in the

aning ibrary

Te Haoroa
Key Changes:
Learn more about Te Haoroa platform and its
various areas.

Te Haoroa aims to

capa.b fities and ensuring that our data ralated Kf-’y c "995 ona Page M
products are enginesrad for reuze and
scalability. Also, that there are sound data
governance. standards. and processes

Leam more -
Te Haoroa Platform Key changes and new ways of Data Lab
working

Technology

Learn more about the tools and technology
Vil ik i shicest et 2 grwarsmnce that you will be using when working on Te SAS and Snowrfiake - How they
Haoroa. work 1ogether

Snowflake

Data Governance:

NMirrnenft A7iira

Azure Informatica Data Catalogue

Te Haoros Workshep 3 Te Macros workshop 2 T Haoton wockshag 1
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Te Haoroa data lifecycle

Te Haoroa is a data and analytics system, with data flowing through it in a specific data lifecycle. Te Haoroa data lifecycle interacts with other MSD information and decisionmaking support lifecycles.
The diagram below illustrates the relationship between Te Haoroa data and broader MSD decision support mechanisms.

Te Haoroa data lifecycle begins when data is uploaded from a source. Data is then cleansed and organised. Data analysts work with the data to address focused business questions, generating
Information Products and other decision support outputs. Data Consumers use outputs from Te Haoroa to contribute to their decision making. When a data source ceases production, or a Data

Provider ceases to provide access, provision is terminated.
MSD Decision Lifecycle

(\\ R4 \\5
AL 00

Formulate a focused  \Gather best available Critically appraiseand  |ntegrate the data with Communicate the Monitorand review the
question. Commission  gata. analyse the data. your professional decision. outcome.
work. expertise, decide, take

action.

Data Source Te Haoroa Data Lifecycle

2 2)

Data provider Data ma

v

e\
Innovate/
m

|

|

{ o \
- Existence i
E Retained data
|
|
{

Data ) B - Process
' Privacy Raw |

!

i' |
PI/NoPIl s

!

!

|

\ source \

» i Withdrawmn
~ Ownership ‘ Derived } ek \
- data

i (from 1
source)
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Data governance elements in Te Haoroa data lifecycle

QOO0 OO

Te Haoroa Data Lifecycle

o o 2 2

Data provider Data analyst Data consumer Data provider

O @f@ t& v

upload manage analysis generate  use/share stop provision

Innovate/ f
Manage :
m

Privacy - Process . Access
PII/No PIl ‘ Rawdata - MsDdata |
il Derived ~ Shared -
Ownership ~ data ~ data |
(from source) S\ < ¢ :

Existence
Retained data
Withdrawn data

Datagovernance touchpoints

Datasources are ingested if they meet clear ingestion criteria. Source metadata is maintained. Technical metadatais added automatically. Business metadatais added manually. R&D Schedule
can be included in business metadata.

Datais managed by a small set of individuals holding specific RBACroles. Datais cleansed and documented. Rules [Te Haoroa domain model] are applied. Data domain SMEs are documented
here: Copy of Induction (2023.11.22) Refined Layer Work - incl Lab roles.xlsx

Datais used to generate Information Products. Technical metadata added automatically. Business metadata added manually. Information Products travel with their metadata.

Information Product commissioning process identifies clear data use purpose, Information Product Owner. Info Products involving sensitive/private data are built in a secure lab.

RBAC model applies appropriate role-based access to data (masking/aggregation where required). Information Products have owners (the business representative who commissioned it) and
stewards (while in labs or Bronze, the steward is the data analyst who developed the Info Product. Once in Gold, stewardship is transferred to DMAID).

Data provider may stop provision. If R&D schedule has been included in business metadata, R&D schedule can be applied.
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Role Based Access Control

What is Role Based Access Control?

Role-based access control (RBAC) restricts network access based on a person's role within an
organisation and has become one of the main methods for advanced access control. The roles in
RBAC refer to the levels of access that employees have to the network.

Employees are only allowed to access the information necessary to effectively perform their job
duties. Access can be based on several factors, such as authority, responsibility, and job
competency. In addition, access to resources can be limited to specific tasks such as the ability to
view, create, or modify a file.

As a result, employees do not have access to sensitive data if they do not need it to fulfil their
responsibilities. Through RBAC, you can control what users can do at both broad and granular
levels. You can designate whether the user is an administrator, a specialist user, or an end-user,
and align roles and access permissions with your employees’ positions in the organization.
Permissions are allocated only with enough access as needed for employees to do their jobs.

Benefits of Role Based Access Control

» Ability to manage and audit network access

» Allows an organisation to maintain privacy and security by limiting unnecessary access to
sensitive information based on each user's established role within the organisation.

* reduces the need for paperwork and password changes when an employee is hired or changes
their role because you can use RBAC to add and switch roles quickly and implement them
globally across operating systems, platforms and applications.

* reduces the potential for error when assigning user permissions.

* helps to more easily integrate third-party users into the network by giving them pre-defined
roles.

» Aligns roles with organisational structure of the business to make operations more efficient.
Removes the need to ask for permissions individually for each tool.

* Makes it easier to meet statutory and regulatory requirements for privacy and confidentiality by
giving the ability to manage how data is being accessed and used.

Role Based Access Control in Te Haoroa

Each application within Te Haoroa system uses RBAC to control which MSD employees
have access to which data.

Te Haoroa RBAC is govemed by Te Haoroa Platform Working Group. Te Haoroa
Platform Working Group reviews RBAC on a regular basis to identify any changes and
direct required actions.

Within Te Haoroa, system datasets are tagged as either ‘PlI' (contains personally
identifiable data) or “NON-PII” (does not contain personally identifiable data). This
allows access to Pll data to be restricted to only those who need to see it. (Need to see
is identified up front in Ideation and Prioritisation Stage. If a need to work with Pll is
identified, a secure lab is set up).

Example:

Developer in DMAID Platform Developer NO PIl role to RFT Tester in DMAID
Team test tags/masking Platform Team

RFT tester NO Pll role to test  IntegrationTester in DMAID
tags/masking Platform Team

MDV_PR_PLT_DEV MIDV_PR_PLT_DEV_NOPII MDV_PR_PLT_RFT MDV_PR_PLT_RFT_NOFII MDV_PR_PLT_ITG_TEST

Support - will
issues.
Read-Only eve

MDV_PR_PLT_S

€S_MSD_TEHAOROA_SNWFIK_DE €S_MSD_TEHAOROA_SNWFLK_ CS_MSD_TEHAOROA_SNWFLK_R CS_MSD_TEHAORDA_SNWFLK_R CS_MSD_TEHAOROA_SNWFLK_| CS_MSD_TEHAC

VELOPER(AAD| DEV_NOPI(AAD) EFINED_TESTER(AAD) FT_NOPII(AAD) TEGRATION_TESTER(AAD)
ZDevs_rw ZDevs_ro ZTesis_ro ZDevs_o ZTests_ro

ZTests_rw ZDevs_rw ZTests_ro ZDevs_ro
ZLab_Plztform_rw ZLab_Platform_rw Zlab_Platform_rw
ZProd_ro ZProd_ro ZProd_ro

2ZFactory_Test_Test_Logs_rw ZFactory_Test_Test_Logs_rw ZFactory_Test_Test_Logs_rw

UPPORT(AAD)
ZProd_ro
ZDevs_ro
ZTests_ro
Zlab_Platiorm_
ZFactory_Test_T
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Privacy controls (inside Te Haoroa and beyond) O OO et bt s

can be securely managed via Role Based Access Controls.
Access controls are monitored and enforced by Te Haoroa

Sensitive and private Data security measures Platform Working Group. Changes to RBAC model are

d t d tf‘ t Because only appropriately tagged data is ingested, approved, by Strtegic. Flatiomy Groop.

dla laentiication ivat tve data i <tently identified.and

Te H ; 1 et privas olr Sefslivercdials conS|s. enty. 1IcomIiec an Role Based Access Control mechanisms allow controlled
S M A Wt secured in a Secure Lab - an environment where 8 sp pecis application of appropriate data protection techniques such as

RN 'degt'ﬁc.at'?njntd t%%ﬁ{'ng Zf : specific team has their own separate and isolated Sl S W I ——— " S——

Sensitive and privaiedala, el tats i area to create data structures for the purpose of

mggsted it Te Haoroa, it goes thrc_)ugh individual analysis and modeling. In a Secure Data
an ingestion process where Pl data is

identified. If Pl data is present, the nuly I(;a?’ tl’:,edtearr: h(?ve I'e‘())(c(;uswet ::]ccessl e Ofwnth. Pand ntegrate the data with Communicate the Monitor and review the
ingestion request is escalated to the i cotgancandyStEWN ConoLikye Goa e Ior s your professional decision. outcome.
Information Group k. | data have no access. Access is managed via expertise, decide, take

access controls. Security is monitored and enforced action.

by Te Haoroa Platform Working Group. Changes are
ar Te Haoroa par M@N2ged via MSD IT change governance Regu] ar Monitori ng
Con sent mana ge ment 9 BRReEs e Use of modern architectures such as snowflake
CoSEteoEis oh calleation. Te Haties allows logging, monitoring and automated alerting if
{565 ingEstion GHteHA 15 anags consent Data provider HEEALOISINRET Data provider unexpected behaviours occur or rules are breached
risk.. * ? ‘ so appropriate action can be taken. Logs are
: monitored by Platform Working Group and issues
Lioad nerate lise /share stop provision escalated to Strategic Platform Group as
Innovter appropriate.
- source ; | p'.’.",N";‘,‘.!.. | gg;; . ;gg § rewmeaqas| ENtErprise Privacy Framework
’ | —Ownartip— | | Derived | Shared L w'tdh:t’:‘“‘ As a platform within MSD’s broader information
o (from - data - data I S ecosystem, Te Haoroa exists within MSD’s
source) : organisational privacy framework and complies with

all MSD enterprise level privacy policies.

All MSD staff are subject to MSD’s Code of
Conduct and complete mandatory information
privacy and ethics training as provided by MSD’s
Information Group.




IN-CONFIDENCE

Te Haoroa data governance context

Te Haoroa is a data and analytics platform that exists within MSD’s broader data and information ecosystem.
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Information Group

—.

Tiaki
Enterprise Information Governance Framework

Trust | Protect | Serve | Partner

The Ministry of Social Development

TIAKI | Enterprise Information Governance Framework
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Document Purpose

The purpose of this document is to describe the Ministry of Social Development’s
Enterprise Information Governance framework purpose and scope.

This document will be used to gain approval of the concepts underpinning the
framework, the language used to describe it and the diagrams used to help
articulate the core concepts and how the framework will be used.

TIAKI | Enterprise Information Governance Framework



Overview

The Ministry of Social Development’s (the Ministry) Enterprise Information Governance (EIG)
framework, Tiaki, has been developed to give effect to the principles of the Information
Governance policy, which set the governing direction and intent for how information should be
governed, and the Information Data & Analytics (ID&A) Strategy which sets how to lift the
maturity of our information and analytics practices to support the delivery of Te Pae Tawhiti -
our Future strategic direction.

Functional ownership of the Tiaki Framework sits with the General Manager Information (CISO,
CPO), and its implementation is the responsibility of the Information Group (specifically in terms
of maintaining it, championing the Ministry's implementation and adoption of it, and providing
the necessary services to support decision-makers to interact with it). Noting that other
enabling functions, such as Improvement, Systems and Technology (IST) and Strategy and
Insights, will support aspects of the implementation as they relate to their respective functions.

Scope!

This Framework applies to all Ministry staff including contractors that, by agreement, have
responsibility for any aspects of the Ministry’s information collection, maintenance, protection,
or disposal and all information?. Information in this context means recorded information
(including data) in any form created or received and maintained as evidence of Ministry
business. It includes, but is not limited to, documents, email, the Ministry Information
Governance Policy correspondence, datasets, audit logs, text messages, voice recording, social
media, and web pages.

Information Governance Principles?

The Information Governance policy defines the following principles that guide all staff in
managing the Ministry’s information assets:

e the Ministry’s information assets are identified and appropriately protected based on
legislative requirements, information value and risk culture.

e all information assets held by the Ministry have responsible owners to ensure they are
managed appropriately.

e information assets are fit-for-purpose to promote informed decision-making.

e the Ministry partners with tangata whenua in decision-making about information held by
the Ministry to support Maori.

e the protection and responsible use of Ministry information is everyone’s responsibility.

! Ministry of Social Development - Information Governance Policy 2022

2 Information means: “Recorded information (including data) in any form created or received and maintained as evidence of Ministry
business. It includes, but is not limited to, documents, email the Ministry Information Governance Policy correspondence,
datasets, audit logs, text messages, voice recording, social media, and web pages”.

3 Ministry of Social Development - Information Governance Policy 2022
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Introduction

Establishing an EIG Framework stems from The Information Governance policy, which defines
the guiding principles and directives for information management within the Ministry. The policy
requires the Ministry to understand the information it holds and how it is used, allocate
responsibility for its stewardship, and ensure it is protected and managed appropriately.

Furthermore, the importance of governing our information-related activities and obligations is
underscored in the objectives outlined in Te Pae Tawhiti - Our Future?®, which sets our strategic
direction and the three strategic shifts essential for achieving our desired outcomes.

The Te Pae Tawhiti programme aims to deliver a new insights-driven service model tailored to
our client's needs, whanau, and communities. This requires a transformation of our systems,
processes and information. Quality, accessible, reliable and effectively used and protected
information is a fundamental enabler for achieving our outcomes.

The Information Data & Analytics (ID&A) Strategy outlines some of the current gaps in our
information maturity, for example, there are gaps in the Ministry's understanding and
governance of its information assets, it lacks a clear stance on Maori data governance and
adequate high-quality, timely insights to support the goals of Te Pae Tawhiti. Furthermore, it
highlights that our privacy and security practices need improvement to ensure compliance with
legislative requirements, and we are moving to a proactive and risk/value approach.

Introducing a comprehensive Enterprise Information Governance (EIG) framework that embeds
Te Ao Maori values will serve to provide a structured, consistent, and deliberate way of
managing, protecting, and using our information to support the delivery of Te Pae Tawhiti and
to meet our mandated obligations. The framework aims to unify existing governance
structures, identify gaps across all information-related capabilities, clarify decision-making
processes, and drive effective information management practices.

Embedding a Te Ao Maori Perspective

Information governance is ultimately about the stewardship of people’s information. Te Ao
Maori provides a valuable way of conceptualising data, and people’s relationships that we have
adopted in our approach, including:

o Kaitiakitanga: Stewardship of resources, symbolising responsible information
guardianship.

e Taonga: Information is a treasured asset, demanding careful protection.

¢ Rangatiratanga: Respecting the interests of those whose data we are utilising and
being open to working with them on key matters.

Maori values like manaakitanga (care and respect), and whanaungatanga (relationships)
can be further utilised to give life to this approach.

Te Ao Maori is inherently people-centred and collaborative. To truly embed these perspectives
in the implementation of the framework, we need an approach where we are actively listening,
learning, informing, sharing, and co-creating an inclusive and ethical system. This requires

4 Underpinned by the Te Pae Tata and Pacific Prosperity Strategies
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identifying opportunities for collaboration with communities, joint decision-making, and greater
community control over information usage.

Implementing the core elements of the Framework will allow us to give effect to our intentions,
laid out in the Information Governance policy and ID&A strategy, to partner with Maori to
ultimately ensure the framework is fully fit for purpose.

Tiaki: The Four Pou Model of Enterprise Information Governance

Te Pae Tawhiti will drive the Ministry to become an increasingly information-driven organisation,
especially considering the aspirations of the future services model. Our EIG framework is called
Tiaki and must allow us to leverage greater value from our information, while equally prioritising
the protection of our clients’ privacy, human and ethical rights.

"Tiaki" is a powerful Maori verb meaning "to look after, care for, and steward." This resonates
deeply with the core values of good governance and the very purpose of this work - being
responsible stewards of the information and data entrusted to us by the public.

"Tiaki" is not merely a label; it embodies the aspirations of this framework - to nurture trust,
foster collaboration, and ensure that data serves the collective well-being of all New Zealanders.

The four Pou are the guide posts that can help us achieve the above while still reflecting the
core of our information governance principles.

e Trust: Building trust through managing our information responsibly, securely, and in
compliance with regulations and tikanga, thus demonstrating transparency, integrity,
and accountability to our clients, their whanau and communities.

e Protect: Ensure information is treated like taonga by implementing policies, procedures,
and controls to protect it from unauthorised access, loss, or misuse while also ensuring
its accuracy, reliability, and confidentiality throughout its lifecycle.

e Serve: We serve by ensuring that information delivers the right value to our clients,
their whanau, communities, key stakeholders, and the Ministry. This involves making
information accessible and usable for better decision-making, better service design,
strategic planning, and operational efficiency. It includes supporting and sharing
information with community partners like Iwi and other providers to assist them in
understanding their clients and communities to enable better outcomes.

e Partner: We collaborate with stakeholders, including employees, clients, partners (such
as our Iwi Treaty Accord partners), and the broader community to understand their views
and needs (including information needs) and build trust and support in how we deliver
services.

Tiaki has been organised into seven core areas, each with its own overarching functions, distinct
in purpose and role but collectively supporting each other to act as the governance framework.

e Obligations & Drivers: This area captures the legislative and regulatory frameworks
within which our information operates, expectations from an All-of-government
perspective, and the strategic drivers for change.

e Foundations: This area captures the lenses through which we must view all information
management activities to achieve our Trust, Serve and Protect outcomes.

e Governance & Leadership: This area establishes the foundation for effective
information governance by clearly defining the information governance roles,
responsibilities, accountabilities, and decision-making processes.

TIAKI | Enterprise Information Governance Framework



e Guide, Design & Assure: These three areas collectively offer the necessary direction,
resources, and confidence in our information use, management and protection practices.

Each core area consists of multiple elements that, when established and matured, will
contribute to the successful governance of the Ministry’s information.

Figure 1 Core Areas of the Tiaki Framework

TIAKI | Enterprise Information Governance Framework



The Obligations & Drivers and Foundations elements allow our Leadership & Governance
elements to set the expectations and direction for our information assets. These are then
applied through the Guide, Design and Assure areas to empower our people to protect,
manage, and use our information consistently and in a way that manages risk, while leveraging
the full extent of opportunity from our information. This will in turn help the Ministry achieve
the strategic shift as set out in the ID&A Strategy and contribute to organisational
transformation.

Currently, the Ministry has some of all seven core areas, but maturing them is essential to
supporting organisational transformation.

However, even today, by connecting all seven core areas, we can support leaders in making
better and more informed decisions about the information we hold and use today and as we
transition towards our target state.

TIAKI | Enterprise Information Governance Framework
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Tiaki — Our Enterprise Information Governance Framework

Tiaki: The Four Pou Model of Enterprise Information Governance

TRUST pROTEC, SERVE PARTNER

)

\/

G
s

o

Framework Core Areas and Elements

Framework Core Areas organise the various elements of governance into overarching capabilities. Each core area has multiple
elements, with each element having a people, process and technology lens.

Core Areas Elements

Obligations & Drivers

WHAT WE MUST DO Legislation and Regulation AOG Directives
The various influences that mandate how we create,
manage and dispose of information. This includes
legislation, organisational strategies and purpose

Emerging Risks Organisational Strategy

Emerging Environmental Factors Principles

Foundations N _
OUR VALUES & TIAKI Te Ao Maori Privacy

The essential underpinning ways of respecting
people and their information. This includes,
application of Maor| values and ethics as well as good
information management practices.

Te Tiriti o Waitangi Metadata
Ethics and Human Rights Data Quality

Security

Leadership & Govemance : . - —
HOW WE ADD VALUE & LEADERSHIP Governing Bodies Decision Making Rights
Where the foundation for effective information

governance is established through defining
information, governance roles, responsibilities,
accountabilities, and decision-making processes

Information Stewardship Information Stratecies

Roles, Responsibilities and Accountabilities Operating Model

Guide, Design, Assure o o

GOVERNANCE SERVICES & ENABLEMENT Policies Processes Training
Focus Areas to ensure information
governance is delegated and assured on

behalf of leadership, guardrails and Guides Advice Change Management
assurance processes. Thisincludes

Guide Standarcs Patterns Awarensss

standards and policies as well as ongoing
assurance processes.

Information Strategies Enterprise Capabilities
Information Lifecycle Design and Modelling

Information Use Enabling Services

Compliance Feedback
Risk Management KPIs

Controls OKRs

Monitor Ministry-Wide Risks

ork
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Framework Development - Following Best Practice

The Framework has been developed based on national and international best practice models
(refer to Bibliography). A review of multiple frameworks showed alignment across them, with
the same components consistently being listed:

¢ Goals and Objectives, aligned with business outcomes

e Governance Structure

e Policies and Standards

e Information ownership and stewardship

e Data lifecycle and management

e Training and communication

e Monitoring and measuring.

Our Framework accounts for all these components within our seven core areas, however we
also drew inspiration from the DAMA (Data Management Association) Data Management
Framework Evolved as defined in the second edition of the DAMA Guide to the Data
Management Body of Knowledge ([DAMA-DMBOK2], Earley S. Henderson D. & Data
Management Association, 2017, p.41).

In addition to the traditional data governance components listed above, it includes information
handling ethics as a foundational component and it also recognises other foundational activities
such as Metadata, Data Quality, and Data Protection upon which all other functions are
dependent; implementation of foundational activities should be considered at all stages of the
lifecycle, including the planning phase.

Enable
& Maintain

Big Data Storage * :
Data Warchousing » |
Master Daca Management *
Data Storage & Operations *
Reference Data Management =
Data Integration & Interoperability «

+ Data
* Metadata Management.
. Quality Management

Figure 2 Figure 2 DAMA Wheel Evolved
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Definitions

Information Recorded information (including data) in any form created or received and
maintained as evidence of Ministry business. It includes, but is not limited to,
documents, email, the Ministry Information Governance Policy correspondence,
datasets, audit logs, text messages, voice recording, social media, and web pages.

Information Lifecycle The stages through which information passes, typically characterised as creation or

collection, processing, dissemination, use, storage, and disposition, including
destruction and deletion.

Information Governance The capabilities, processes, controls, oversight, and assurance relating to information
security, privacy, sharing and management. Information governance requires the
specification of decision rights and an accountability framework to ensure appropriate
behaviour across the information lifecycle. It includes the processes, roles, policies,
standards, and metrics that ensure the effective and efficient use of information to
enable an organisation to achieve its goals.

Information Use Means everything that is done with information. This means active use and all parts
of the information lifecycle (including collection and disposal). To avoid doubt,
information is used when it is held in a database, even when that database is not
actively being accessed.

Information Management | The process by which the Ministry ensures that information is managed across its
lifecycle, such that it is accurate, relevant, and accessible; and that it is retained and
disposed of appropriately in line with its value and its risk profile.

Information Asset Owners | All information assets owners are responsible for ensuring the risks to, and the
opportunities for their corresponding information assets are managed and monitored.
The information asset owner must be someone who understands the value of the
asset to the organisation and any legal or regulatory requirements applicable to the
collection, use or storage of the information.

At the Ministry, Information Asset Owners will typically be DCE, Regional
Commissioners or Group General Managers.

Information Stewards Information Stewards are responsible for the quality, integrity, and responsible use
of information assets, enabling the organisation to gain maximum value from the
information. They are also responsible for supporting information asset owners to
make informed decisions about the management and use of their assets for the
duration of their lifecycle.

The Information Steward must keep the Information Asset Owner informed and made
aware of any risks or concerns surrounding the integrity or safety of information.

At the Ministry, Information Stewards will typically be General Managers, Regional
Directors, and Directors.

Information governance Information governance committees are responsible for overseeing and tracking the
committees achievement of the Ministry’s strategic objectives relating to information governance.
Enterprise Capabilities Defines the Ministry’s capacity and ability to ‘do something’ and are conceptual,

repeatable patterns defining what needs to be delivered and why it needs to be
delivered, making up the core functions of the Ministry.

It is an organised collection of specific controls that together function to support the
Ministry in delivering its strategy and achieving its outcomes securely and efficiently.
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Appendix One - The Framework Expanded

Obligations & Drivers

Legislation & Regulation

Emerging Environmental Factors / Risks

AOG Directives

Organisational Strategy

Principles: Responsible Data Use

e Privacy Act 2020
e Public Records Act 2005
e Official Information Act 1982

Foundations

Te Ao Maori

e Exceptional information sharing with
other agencies, e.g., in a state of
emergency or Health emergencies, such
as COVID etc.

Artificial Intelligence
Biometrics

Privacy, Ethics and Human Rights

e NZ Algorithm Charter
2020

e Protective Security
Requirements

e Declaration on Open
and Transparent
Government

Information Security

Te Pae Tawhiti - Our Future

Te Pae Tata - Maori Strategy and Action
Plan

Te Pae Tata, Pacific Prosperity
Information, Data & Analytics Strategy
Technology Strategy

Data Quality

e NZ Data and Information Management
Principles 2016

e NZ Privacy, Human Rights and Ethics
Framework

e CARE principles for indigenous data
governance.
Maori Data Sovereignty Principles
Data Protection and Use Policy (DPUP)
NIST Cybersecurity Framework

Metadata

e Embedding a Maori world view into this work that
will honour our commitment as a Te Tiriti o
Waitangi partner and prioritise the needs of
whanau.

Leadership / Governance

Governing Bodies

e Ensuring that the Ministry protects and
values people’s privacy, recognise
human rights and treats people fairly
and takes an ethical approach in
everything we do with personal
information

e Ensuring Tikanga, kawa (protocols), and
matauranga (knowledge) underpin the
collection, protection, access, and use of
information.

Roles &
Responsibilities, &
Accountabilities

Information
Stewardship

e Information security
protects sensitive
information from
unauthorised access,
use, change, or loss. It
contributes to
compliance with legal
and regulatory
requirements and
supports trust.

Decision Rights

e Data Quality forms the foundation upon
which reliable and effective data
management practices are built.
Ensuring that data is accurate,
consistent, and relevant is essential for
making informed business decisions,
complying with our legislative and social
obligations, and building trust that we
use information responsibly to create
better insights, better decisions, and
better lives.

Information Strategies

e Metadata serves as a foundational
element that underpins effective data
discoverability, management,
governance, and use

Operating Model

e Responsible for overseeing and tracking the
achievement of the Ministry’s strategic objectives
relating to information held and used as part of our
functions.

e Approve Guardrails to meet protective security,
privacy, and information management
requirements.

e Oversees organisational risk and that it is managed
in line with all relevant legislative and

e regulatory frameworks across all areas of the
organisation.

e Ultimate decision-makers for information related
initiatives.

Guide
e Policies
Design

e Strategies

Assure

e Compliance e Risk Management

e Standards e Guides

e Information asset e Clearly defines
owners and who is
stewards to accountable for
ensure the risk
accountability, management of
clarity, and the information
effectiveness in assets they
managing steward.

information to
leverage value
from information
whilst ensuring it
is protected.

e Processes

e Information Lifecycle

e Controls e Monitor

e Defining who
makes decisions
about information
and under what
circumstances.

e Patterns

e Information Use

e Feedback

e Set expectations for information or data
specific strategies required, e.g., data
quality strategy

e Advice e Training
e Enterprise Capabilities .
e KPIs e OKRs

Modelling and Design

e Represents how the framework will be
operationalised to support our
outcomes

e Functions that facilitate and support
Information Governance within the
organisation

e Awaren e Change Management

e Enabling Services

e Ministry Wide Risks
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