IN-CONFIDENCE

11 June 2024

Teéna koe
Official Information Act Request

Thank you for your email of 13 May 2024, requesting copies of all
communication between the Ministry of Social Development (the Ministry) and
Cyberark.com and beyondtrust.com between November 2022 and November
2023.

I have considered your request under the Official Information Act 1982 (the
Act). Please find my decision on your request set out below.

One email chain was found between Beyondtrust.com and the Ministry during
the time frame. This email chain is attached, named 20230522
RE_Beyondtrust follow up.

Some information is withheld under section 9(2)(b)(ii) of the Act as, if
released, it would be likely to prejudice the commercial position of the person
who supplied or who is the subject of the information. The greater public
interest is in ensuring that the commercial position can be maintained.

Other information is redacted under section 9(2)(a) of the Act in order to
protect the privacy of natural persons. The need to protect the privacy of these
individuals outweighs any public interest in this information.

We found an additional 39 subscription emails sent from Cyberark.com and
Beyondtrust.com sent to Ministry staff between November 2022 and November
2023. I have not included copies of these in the response, as I consider these
to fall out of the scope of your request as they are not communications between
the Ministry and the two named companies. Please advise if this was not the
intent of your request.

I will be publishing this decision letter, with your personal details removed, on
the Ministry’s website in due course.

The Aurora Centre, 56 The Terrace, PO Box 1556, Wellington
— Telephone 04-916 3300 - Facsimile 04-918 0099



IN-CONFIDENCE

If you wish to discuss this response with us, please feel free to contact
OIA Reqguests@msd.govt.nz.

If you are not satisfied with my decision on your request, you have the right
to seek an investigation and review by the Ombudsman. Information about
how to make a complaint is available at www.ombudsman.parliament.nz or
0800 802 602.

Nga mihi nui

PP.
Magnus O’Neill

General Manager
Ministerial and Executive Services
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Cheers,
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The 2023 Microsoft Vulnerabilities '
Report is Now Available!

Dowrioad Now +

From: Richard Adnson
Sent: Monday, May 22
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The 2023 Microsoft Vulnerabilities
Report is Now Available!
Download Now &

The 2023 Microscft Vulnerabilities
Repoart is Now Available!

Doveriand Now

I hope you're keeping wel.
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From 59(2)(a)

Sent: Wednesday, S Aprl 1023 12:31 PM

Tex Francs hw.,qz)(.) »; Frands Brady ﬂzx.) » azx.)
Ce59(2)(a)

Subject: 3£ BeyondTrust follow w

H Frands,

| fouind the ur from cur s evel-DufaScas

New date is set to ™ May 2003,

$9(2)
Yo e

BeyondTrat

T+ 59(2)(8)

From $9(2’

Sent: Wednesday, S Aped 2023 3008 am

Yo Francs radg9(2)(a) > Francis Srac §O(2)(
cego(;

zé..gmdfu.ﬂ follow v

H Frands,

~59(2)(2)

Wl yous be abie o send me the URL of the instance? Il get hat extended for ancther 30 days for you.
ae

BeyondTriat

T489(2)(;
besodiucom

From: Francs 2)(a) N
Sent: Wednesday, S Aped 023 7:31 am

1053(2)(s) Frci sy $9(2)(8) »53(2)e)
B i owss

HE9(2

thenks for thiz info - came in handy during the demo.

i Out this test tenant for another month of two.

The trisl & Cue 1o expire todsy | befieve.

| 5till need some: na ¥ wor and will likely need todo 8.

 March 7, 2023 457 M

Te: Francs Brady $9(2)(8) »; Francis Bracy $9(2)(8)
ces9(2)(a)

Subject: £ BeyoodTrust fallow s

Hey Frandis,

Tha camned scrpes on't suppor powershall rps, Konly doss amd commands.

Froms,
Sent-Griday, 3 March 2003 12:31 pm

Te: Francs Brady $9(2)(a) »; Francis Bty §9(2)(8) >$9(2)(a)
(qg(zé nust follow wp
H Frands,

| know what's going on here. The cred store which appeared for me, didn't appear for you & because the veultis ot configured with the credential, which is why you'd only see the “promet customer” cption.

| have avall sict nest tues 7 March at Lom Sydhey Time. | could g0 thrcugh e settings to get Shat dcoe f you are aval.
Letme know. Thanksl

s9(2)
BeyondTrist
159(2)(2)

beodingl com
From: Francs & 2)(
Sent: Friday, 3 March 2023 931 am

Tos9(2)(a) L Francis Brac$9(2)(&) ~s9(2)(2)

>




c:
Subject: RE: BeyondTrust follow up

Thank:
When | try to elevate, the only option | have here is prompt customer;

e N e

o] o

Is there a setting somewhere to enable these additional methods? They're missing from the web console also. Elevating to administrator is core functionality reguired for our techs to use this product

Please select method for elevation of the customer client
privileges.

Prompt Customer

From
Sent: Thursday, 2 March 2023 10:01 pm

T Franci rody §O(2)(a): 1 > i racy9(2) (@) 1 9(2)(@)
Cc:

Subject: RE: BeyondTrust follow up
Hi Francis,

I a typical setting, when doing a remote access to an end user's machine or an unattended server (thru Jump Point/Jump Client) you should be able to see this pror
Do note that f the account already has admin privileges, these prompts will be greyed out.

If the account s a standard user and the prompts are greyed out, that would be an issue we will need to look into. Let me know, <’\r
SAML integration do not pass the device administrator across. SAML integration is the authenticating part to authenticate the Support Rep into the RS console Revice a
The other day we talk about silent install of the Rep Console, here are the b
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Tioe session i running im 2 e ue costent, Cagk here i
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* (N 2ST) Waitin on e cumtcene 1
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Defaut vanbomgar.com e

] Atew Ovwencs Durng instaliatien

: % Rammamsy
) #tow Ovesrice During instatation

e Frasens Sempion oty

v . v
(£ Al Goverrice Durng insakition

Currenty, nore of your Jumponts husve prong ensbied

5 vt an Eevated instal  the Chent Susports A 13 Promat for Bevation Credentiais If Heeded

Ptz ]

by Dy kg v

go; tions Engineer

BeyondTrust
Tel

bevondtrust com

From: Francis Brady >
Sent: Thursday, 2 March 2023 11:21 am

] Ao owrte Durng instakation
Ty

) 40w Dverride During inssatiation
G e Prasaos ez Fosey

Bone
e Crwericie Durng instalisbon
il

[ Start Customer Chant Minimized Wewn Session & Started

To S9(2)(a) i Francs ey S9(2) (@) 89(2)(@)

[
Subject: Re: BeyondTrust follow up

Thank

1 gave 3)eno of the Beyond Trust product today to MSD's wintel team, but was unable to elevate to administrator privileges. Is this something we could look at in another session? | thought that SAML integration passed device administrator rights through, but it's been a while since I've used

the product.

Also just following up on whether you were able to provide any advice around the bomgar rep install/uninstall commands for Intune deployment.

1 haven't tried packaging and deploying an unattended jump client install yet, but | suspect Il run into similar problems to the user in this forum here with device context and will ikely need to wrap the M| as intunewin. Just wondering if you have a script created for deploying the client in your

own tenancy that you might be able to share?

[SOLVED] Issuies Deploying Remate Support Jump Client via Intune - Microsoft Intune (: ks.com)
Cheers

Francis

From
Sent: Tuesday, February 28, 2023 9:24 PM
T

c
Subject: RE: BeyondTrust follow up

Hi Francis,

Thanks! The new expiration date is set to 41" Apr 2023.

go; uonslrngmeev

: ranis brach Q) (&) Frans badhSO(2) (@)1 S92 (@)



BeyondTrust
Tes92)(@) |
beyondtrust com

From: Francis Brad) >
Sent: Tuesday, 28 February 2023 4:08 pm

ToS9(2)(a) - FancsSrady $9(2)(@) 1 ~9(@) (@)

e
Subject: Re: BeyondTrust follow up

Cheers

FomSO@)(a)

Sent: Tuesday, February 28, 2023 8:53:10 PM

To: Francis Brad_ >;

e jfrancis brady s9(2)(@) >

Subject: RE: BeyondTrust follow up

Hi Francis,

May | get the URL of the Remote Support instance that you are testing? | will need to use that to do a search on your instance to extend the trial,
As for the other required information, | will get that over to you shortly

o)itions Engineer
BeyondTrust

Sent: Tuesday, 28 February 2023 6:28 am

Tes9)@ @
ce:

Subject: Re: BeyondTrust follow up

Cheer.

Arguments for a silent uninstall would be great too thank:
Here's what I've tried when packaging the app for Intune 2)(d 1) deploys, but requires user interaction

All services > Apps | Windows > Windows | Windows apps » Bomngar Representative Corsole

1|1 Bomgar Representative Console | Properties
Chent Apps.

[ Seach «

(D Overview App information £dit

Mana Mame Bomgar Repeesentative Conscle
0 Destription bamgar-rep-installes.exe

Menitar
B Device inssall statis Publisher
So User install status App Version

Cat
& Dependency viewsr i d
‘Show this as a featured app in the

& Supersedence viewsr Company Portal
Infarmation URL
Privacy URL
Developer
Cwmer
Notes
Lago

" —gilerit

Program &dit @
S N TN
Uninstall comemand % \prCs: e Viek v

install behavioe (\
AN

. v
Sent: Tuesday, 28 February 2023 9; MY
To

nstaller.exe arguments for a silent, user-based install that unchecks the boxes to run on startup and immediately launch the app?
1 could only find dy the jump client,
Cheers

From

Sent: Monday, February 27, 2023 1:56 PM

To: Francis Brady >
== L@@ 0 s@E@
Subject: RE: BeyondTrust follow up

Thanks Francis,

Yes, we can definitely look at that tomorrow also.

Cheers,

Regional Sales Manager, Australia & New Zealand
BeyondTrust

Customer & Partner Conference

From: Francis Brad) >
Sent: Monday, 27 February 2023 7:31 AM
To

e
Subject: Re: BeyondTrust follow up

Thanks Simon.
Yep that time works for me, I've just sent you a meeting invite from my MSD email.
Possibly we could import those policies into my tenant if you send them to me as XML?

From
Sent: Friday, February 24, 2023 5:41 PM

Tos Francis Brady §9(2)(a) >
e

Subject: RE: BeyondTrust follow up

Hi Francis,

Are you free Tues 28" 3pm - 4pm NZDT?
Cheers,

Regional Sales Manager, Australia & New Zealand

BeyondTrust

Tes92)@)
beyondtrust com



Customer & Partner Conference

GOBEYOND 7  mime o
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From 59(2)(a)
Sent: Friday, 24 February 2023 3:38 PM
T

rancis Brady §9(2)(a) :
9(2)(a;

e
Subject: RE: BeyondTrust follow up

Hi Francis,

Ah, that's frustrating, Let me check in with one of our engineers and get back to you with some time/day options to schedule a session.
Will come back to you ASAP.

Cheers,

s9(2)(a

Regional Sales Manager, Australia & New Zealand
BeyondTrust

Tels9(2)(a)

beyondtrust com

&= Customer & Partner Conference
GU BEYUND J o May1s s | Mamiavirualy
e Raglster Now »
From: Francis Brady§9(2)(a) >
Sent: Friday, 24 February 2023 3:11 PM
Tos9(2)(a)
P

s

2)(a)
Subject: Re: BeyondTrust follow up

Hey Simon,
Thanks for the new tenant and the extended trial with this one, 'm still having the same issue though
Here's what I'm expecting based on the kickstart video for configuring a tenant for the first time:

& C O @ trymebeyondtrustdoud.com,

Administrative Interface

Group Policies

Your software license will expire in 25 days.
Please contact BeyondTrust for more information.
BeyondTrust Remote Support
Group Policies
Name
B 5> Reporting/ !

> TEAM A (Custe

mpt

TEAM B (No Customer Prompting)

lal BeyondTrust
Remote Suppor

SECLRITY P KERBEROSKEYTAB  LICENSING

Your software license will expire
Please contact BeyondTrust for more |
5t fem Jpp

I think the SAML g Is0 needs to be updated - | haven't been able to get SAML sign in to Beyond Trust to work with my Azure tenancy yet due to the attributes error that | described earlier.

Cheers

Francis

froms9(2)(a)

Sent: Friday, February 24, 2023 3:34 PM

To: Francis 8rady §9(2)(@) >
ces9(2)(a)

Subject: RE: BeyondTrust follow up

HiFrancis,

I can see this should just now have come through. Let me know if we need to extend this beyond 10™ March or not also and | can arrange that closer to the expiration.
Also, for your request on pricing, please see below:

. s9(2)(b)(ii)
Thanks and let me know how you go with the SAML integration on this one and if needed I'm happy to arrange a session with one our engineers.
Cheers,
s9(2)(a)

ealand

Regional Sales Manager, Australia & New
BeyondTrust

Te59(2)(a)
‘beyondtrust com

GOBEYOND,” ~ SEiim=s™

g

from $9(2)(a)

Sent: Friday, 24 February 2023 10:11 AM

To: Francis Brachs9(2) (@) >
C

Subject: Re: BeyondTrust follow up

Hi Francis,

Apologies for the delay. This should come through today and we can then arrange a session for SAML if needed sometime next week.
Just to confirm also: is this to go to your 365 email or is there a Ministry one this should be sent to?

Cheers,

(2)(a)
Regional Sales Manager
59(2)(a)

From: Francis Bracys9(2) (@) N
Ser riday, February 24, 2023 10:08 am
Tos9(2)(a)

ces9(2)(a)

Subject: Re: BeyondTrust follow up

Hisimon,
Are you still looking to provision me with a new Beyond Trust evaluation tenant with the full functionality?



There's quite a bit of interest here in showing a working prototype with Azure SAML integration.
Cheers,
Francis.

From: Francis Bracys9(2) (@) >
Sent: Wednesday, February 22, 2023 4:28 PM

Tos9(2)(a)

ces9(2)(a)

Subject: Re: BeyondTrust follow up

H89(2

Ye)(t .

Thanks, once you've provisioned the new one, do you think we could look at setting up the SAML integration with Azure together?
I've followed all the instructions but I'm getting a SAML failure, here are the logs:

) peyonarnse | USETS & Security
Remote Support

LUSERS

SESHION POUKCIES  GROUPPOUCIES  KERBERDSKEYTAB  LICENSING

Your software icense will expire in 12 days

froms9(2)(a)

Sent: Wednesday, February 22, 2023 3:10 PM

To: Francis Brady §9(2)(a) >
Ces9(2)(a;

Subject: RE: BeyondTrust follow up

Thankss9(2

Hi Francis,

Nice to meet you over email.

Just to confirm, is this eval tenant one you've had provisioned recently just via request from our website? If so, I may need to have a sepakgte hew one roy sion!
Cheers,
59(2)(a)

Regional Sales Manager, Australia & New Zealand

Tels9(2)(a)
GOBEYOND 7~ siimmect™ %@ @

From: Francis Bracys9(2)(a! >

(@)
Sent: Tuesday, 21 February 2023 3:15 PM

To59(2)(a) b
Ces9(2)(a

Subject: Re: BeyondTrust follow up

Thankss9(2
Can yo) prdvide the template group policies 1§ me?
My trial is missing them:

i
Remote Sup

KERBERCS KEYTAR  LICENSING

GROUP POLICIES

From 59(2)(a)
Sent: Tuesday, February 21, 2023 3:49 PM
T

: Francis Brady §9(2)(a) z

ceis9|

Subject: BeyondTrust follow up

Hi Francis,

Thank you for your time today to discuss your requirements and solution needed with BeyondTrust. | have contacted my Enterprise Account Manager§Qi(2) (@) - who will be taking this conversation forward,
As mentioned, here is the link that provides all the relevant documentation on how to set up and get started on the Remote Support trial. Link can be found here.

1f you have any further questions/requirements, please do not hesitate to reach out.

Regards,

59(2)(a)

Sales Development Representative

BeyondTrust

Customer & Partner Conference

GOBEYOND,/ ~ St

T RETRATRASY

- his email and any attachments may contain information that is confidential and subject to legal privilege. If you are not the intended recipient, any use, dissemination, distribution or duplication of this email and attachments is prohibited. If you have received this email
in error please notify the author immediately and erase all copies of the email and attachments. The Ministry of Social Development accepts no responsibility for changes made to this message or attachments after from the Ministry.

E his email and any attachments may contain information that is confidential and subject to legal privilege. If you are not the intended recipient, any use, dissemination, distribution or duplication of this email and attachments is prohibited. If you have received this email
in error please notify the author immediately and erase all copies of the email and attachments. The Ministry of Social Development accepts no responsibility for changes made to this message or attachments after from the Ministry.

'his email and any attachments may contain information that is confidential and subject to legal privilege. If you are not the intended recipient, any use, dissemination, distribution or duplication of this email and attachments is prohibited. If you have received this email
fi

i error please notify the author immediately and erase all copies of the email and attachments. The Ministry of Social Development accepts no responsibility for changes made to this message or attachments after fom the Ministry.

E ‘This email and any attachments may contain information that is confidential and subject to legal privilege. If you are not the intended recipient, any use, dissemination, distribution or duplication of this email and attachments is prohibited. If you have received this email
in error please notify the author immediately and crase all copies of the email and attachments. The Ministry of Social Development accepts no responsibility for changes made to this message or attachments after from the Ministry.






