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Memorandum of Understanding

This Memorandum of Understanding (MoU) is made:

BETWEEN: The Chief Executive of the Ministry of Social Development (MSD)

AND: The Registrar-General of Births, Deaths and Marriages. at the Department of -
Internal Affairs (DIA) v

BACKGROUND

BETTER PUBLIC SERVICES

As part of Better Public Services, agencies have been chatlenged to make rt easy for/ the publrc to
transact with government in a digital envrronment | N

The Birth of a Child life event (product name SmartStart) i§ an on-trne product underprnned by the
Federated Services Delivery framework. Thrs allows consumers 'of Government services to re-
use the information that they provides to varrous ‘Government servrces 3

£ Dt

Wy N

THE PROCESS

SmartStart will enable Department of Internal Affalrs (DlA) customers to consent to share
information with other: Government services.- DiAcustomers will be invited to consent to and
initiate the change-of circumstances process with. Mrnrstry of Social Development (MSD) when
they register the/birth of a chrJd 7\ ]

The DIA birth regrstratron form (both ontme and paper) will provide for DIA customers who are
also MSD clients to_agree and consent to DIA notifying the birth of the child. They will be asked to
provide therr MSD client number whrch is.personal information under the Privacy Act 1993.

~The form explarns that MSD wrll use the birth record information to look at ‘eligibility’ for payments

<_“and services and in that context asks for their MSD client number and or the other parent's MSD
‘client. number Links to DIA and MSD privacy statements are included on the form. The collection

> of the customer's-personal mformatron over and above that which is needed for birth registration
_purpose and the subsequent disclosure of that information to MSD will therefore be on the basis

N\ 6f their express consert.

When the brrth notrce completes the registration process an automated process will select the
rnformatnon related to the birth registration and will disclose that information to MSD using an

£t approved secure electronic transmission method.

\MSD will verify the information, obtain any further information required and initiate the change of
“circumstances for its client to ensure that the client is able to access all entitlements to which they
are entitled.

RISK ASSESSMENT
Evidence of Identity assessment indicates that the notification of a birth represents a medium risk.

A privacy risk threshold assessment assesses the privacy risk as medium.

Appropriate security requirements are in place to mitigate the risks from this collection and
disclosure of personal information. These are detailed in the Birth Registration privacy risk
assessment.
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SECURITY ASSESSMENT

DIA and MSD have assessed the MoU and agree that the proposed technological solutions meet
each party's security requirements.

AGREEMENT BETWEEN DIA AND MSD
The MoU is between DIA and MSD and is for the disclosure, by DIA to MSD, of
e Birth information with the consent of the DIA client; and

e MSD client number that has been collected by DIA with the consent of the DIA cllent

TERM AND TERMINATION

This MoU commences on the Effective Date and shall contmue m force from that date unm wrltten' :

notice is given by either the Registrar-General of Births, Deaths and Marriages or the Chief_>
Executive of MSD to terminate this MoU. The MoU can. be amended ‘with agreement by written
notice from either Party. ~ N NN N )

DISCLOSURE OF BIRTH |NFORMATjoN )

Disclosure of personal information relatlng to the bﬂ’th notlflcatlon and MSD cllent number by DIA
to MSD will only occur where the DIA customer has provided thelr consent to DIA for the
collection, use and dlsclosure of the personal mformatnon \ R

PRIVACY OF INFORMATION

All parties to this MoU will comply With thelr reqmrements under the Privacy Act 1993 and the
Public Records Act 2005 N

Impacts and nsks to mdlvudual S pr:vacy must be assessed and approved using the DIA’s approve
privacy |mpact assessment process M

SECURITY oF INFORMATION

The data sharmg security controls descnbed within Schedule 1 of this MoU will be approved by
"'-the DlAChlef Secunty Office as. fn for purpose.

i -_..1All pames to the- MoU w:ll immediately advise of any circumstances, incidents or events that, to its

knowledge, have: jeopardjsed or may in future jeopardise the privacy of individuals whose

s spersonal information'is collected, used or disclosed under this MoU; or the security of any
' computer system in its custody that is used to access the personal mfonnatlon

if DIA reasonabiy believes that the information of individuals’ has been disclosed under this MoU,

,.x-_’.’.?lt wull inltlate ‘an investigation according to the DIA’s approved privacy incident management

.process

NO NEwW DATA REPOSITORY

The Parties will not permit the information that is collected, used or disclosed under this MoU to
be linked or merged in such a way that it creates a new separate permanent register or store of
information about all or any of the individuals, whose information has been subject to this MoU.

MSD may document the receipt of a birth registration notice to support their change of
circumstances process. The receipt may include the birth registration number as verification of
the birth.
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SAFEGUARDS FOR INDIVIDUALS AFFECTED BY THE RESULTS OF THIS
PROGRAMME

MSD shall establish reasonable procedures for confirming the validity of discrepancies before it
seeks to rely on them as a basis for action with an individual. ey

REVIEW

The Parties acknowledge the importance of ensuring the arrangements outllned ln thls MoU
operate to the satisfaction of both Parties. .

The Parties agree to undertake joint reviews of this MoU, whenever erther Pafty belleves on
reasonable grounds that such a review is necessary. ~

The Parties shall co-operate with each other in any review. and wdl use thelr reasonable
endeavours to make available the necessary resources facllltles and mformatlon to faclr tate '
each joint review. >

The Parties shall consult concerning matters covered by thls MoU and other matters of common
interest. . \

AMENDMENT

Any Party proposing a variation to thls MoU shall guve reasonable notlce to the other Party of the
proposed variation, and the reason for it

Any variations to this MoU- must be in wrmng ang’ be execuied by the Deputy Chief Executive,
Service Delivery of MSD and fhe Reglstrar-GeneraI of Blﬁhs ‘Deaths and Marriages, or their
respective delegates \ 2NN

DISPUTE, RESOLUTION _ : :
Should any: dlspule or dlfference relatmg to the lnterpretatlon appllcatlon or need for a vanatlon

dlspute or dlﬁerence as quickly as poss+ble

Nf the Palires are unable to resolve any dispute within 60 days, the matter shall be referred to the

..Reglstrar-General of Blrths Deaths and Marriages and the Deputy Chief Executive, Service

| Dehvery MSD; or. thelr delegated representatives for resolution.

o 'The Parties shaII contlnue to fully comply with their obligations under this MoU despite the

N exnstence of any dlspute

Fe EES

5 4 Schedule 2 sets out the operating costs of this MoU. Any changes to operating costs will be
PN egreed upon by each party prior to 01 April 2017.

TECHNICAL STANDARDS REPORT

The details of how the transfer of personal information will operate are set out in Schedule 1
attached to this Agreement.

DEPARTMENTAL REPRESENTATIVES

The Parties will each appoint a representative to oversee the operation of the transfer of
information, and will ensure that the person is familiar with the requirements of Schedule 1 of this
agreement, this MoU and the Privacy Act 1993.

Any query or difficulty with the transfer of information will, in the first instance, be referred to the
Operation Analyst or EBusiness Analyst for clarification and resolution.
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All notices and other communication between the Parties under this MoU shall be sent to the

addresses below.

Ministry of Social Development

Department of Internal Affairs </ /
\/

<\\5¢

Operations Analyst
Centralised Services

Ministry of Social Development
PO Box 19 236

Manager, Life Event S

ides” AN\ N\
Births, Deaths an i g\msg\S

Department leSte;nal irs

D

R ¥ "2
O ¥

Hamilton 3244 on-6143 P
Phone: Secien 8@ P Cion SR [ (\ NSO
email; SN #@@ @msd.govt.nz- ' dia. bvt\
\\\\ Ny
N\
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ASSIGNMENT/SUBCONTRACTING

Neither Party shall assign, transfer, subcontract or otherwise dispose of any benefits, rights,
liabilities or obligations under this MoU or any part of this MoU without the prior authority of the

other Party. /}

-~ }/
Where a contractor, including a person contracted to provide services to the Party Andl 1ﬁe£ah1e or ,\/ji N
a substantially similar manner to that in which the employees of that Party, is eng ,\n\\s a> NN
condition of providing the authority referred to in clause 20.1 that the contracmrbe/% ed be a E T Y
suitable term in the relevant contract for services to observe no lesser cgré.@onduct and SR e

o

confidentiality in relation to the information to which this MoU relates asan\e}nployee of the Par Ix“\ :\’
" ‘~..\ k:

would be obliged to observe. o Wy A .
Pl M -~ RN, e,
i \ o &N -.{/
b \_'/,»’ ::_,___ P \"-\_ N )
P (? My ¢ .,_‘_H_:f‘; &_‘- ;"'\\_ N, e
s ey o T 3 \H“""--
LD NN A N NI
. . \ Yt pras "/; { ATy \n
Signed by the Parties RN K ) (¢ \\1 ‘-;| L

s B o " -\
The Registrar- Qﬂ’" __an "General l\!)anag\er 9f Blrths Deaths, Marriages, Citizenship and

t of Inte@al Mavrg i 4

6,/2’/ / ?" (date)
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SCHEDULE 1 - Technical Standards Report

RELEVANCE, TIMELINESS AND COMPLETENESS OF INFORMATION

Relevance

The birth information of an MSD client may affect the eligibility of that client for a beneﬂt or addltlonal
benefits or other assistance. v

Timeliness

The birth information supplied by DIA will be taken from the current birth reglster as at the date of
extraction where the registrant has consented to notify their birth. o

The extracted information will be matched with information held o__nMSD recordsf'
A file will be generated daily until the MoU ceases. > N\ ¥

Completeness

The information supplied to MSD will be a subset of the rnformatlon that rs regrstered on the DIA
Births Register. e NN N :

THE PROCESSES

The programme will allow applicants to |nmate the change of. crrcumstance process by notifying MSD
their newborn at the time they complete a Registration-of Btrth form. (BDM 27). This is optional. The
parent will need to supply a valid MSD client number to support and validate their request. Otherwise
their request cannot be actloned S

The form will include-an explanatron of the purpose of collectlon of the information in accordance with
information privacy pnncrpte 8 ofthe anacy Act

The collection of the persdnal mformatron over and above that which is needed for birth registration
purpose and the subsequent dlsclosure of that information to MSD will therefore be on the basis of
express consent NN o

_,The Consent Process

'Generally both parents are. requrred to register the birth of a child together, so both parents will
consentto the passing-of theirinformation. In limited situations one parent can register a birth alone,

N and in so doing, provrde the details of the second parent. Where the Registrar-General is satisfied on

' —-..evidenceprovided by the notifying parent that the second parent is a parent of the child, he or she will
~be recorded as. such

Where_th_e‘,re is a single parent registering the child, and they provide consent for disclosure of
< personal information this MoU still enables the second parent’s details (those are ordinarily collected

o register-the birth) to be notified. This does not differ from the existing process where a parent

.~ provides a birth certificate to verify the birth, as the second parent's details will appear on the birth
< certificate. If the Registrar-General is not satisfied the person named as a parent is in fact a parent,

N “_those details collected will not be notified, just as they would not appear on a birth certificate.

If DIA confirms the birth registration and the applicant consents to notify the birth to MSD, DIA will
send birth registration information to MSD.

DIA will collate the records of those who have opted to apply for an MSD number and forward a batch
on an agreed regular schedule to MSD.

MSD will match the birth notifications manually against MSD systems and then create the child
record.

The Selection and Extraction Process

At the end of each business day, DIA will automatically run an automated process will be established
to select specified information from the DIA life-data database for verified birth registrations, where

MSD Birth Notification MOU 2016-12-5 9 of 21



the applicant has consented to notify MSD of the birth. The process will create a file of these records
for transfer to MSD.

The Transfer of Data Process

The extracted data file, will then be transmitted to MSD using a secure Single File Transferable
Protocol as the file transport.

The file is encrypted using gnppgp, MSD’s preferred encryption standard.

On receipt, MSD will compare the file to the agreed delivery schedule. If a file is recewed that isnot -
in accordance with that delivery schedule, MSD will contact DIA to confirm that DIA dld mtend tosend”
the file. If MSD has not received a file that has been expected, then MSD will. 1mmediatefy ¢ontact DIA '

to check whether the file has been dispatched. If the file has been dispatched but not received, D1A
and MSD will work together to establish what happened to the file, and take sucn action as

appropriate to recover the file if it has been intercepted or has gone. ‘to the wrong-place. <

Once MSD have received the file and are certain it is actually- from BLA MSD will decrypt the file. 1%
MSD will ensure that the data is in order and has not been: Cerupted in any way, -prior.to mtroducmg
the file into the MSD data environment for the actual match‘ng Any cdncerns qver tﬁe data.will be
immediately queried by MSD with DIA. N _ | )

THE INFORMATION o

The table below outlines the information. which DIA.WIH Supply to MS’D 10 be‘uéed for to verify and
initiate the change of circumstance process N

The file format is as follows: (note flelds in gréen are not i n the _

r'/

m_entMSD birth file)
Header Record: 4

Fields < </ Brmaf Bu’@s\e\ ("\w ISetails

File name, including peuod 9 Sjring Unlquely Dates are in DD.MM.YYYY format
covered dates P ldentlfy gvery
. £ & hle
Detail Regord i A~ N0\
kaNSx ( [ Format_ }[VPurpose | Details
Ct!ild ‘-,\ < L f\ \\ ‘-\‘1-\_‘_
N Sumame _ Sfr‘iﬁg Identification Shouldn’t be blank. Shouldn't contain a
y A NN of child for “Not Recorded”.
y SR match
First Names String Identification Includes all current given names. Can
{ of child for be blank. Can contain ‘Not Recorded’
match or “Not Recorded”. Most Not Records
will relate to Still-births.
Original Surname String Identification As per Original First Names
__ of child for
NN N match
4 Original First String Identification Will always be the original name
Names of child for recorded for this person.
match
5. Birth Date Date Identification DD Month YYYY Always a date.
of child for )
May be an estimated date for
match )
foundlings.

MSD Birth Notification MOU 2016-12-5 10 of 21



f_f .

Fields Format Purpose Details

6. Birth Place String Identification Alpha/Numeric, textual description
of child for
match

7 Sex String Identification Values include M, F, | or NR.
el NR will usually relate to still-births or

children who died shortlyL aﬂ‘er birth.

8. Stillbirth String To check An indicator which whewsei’ md’rcates
entitiement the child was stIHme?*S = Sti Iborn ;
eligibility andD = Sln/ce’pled \ ‘-.\_

3 -
Mother ' < (’) 5 \\ \\ \

9. MSD_SWN Integer Identification :,T’he MSD_SWN (client nuqlbér) will be
of mother for 1. go,llected if the custemgﬁ\consem/s to
match R thlfy the birth.to| SD

MR ;Trfe birth registratlbn TOrm will only
/| allow valid SMD S)NN numbers to be
N 4 entered 3
& | ____-MSD aré abie to use the SWN as the
‘p‘whai'y\ldentlfler with the customer’s
N na?neh‘fo validate the match.0
: In the unlikely event that a valid
"~ _}MSD_SWN is receive that does not
L SO0k match either of the parent names MSD
"\ )| 7 | will use the contact details provided by
T e the mother to speak to her.
10. . hJdentification Currently known by at time of child’s

\.L.of mother for

birth. In some cases this could be a

of mother for
match

match commonly known as, or also known
as, name. Could also be a spouse’s
surname or a combination of both
b parents’ surnames.
String Identification Currently known by at time of child’s
AL AN of mother for | birth. In some cases this could be a
AN match commonly known as, or also known as
NN name.
12\ Surname at birth String Identification If different from current name
TV of mother for
y match
13. First Names at birth | String Identification If different from current name
of mother for
match
14. Place of Birth String Identification Not relevant now but as all mother's

births are notified place of birth will be
a very good identifier.

MSD Birth Notification MOU 2016-12-5
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Mother

15. Date of Birth Date Identification DD Month YYYY Always a date.
of mother for
match
16. Home address String Identification Street number, Street namé\and
of mother for Suburb N «;\ < T
Lol Max 70 chars ('“-\'\\‘\ '\': , 24 P
17. | Home address2 String Identification | Town/City andﬁbs‘tébﬂe |
of mother for SN o M
match Max 70 charé\\i
18. Mother's contact String Provide self- MSD/m‘ay need to contact?hénr S
number asserted ) eyétorfger\p confirm oradd- agdmona’f
contact rd 3 getal “ro determme’entlﬂemem
N /
| eligibity. ( O
-~ ) ’ ™, i 7~ RLY \ l : =
AN NV >, Pae
Father <\ \\ \f/’ \/\\ \>
19. MSD_SWN Integer - Tdenhflcatlpn The'MSD.. SWJ)b (client number) will be
SNE: ethehparent chIected if the customer consents to
for match N ‘nm‘ﬁy the birth to MSD.
,-"'4‘. = i L \‘
< T % the,\bthh registration form will only
O\ ‘ alIOW valid SMD SWN numbers to be
T ~ .‘;‘rentered

MSD are able to use the SWN as the
primary identifier with the customer’s
names to validate the match.0

In the unlikely event that a valid
MSD_SWN is receive that does not
match either of the parent names MSD
will use the contact details provided by
the mother to speak to her.

Identification Currently known by at the time of the
of father for child’s birth. Could also be a spouse's
match surname or a combination of both
parents’ surnames.
1. | First Names String Identification | Currently known by at time of child's
\/ > of father for birth. In some cases this could be a
& ’// R match commonly known as, or also known as
s g 2 name.
f \‘\, \"-! V22, Surname at birth String Identification If different from current name
\ Nt/ of father for
5 match
23. First Names at birth | String Identification If different from current name
of father for
match

MSD Birth Notification MOU 2016-12-5
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Father

24. Place of Birth String Identification Not relevant now but as all father’s
of father for births are notified place of birth will be
match a very good identifier.

25. Date of Birth Date Identification DD Month YYYY Always a date. .
of father for L Y
match : JI.‘;"A' %

26. | Home address1 String Identification | Street number; Stréetrfame and %
of father for Suburb .~ ,,‘\‘\\ SN, Fae W
mateh Max 70.chars .\ :

27. Home address1 String Identification ToWn/CJty and Post code N3 &
of father for g v
P ‘ J,Max YG cha::s

N > \ W/I |

Registration A :\ \/ A 2

28. Date of Registration | Date Veriflcatlanof o DD/MMIYYY\( Theadate when the
\Ibl\ﬂh \ event is :egnstercd and by being

formally. recocdéd in the birth

LY datqbase’

Vermcatlon éf N Numeqc vaIue (10 characters) with the
birth - first

,
NS
o

29. Registration
Number

| j-year of registration and the last five are
-t"a system generated sequential
L ( number starting from 1 each calendar
year i.e #HHE | #H8HH. The year is
typically in line with the year of
registration of the child’s birth.
Variations do occur for late registration
3 AT and events that are re-registered
30. Déath Reglstratlon String.> Verification of | Where a death is matched to a birth
N&mber N\ birth status the death registration number is
et entered into this field.

1
£ - \
SJA f/

N Foo‘tﬁéfﬁReco;d ¥ gty v
/Flelds ( TR, s\) Content | Details

( Format

BP{QOYQ Qp\qnt Integer Number of birth events recorded in the file
> ‘~~Qatq,bf report String Date and time file is extracted

< THE PROCESSING OF THE FILE

MSD staff will receive the electronic file of birth notification records. Each birth record is manually
matched, by a member of staff who works within the Centralised Services team to verify the parent(s)
identified in the birth record is/are MSD clients.

The matching process is manual. In the first instance, it involves 3 matching attributes: the MSD client
number (SWN), the client(s) full name and date of birth. The client's address may be used if any
ambiguity exists.

There are two possible outcomes from the match:

e There is no existing MSD client that matches the MSD SWN and the birth notification parent
attributes (a non-match).

e There is a match between 1 or both parent MSD SWNs and birth notification parent attributes
(a match).

MSD Birth Notification MOU 2016-12-5 13 of 21



Non-match Process

In the unlikely event that a valid MSD SWN is received that does not match the parent attributes MSD
will contact DIA to determine an agreed course of action to facilitate the customer’s request. This
may require that MSD contact the mother directly to explain and resolve the issue. MSD will use the
contact information provided on the birth registration to make this contact.

Match Process :
The results of the match will be passed to the MSD Centralised Services team to aptié ;

1. Search for, select or add a person to represent the child, .
2. Create relationships between the child record and the parent(s) MSD chent record(s)

EXPECTED RESULTS

Expected Volumes

The match frequency is daily on business days. MSD create Slx 10 seven thousarid child feqords
where the child is less than one year old yearly annually.” A perortIOn of these blr(hs are to parents
that are not MSD clients prior to the birth. MSD estimate the number of bl[ths 10 ex15t|ng clients to be
6000 per annum. . %

The number of births in New Zealand remains es \ntlalfy statlc at 60 000 peﬁ annum or 60/working
day. This is expected to remain true. < SN \
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~v-:THE IMPACT OF VMATCHING

The, removal of lmpedlments to service is the goal of the government's Result10 initiatives. The
pnrnacy goal is access to services and customer convence. MSD intend that the notification of a birth
< registration will ultimately result in MSD clients being contacted by MSD to inform them of the
~ changes the birth has made or will make to their entittements. The ideal state for this process is that
<_~low.risk clients will not need to take additional actions to receive the entitlements.

MSD Birth Notification MOU 2016-12-5 14 of 21



Schedule 2: Operating Costs

DEFINITIONS OF TERMS
In this schedule, unless the context otherwise requires:

“File” — A batch of Records supplied from DIA to MSD ;
“Record” — Information from the Birth and Death registers as detailed in Schedule _.1__,"-qtéu$é'=2.5.

OPERATING COSTS

1. All fees for the provision of records under this agreement shall be walved by DIA untll 31March '
2017. S ;

2. All on-going costs will be negotiated between DIA and MSD pnor to, 01 Apnl 2017
Schedule 3: Analysis of the Prmc:ples of the Prlvacy Act

PRINCIPLE 1: PURPOSE OF COLLECTION GF PERSONAL INFORMATION
Personal information shall not be collected by any agency unless-

(a) The information is collected for a lawful purpose connected w:th a functlon or actfwty of the agency, and

(b) The collection of the mformatlon is necessary for that purpose '

Analysis
Information collection <

DIA is collecting personal mformatton related to
e Notification of blrth of a chnld and
o DIA customer’s MSD cllent number at the time of birth registration,

for the purpose of forwardmg thls personal mformatlon that it has collected to MSD, but only where
the custon'fer has'a MSD client number and consents to have their birth notified to MSD

-‘:_".ln relatlon to'the regnstrahon of blrths it is the function of DIA to register the birth of a child under the
' ,.-Blrth Deaths Marruages and Relationships Registration Act and for the purposes of the Act:

(a) to requ«re the recordlng and verification of information relating to births so as to provide;

-='('i) —~ ‘a s_o_urce of demographic information, and information about health, mortality, and
| other matters important for government; and

(u) " an official record of births; and
(b) to’ regulate access to, and disclosure of, information recorded in respect of these matters; and

(c) to regulate the provision and effect of certificates relating to information recorded in respect of
births.

The collection of a customer's birth information and MSD client number is connected with other
matters important for government as it provides a way for consumers of government services to use
personal information that they provide to more easily access various government services. In this
case to access MSD services.

The collection of a customer's birth details and MSD client number is for lawful purposes connected
with the function of DIA.

PRINCIPLE 2: SOURCE OF PERSONAL INFORMATION

(1) Where an agency collects personal information, the agency shall collect the information directly from the
individual concerned.
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(2) It is not necessary for an agency to comply with subclause (1) of this principle if the agency believes, on
reasonable grounds, -

(a) That the information is publicly available information; or
(b) That the individual concerned authorises collection of the information from someone else; or
(c) That non-compliance would not prejudice the interests of the individual concerned, or .

(d) That non-compliance is necessary —

(i)  To avoid prejudice to the maintenance of law by any public sector agency, mc{bdmg‘rhe
prevention, detection, investigation, prosecution, and punishment ofaf)fen‘ces’,,or N

o N,
(ii)  For the enforcement of a law imposing a pecuniary penalty; or <. R N

(iii)  For the protection of the public revenue; or o \

(iv)  For the conduct of any proceedings before any court ormburraf (betng proceed[ngs thqt have v
been commenced or are reasonably in contemplatlo;r), pr N ~

"'\_ ’\.

(e) That compliance would prejudice the purposes of zhe co(lectton, ar

(f)
(g) that the information —

(i)  Will not be used in a form in wh:ch the indtwdual conﬁemed IS ;dent:ﬁed or

(i) Will be used for statistical or reSebrch purposes an“t\}wﬂpdt be publtshed in a form that could
reasonably be expe,cftemto rdentlﬁrthe mdrwdual coh(:erned, or

(h) That the collection Jof Ihe mformation is /n accOrdahte wuh an author/ty granted under section 54 of
this act. . y <ot

Analysis &
DIAis collectlng Lhepersonal mformatton d:rectly from the individual concerned.

PR|NCFPLE 3\. QOLLECHON 6F INFORMATION FROM SUBJECT
| (J) Where\ on agency callects persanal mformat/on directly from the individual concerned, the agency shall
\"-take su‘ch steps (lf Ony) as are in'the circumstances, reasonable to ensure that the individual concerned is

f s The facttbat the information is being collected; and

b The purpose for which the information is being collected; and
The intended recipients of the information; and
The name and address of—
The agency that is collecting the information; and
The agency that will hold the information; and
If the collection of the information is authorised or required by or under law,--

The particular law by or under which the collection of the information is so authorised or
required,; and

(iv)  Whether or not the supply of the information by that individual is voluntary or mandatory; and

(f) The consequences (if any) for that individual if all or any part of the requested information is
not provided; and

(g) The rights of access to, and correction of, personal information provided by these principles.

(2) The steps referred to in subclause (1) of this principle shall be taken before the information is collected or,
if that is not practicable, as soon as practicable after the information is collected.
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(3) Anagency is not required to take the steps referred to in subclause (1) of this principle in relation to the
collection of information from an individual if that agency has taken those steps in relation to the
collection, from that individual, of the same information or information of the same kind, on a recent
previous occasion.

(4) Itis not necessary for an agency to comply with subclause (1) of this principle if the agency believes, on
reasonable grounds,--

(a) That non-compliance is authorised by the individual concerned, or

(b) That non-compliance would not prejudice the interests of the individual cbntemed,or

(c) That non-compliance is necessary—

(i)  To avoid prejudice to the maintenance of the law by any public sector ‘ag&ncy, mcludmg the
prevention, detection, investigation, prosecution, and punlshment of offences; or \

(ii}  For the enforcement of a law imposing a pecumary penalty, of

(iii) ~ For the protection of the public revenue; or

(iv)  For the conduct of proceedings before any cogrtor [mbunal] (be/ng proceed\mgs that have been
commenced or are reasonably in contemplation) or L

s

(d) That compliance would pre/udlce the pwposes of the collectfon' or

(e) That compliance is not regsonably praet/cab/e in tjte c:rtumstanr:es of the particular case; or

(f) That the /nformat:on—

(i) Will not be used in a form m Wh:ch the mdavidual conceme,d is /dentlﬁed or

(i)  Will be used fo’rs’tattstical or research purposés ond vwll not be published in a form that could
reasonably -be expfcted tmdent/fy the md:wdhal concerned.

Analysis -~

The consent to. nonfy MSD of the blrth is entu'ely voluntary If the person does not wish to notify MSD
they are under no compulsmn to dQSO >\

The prlvacy statament on the Birth Reglstratlon Online website and the BDM27 (birth registration
) ,form) OutllI\GS exactly what pieces of information are being collected, how they will be used, and to
. whom they will be dlscrased and makes it clear that the MSD SWN number is voluntary.

PR‘INCIPLE 4: MANNER OF COLLECTION OF PERSONAL INFORMATION

= Persona/ fnfwmatfon shall not be collected by an agency—

r (‘T) 8

By unlawful means; or

Y ' By means that, in the circumstances of the case,--
(i)  Are unfair; or

) (ii)  Intrude to an unreasonable extent upon the personal affairs of the individual concerned.

Analysis

The personal information relating to the MSD client number is being collected by lawful means, under
the Birth, Deaths, Marriages, and Relationships Act 1995 for the purpose of that act to provide
matters important to government services, being client's access to entitiements that are administered
by MSD.

The collection is by means that in the circumstances of the case are not unfair, it is voluntary, and do
not intrude to an unreasonable extend upon the personal affairs of the individual being collected at the
same time as the birth is being registered.
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PRINCIPLE 5: STORAGE AND SECURITY OF PERSONAL INFORMATION

An agency that holds personal information shall ensure--

(a) That the information is protected, by such security safeqguards as it is reasonable in the circumstances to
take, against—

(i) Loss; and

(i) Access, use, modification, or disclosure, except with the authority of the ageney tlmt holds the
information; and \

(iii) Other misuse; and

o

(b) That ifit is necessary for the information to be given to a person in connection. thh the prowsron of a S

service to the agency, everything reasonably within the power of the agency is dQne to prevent
unauthorised use or unauthorised disclosure of the mformat:on o

Analysis

Additional MSD identifier provided by the customer when they consent to notrfy the blrth wrll only be
retained by DIA for a short time, then will be removed from the ‘BDM life data‘ NN

The information passed to MSD is used to match to._an extsf;ng MSD c]lent |n|t|ate the change of
circumstance process, to create a child record and relate that child’ record to the parent records.
All steps to deliver this process are exrstmg SO are %awful and adequately protected

DIA is holding personal mformatlon belng P

e Birth notification, requmeaL Under the BII"thS Deaths Mar,_ ages’and Relationships Registration
Act 1995; and N ;

e« MSD client numbera ' /7 _
DIA will ensure that the mformatIOn is protected by usrng ‘the following security safeguards:

Applying Informatron Matohmg protocols to th’e storage and where it is necessary for the information
to be givento a person in connection with- the provision of a service to DIA, everything reasonably
within the power ofD]A done to prevent unauthorrsed use or unauthorised disclosure of the
mformatlon # \

<'.,

’.'.'PR}NCIPLE 6: ACCESS TO PERSONAL INFORMATION

: (1) Where an agency “holds personal information in such a way that it can readily be retrieved, the
; lnd/wdual concerned shall be entitled—

N (a) To obtam from the agency confirmation of whether or not the agency holds such personal
" information; and

' (b) To have access to that information.

(2) Where, in accordance with subclause (1)(b) of this principle, an individual is given access to personal
' information, the individual shall be advised that, under principle 7, the individual may request the
correction of that information.

(3) The application of this principle is subject to the provisions of Parts IV and V of this Act.

Analysis
Principle six will be adhered within the existing procedures in effect within DIA and MSD.

The process of accessing personal information is explained in the privacy statements for both
organisations.

PRINCIPLE 7: CORRECTION OF PERSONAL INFORMATION

(1) Where an agency holds personal information, the individual concerned shall be entitled--
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(a) To request correction of the information; and

(b) To request that there be attached to the information a statement of the correction sought
but not made.

{(2) An agency that holds personal information shall, if so requested by the individual concerned or on its
own initiative, take such steps (if any) to correct that information as are, in the circumstances,
reasonable to ensure that, having regard to the purposes for which the information may Iawfully be
used, the information is accurate, up to date, complete, and not misleading. "

(3) Where an agency that holds personal information is not willing to correct that mfom’)at:on in”
accordance with a request by the individual concerned, the agency shall, if so. requestedby the {
individual concerned, take such steps (if any) as are reasonable in the c;r’cumstances to attach tothe L
information, in such @ manner that it will always be read with the mformat)on any statement
provided by that individual of the correction sought. - .

(4) Where the agency has taken steps under subclause (2) or subclause (3) of this pnnctple the agency
shall, if reasonably practicable, inform each person or body or agenqy to whom the personal S
information has been disclosed of those steps. S ~ |

(5) Where an agency receives a request made pursuant to subdause (1) of th15 pnnc:ple the agency shall
inform the individual concerned of the act:on taken as a result of the request .

S
"

Analysis ) . L TR
Principle seven will be adhered within the emstmg procedures |n effect W|th|n DIA and MSD.

The process of accessing personal mformahems explaineu“m the pﬂ\/acy statements for both
organisations. : ;

PRINCIPLE 8: ACCURACY ETC OF PERSONAL INFORMATION TO BE CHECKED
BEFORE USE | g

An agency that' holds personal mformatlon shall not use that information without taking such steps (if any) as
are, in the circumstances reasonabfe to easure that, having regard to the purpose for which the information is
proposed fto be us‘ed the mformatron.lsraccurate, up to date, complete, relevant, and not misleading.

_,_,,Arfaly3|s

N

) "The mformatlon i$ eollected accordlng to the controls and protections applied to the birth registration

N ’_'pfooess MSD are not adwsed of the birth to clients with MSD client numbers until it is registered.

_'_."PRINC{PLE 9 AGENCY NOT TO KEEP PERSONAL INFORMATION FOR LONGER
THAN NECESSARY

_ .:Aﬂ agency that holds personal information shall not keep that information for longer than is required for the
purposes for which the information may lawfully be used.

'_'_AnalyS|s
“Personal information transferred to MSD will be retained by MSD in the same manner as for
information obtained directly from an applicant for change of circumstances.

Personal information provided to DIA by an applicant for the purposes of sharing information with
MSD will be removed from DIA data stores upon completion of the information sharing process.

Personal information provided to DIA by an applicant for birth registration will be retained by DIA in
accordance with their legislative requirements and established policies for retention of information.

PRINCIPLE 10:; LIMITS ON THE USE OF PERSONAL INFORMATION

An agency that holds personal information that was obtained in connection with one purpose shall not use the
information for any other purpose unless the agency believes, on reasonable grounds,--

(a) That the source of the information is a publicly available publication; or
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(b) That the use of the information for that other purpose is authorised by the individual
concerned; or

(c) That non-compliance is necessary—

(i) To avoid prejudice to the maintenance of the law by any public sector agency,
including the prevention, detection, investigation, prosecution, and pun/shment of
offences; or g

(ii) For the enforcement of a law imposing a pecuniary penalty; or

(iii}  For the protection of the public revenue, or ‘ ﬁ »

(iv) For the conduct of proceedings before any court or [trpbungl] Ihe)qg prdceedmg& \

that have been commenced or are reasonably in contémb{auon Jror
\ Y

(d) That the use of the information for that other purpose 15 necessary to prevent of Tessen a. 2
serious and imminent threat to— NS 3

(i) Public heaith or public safety, or \
(i) The life or health of the mdlwduaj tonc“erqed or another\fndl\udual or

(e) That the purpose for which the /nformafgbn is used :5 dlrectfy (e’fatedm thepurpose in
connection with which the mfomqat:on :was abtdmed or- NN W

(f) That the information--
(i) Isused :n a jorm in wh;ch t;he md:wdubﬂganaemed is not /denttfied or

(ii) Is usedifof statrs‘tfcal or fesearph ,purposesqnd erI not be published in a form that
cgulﬂfreasonably be expected ta ldent/,ﬁy the individual concerned; or

(g)

Analysis 3 -
The cu,stome{ Whohas prowdeq a MSB cuem number also consents to notify MSD of the birth. The
use of the- @mrrnajlon for the purpozse ofnotlfylng MSD for change of circumstances is authorised by
_tne lndeUal Canerned 3

L

\

_'Q.PRrNCIPLE 1¥ “Luylﬁs ON DISCLOSURE OF PERSONAL INFORMATION

\\")An agency that holds persanal mformat;on shall not disclose the information to a person or body or agency
- unless the b_qenCy beheves on reasonable grounds,--

~ (a) 'Thgt thp d:sdosure of the information is one of the purposes in connection with which the information
‘Was obtamed or is directly related to the purposes in connection with which the information was

"abtalned or

That the source of the information is a publicly available publication; or
That the disclosure is to the individual concerned; or

That the disclosure is authorised by the individual concerned; or

That non-compliance is necessary—

(i)  To avoid prejudice to the maintenance of the law by any public sector agency, including the
prevention, detection, investigation, prosecution, and punishment of offences; or

(ii)  Forthe enforcement of a law imposing a pecuniary penalty; or
(iii)  For the protection of the public revenue; or

(iv)  For the conduct of proceedings before any court or [tribunal] (being proceedings that have been
commenced or are reasonably in contemplation); or
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{f) That the disclosure of the information is necessary to prevent or lessen a serious and
imminent threat to--

(i)  Public health or public safety; or
(i) The life or health of the individual concerned or another individual; or

(g) That the disclosure of the information is necessary to facilitate the sale or other dlsposmon ofa
business as a going concern; or

(h) That the information--

(i) Is to be used in a form in which the individual concerned is not ldentlfed, Or

(i)  Is to be used for statistical or research purposes and will not be pubhshed lno ;form that could

reasonably be expected to identify the individual concerned or '-\_\ ;
(i) That the disclosure of the information is in accordance w:th an apthonty granted under secuon 54 of
this Act. : ¢ -

Analysis

Customer consent is implicit through the supply approval and the venf catlon Qf thelr MSD cllent
number. This is within Principle 11 (a). The appllcatton fmm expllcntly states what |nformat|on will be
sent and the subsequent use of that mformatuon 2

Existing processes for the protection of: personal mformatlon are prbtectgd by eX|st|ng processes.

Personal information provided to DIA by an ‘apphcant for blrth reglstration will be retained by DIA in
accordance with their Ieglslatlve r,eqwrements and es,tathhed prot:esses for retention of information.

PRINCIPLE 12: UNICSUE IDENTIFIERS

(1)  Anagency shall not aSsjgn [ qmque ldentlfler to an md.twdual unless the assignment of that identifier is
necessary to enable the agency to cdrry out a‘ny anp or more of its functions efficiently.

(2) An agencysha/l not assrgn to an UTdI dual a umque identifier that, to that agency's knowledge, has
been asslgned to.that mdlwdual bﬁanother agency, unless those 2 agencies are associated persons
wn‘jw'i fhe meanmg of [sect?on OD 7-of the Income Tax Act 1994].

P (3 An agency that assigns umque identlflers to individuals shall take all reasonable steps to ensure that
umque iden tlf ers arq assrgned only to individuals whose identity is clearly established.

; -“‘An agency shaﬂ not requn'e an individual to disclose any unique identifier assigned to that individual
/" unless i*he d:sclosure is for one of the purposes in connection with which that unique identifier was
ass:gned or for a purpose that is directly related to one of those purposes.

Anaiys:s

The’ 1dent|ty of the new-born is established from the Evidence of [dentity process which is carried out
_within DIA. This process occurs before the birth notification information is sent to MSD where a MSD
clientnumber is provided. The new-born is allocated a birth registration number which is a unique
-\ identifier. That unique identifier will be disclosed so that MSD can be sure of the identity of the new-

\_ ' “born before aligning the information relating to the child to one or both of its parents.

The process of DIA notification of birth will use the MSD identifier. This is to ensure that MSD can
efficiently identify the individual.

MSD will retain the birth registration number as part of that child’s person record to ensure that MSD
can efficiently and clearly establish the identify the individual for notifications of any name change and
if applicable, notification of death.
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