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What would you say? 

These are some of the questions asked during the 
engagement …. 

When we think about using people’s information, 
what’s reasonable and what’s not? 

How can organisations make it easy for people to 
understand what happens with their information? 

What principles should guide our thinking and 
our behaviour on this topic? 

What would you say? 
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What does this mean for MSD as a Foundation Agency? 

• The Ministry is committed to lifting trust and confidence in its use of data and 
information including looking at how we can be more transparent about our 
data and information collection and use, and identifying opportunities to 
provide choice 

• To support this, the Information Group, as Custodian of DPUP for MSD, has 
incorporated DPUP into the Privacy, Human Rights and Ethics framework (the 
PHRaE). 

What does this mean for [our/your Portfolio/team]? 

• [IF there are known initiatives write them here, OR 
• propose this as a question about how portfolios, teams and individuals could 

influence or directly help to  lift trust and confidence in how the Ministry, 
Portfolio, team or individual; AND 

• ask what the challenges in doing so would be] 
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1. Who is the Policy primarily for? 

A. Government agencies 

B. Any kind of NGO or charity in New Zealand 

C. The whole social sector including government 
agencies, Non-Government Organisations (NGOs) 
and other service providers 

D. Any business or organisation that collects 
information about people 
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1. Who is the Policy primarily for? 

The correct answer is C 

“The whole social sector including government 
agencies, Non-Government Organisations (NGOs) 
and other service providers.” 

Note: While DPUP was primarily created for the 
social sector, certain elements now incorporated into 
the Privacy Maturity Assessment Framework (PMAF) 
making applicable for ALL government agencies. 
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2. What are the Data Protection & Use Principles? 

A. He tāngata, Manaakitanga, Mana whakahaere, 
Kaitiakitanga and Mahitahitanga 

B. Partnership, Participation and Protection 

C. Purpose Matters, Transparency & Choice, Access to 
Information and Sharing Value 

D. Rangatiratanga (Authority), Whakapapa 
(Relationships), Whanaungatanga (Obligations), 
Kotahitanga (Collective Benefit), Manaakitanga 
(Reciprocity) and Kaitiakitanga (Guardianship) 
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2. What are the Data Protection & Use Policy Principles? 

The correct answer is A: 

The summary of each principle is shown below. 
The full versions can be found https://www.digital.govt.nz/standards-and-guidance/privacy-
security-and-risk/privacy/data-protection-and-use-policy-dpup/read-the-dpup-principles/ 

He tāngata Focus on improving people’s lives – individuals, children and young 
people, whānau, iwi and communities 

Manaakitanga Respect and uphold the mana and dignity of the people, whānau, 
communities or groups who share their data and information 

Mana whakahaere Empower people by giving them choice and enabling their access to, 
and use of, their data and information 

Kaitiakitanga Act as a steward (a Kaitiaki) in a way that is understood and trusted by 
New Zealanders 

Mahitahitanga Work as equals to create and share valuable knowledge 
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3. Which statement best summarises the “Purpose Matters” Guideline? 

A. Being clear about why you need data means it’s 
easier to collect what you need right now, as well 
as things that you might need at some point in the 
future. 

B. Be clear about purpose from the start to make sure 
data or information collection or use is based on a 
clear understanding of why it is needed, and 
ensures that people’s information is used in a way 
that improves wellbeing and builds trust. 
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 3. Which statement best summarises the “Purpose Matters” Guideline? 

The correct answer is B 

“Be clear about purpose from the start to make sure data or information 
collection or use is based on a clear understanding of why it is needed, 
and to ensure that people’s information is used in a  way that improves 
wellbeing and builds trust.” 

The Purpose Matters guideline encourages broader thinking, focused 
on the social sector and the relationships between New Zealander’s 
who access social services, the providers, and funders (usually 
government). 

Being clear about purpose and involving others in its development is a 
foundation to having the most relevant, useful data or information and 
collecting and using it in a respectful, trusted and transparent way. 
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4. Which statement best summarises the “Transparency & Choice” Guideline? 

A. Aim for a “no surprises” approach – service users 
shouldn’t be surprised about what information is 
held about them or how it’s used. 

Look for ways to provide as many choices as possible – 
around what information people need to provide, how 
it’s recorded, who sees it, how it’s shared or used. 

B. As long as there is no way to identify someone 
when their information or data is used, then they 
don’t need to know what it’s been used for. 

If people want to engage with social services then they 
aren’t able to have any choices about how or why their 
data or information is collected or used, or who gets 
to have it or see it. 

R

 

 
 

 

 
 



  
      

    
      

 

        4. Which statement best summarises the “Transparency & Choice” Guideline? 

The correct answer is A 

“Aim for a ‘no surprises’ approach – service users shouldn’t be surprised 
about what information is held about them or how it’s used. 

Look for ways to provide as many choices as possible – around what 
information people need to provide, how it’s recorded, who sees it, how 
it’s shared or used.” 
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       5. Which statement best summarises the “Access to Information” Guideline? 

A. Under the Privacy Act people have the right to 
access, and ask for corrections to, their personal 
information. 

The Access to Information guideline is about Mana 
Whakahaere and being proactive around these rights. 
Explain these rights in a way people will understand, 
make it safe and easy to use them, or look for ways to 
offer access without service users even having to ask. 

B. Under the Privacy Act people have the right to 
access, and ask for corrections of their personal 
information. 

Access to information is about having processes in 
place to respond to peoples written requests to access 
their information. 
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       5. Which statement best summarises the “Access to Information” Guideline? 

The correct answer is A 

“Under the Privacy Act people have the right to access, and ask for corrections of 
their personal information. 

The Access to Information guideline is about Mana Whakahaere and being 
proactive around these rights. Explain these rights in a way people will 
understand, make it safe and easy to use them, or look for ways to offer access 
without service users even having to ask.” 

IMPORTANT TO KNOW: There is no legal requirement for people to put a 
request in writing for their information. 
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6. Which statement best summarises the “Sharing Value” Guideline? 

A. All data and information across the social sector 
should be open and accessible by anyone who 
wants it. 

Sharing Value means that at the end of any work with 
data and information we let people know what we 
learned. 

B. To make the most of the opportunities that comes 
from data and information. Share the results, 
insights, analysis or protected data with those who 
have a legitimate interest or use for it. 

Sharing Value is also about collaborating and having 
strong partnerships when it comes to making 
decisions about the collection or use of people’s data 
or information. 

Involve others with an interest in your work, including 
service users if possible, from the beginning. 
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   6. Which statement best summarises the “Sharing Value” Guideline? 

The correct answer is B 

To make the most of the opportunities that comes from data and information. Share 
the results, insights, analysis or protected data with those who have a legitimate 
interest or use for it. 

Sharing Value is also about collaborating and having strong partnerships when it 
comes to making decisions about the collection or use of people’s data or information. 

Involve others with an interest in your work, including service users if possible, from the 
beginning. 
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Privacy, Human Rights & Ethics Framework 

Guidance: Key considerations 
Purpose 

To outline common areas that need to be understood or considered when 

working through the Ministry’s Privacy, Human Rights and Ethics (the PHRaE) 

framework. 

Overview 

The PHRaE helps ensure that we act responsibly when we use personal 

information to achieve better outcomes for our clients. 

The PHRaE focuses on legislative and compliance considerations for the 

collection, use or disclosure of personal information. It also incorporates 

guidance from Te Tiriti o Waitangi/The Treaty of Waitangi, the Data 

Protection and Use Policy and the Algorithm Charter for Aotearoa New 

Zealand. 

The PHRaE process is intended to identify the challenges to privacy, human 

rights, and ethical interests posed by a proposed use of personal information and 

to help Ministry staff respond appropriately. 

Key considerations 

The following areas should be clearly understood before you start discussing a 

proposal to collect, use, store or distribute personal information in any situation. 

Purpose “Our purpose is Manaaki tangata, Manaaki whānau – 
We help New Zealanders to be safe, strong and 

independent.” 

We help New Zealanders by fulfilling a broad range of 

responsibilities and functions, including: 

• providing employment, income support and 

superannuation services 

• designing and delivering community services in 

conjunction with others 

• allocating funding to community service providers 

• providing student allowances and loans 

• providing public housing assistance and services 

• being the primary provider of social policy and advice to 

Government 

• monitoring three Crown entities and providing advice to 

the responsible Minister 
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Privacy, Human Rights & Ethics Framework 

Personal 

information 

• ensuring the legislation we administer is effective and 

fit-for-purpose 

• working with other agencies and the wider social sector 

to support Government priorities and 

• improve the wellbeing of all New Zealanders. 

There must be a clear link between the purpose information is 

being collected or used for and the Ministry’s legislative 

purpose. However, consideration of sensitivities and possible 

adverse consequences should also be made, even where 

collection is lawful. This is covered under the more detailed 

PHRaE guidance materials. 

If personal information isn’t necessary to achieve the 

objectives required, we shouldn’t collect, use, store or 

share it. 

There are many types of personal information, including: 

• names, addresses, phone numbers and email addresses 

• unique identifiers 

• SWN, IRD, and NHI numbers 

• photos, videos or audio recordings 

• financial or medical records 

• ethnicity, and iwi and hapū affiliation 

• religious details 

• handwritten notes, opinions and allegations 

• records of our interactions with a client. 

Even if the information does not appear to be personal, you 

should consider if it might be able to be linked to an individual 

when combined with other available information. 

For example, a description of a person as someone ‘who had a 
hip operation at a named DHB’ will be personal information if 
someone could use that information, together with 

information about surgical patients and conditions at the DHB, 

to work out who the person is. 

Other factors Contextual, environmental, or cultural factors should also be 

considered when or how people are asked for their 

information. This could include addressing language barriers, 

low literacy or comprehension levels, a disability, 
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Privacy, Human Rights & Ethics Framework 

Te Tiriti o 
Waitangi 

environmental or cultural preferences, for example, a 

Kaupapa Māori approach. 

These factors do not mean we should not collect, use, or 

distribute information. Instead it highlights our responsibility 

to ensure there is a meaningful purpose for doing so that 

could be explained to the person whose information it is, and 

in a way that they would understand and find reasonably 

necessary. 

The Ministry is committed to Te Tiriti o Waitangi / the Treaty 

of Waitangi through authentic consultation and engagement 

processes. When services are likely to have particular 

significance for Māori, involving iwi or Māori in the proposed 

use of their information is especially important. Funding and 

timelines for a proposal should factor this in unless there is a 

compelling reason not to. 

See: Te Pātaka Korero a Rua to seek further guidance. 

Māori Data There is currently no confirmed direction for the Public Sector 
Governance or the Ministry on Māori Data Governance. Until there is clear 

guidance, no advice should be provided in this area. You can 

talk to a senior adviser or your manager if this subject is 

raised by your Portfolio. 
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Appendix Two

Staff who undertake the following qualifications are also required to complete US19906 Demonstrate knowledge of 
information and privacy legislation in relation to the public sector: 

• NZ Certificate in Public Sector Service Delivery (Level 4) 
• NZ Zealand Certificate Regulatory Compliance (Core Knowledge) (Level 3) 

Course Overviews: 
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Employee Induction Module Section 3 - Ministry expectations showing 3.5 
privacy expectations and 3.6 mandatory module including assessment on 
Information Management, Privacy and Security. 
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Copy of Code of Conduct referencing Privacy Act 2020 pg 10; Accessing 
Information and Misuse of Information page 11. 
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Introduction 
As public servants each of us has the opportunity to make a positive difference in the lives 
of New Zealanders through the work we do. 
So we can do our work, the taxpayers of New Zealand entrust us with the stewardship of their money 
and they trust us to protect their personal information. These are big responsibilities. It is important 
that the way we conduct ourselves reflects the trust New Zealanders place in us. 

That’s why we have a Code of Conduct. This Code provides you with guidelines on how to go about 
your work and how to best serve the government of the day. It is important you are familiar with the 
Code and that you read it regularly. In fact, it is a requirement if you work here. 

The Ministry of Social Development (MSD) has a responsibility to you to be a good employer. You have 
the right to be treated fairly in all aspects of your job. 

In return, there are some things MSD expects from you. The Code of Conduct includes clear 
expectations about behaviour and conduct we cannot and will not tolerate, and the consequences of 
not meeting these expectations. The Code clearly outlines the consequences of staff fraud, and the 
deliberate release of information to third parties without proper authorisation. 

The Code of Conduct is a guide for you. It won’t cover every situation or requirement you experience 
in your role. If you are ever unsure about what to do, ask for help. 
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About the Code of Conduct 
The Code of Conduct tells you about the way we work. It outlines how we should deal with 
the people we work alongside and the people we work for, to help make sure we all: 
• work with honesty, integrity and respect 
• provide the best possible service and advice to the Government, public, stakeholders and clients, 

and gain their trust and confidence in what we do 
• do the best we can do and be the best we can be – every day. 

This Code doesn’t cover every possible requirement or situation. It gives us a benchmark to work 
from and gives others a basis from which to judge the way we are working. 

We have policies and procedures that give you more detail on the way we work. You should 
understand and act on the policies and procedures that apply in MSD. You can find these on our 
intranet (doogle). Meanwhile, read the Code and understand its contents. 

Please note, if you don’t meet these standards of conduct your behaviour may result in disciplinary 
action which could include termination of employment. 

It is important you fully understand the Code. If you have questions about parts of the Code and how 
they apply to you in your role, or you are uncertain as to what some of the information means, ask 
your manager to explain. 

Coverage 
The Code applies to anyone who works for us, including: 

• employees 
• contractors 
• consultants 
• volunteers at MSD. 

Whether you are a permanent staff member, are here temporarily or casually, or are a full-time or 
part-time worker, the Code applies to you. 

The Code is part of your employment terms and conditions. It should be read alongside your 
employment agreement or contract, our policies and procedures, and the Public Service Standards 
of Integrity and Conduct. 

Standards for Public Servants 
The Public Service Commissioner has issued the Public Service Standards of Integrity and Conduct. 
This document sets out the minimum standards of behaviour expected of public servants and is 
issued under section 17 of the Public Service Act 2020. R
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The standards say we must be: 

• fair 
• impartial 
• responsible 
• trustworthy. 

You can find them in more detail at https://www.publicservice.govt.nz/resources/code. 

The following pages outline what these standards mean for us as part of MSD, and what policies and 
procedures help us to comply with them. 

Zero tolerance 
All public servants are expected to uphold general standards of behaviour which are outlined by the 
Public Service Commission in the Standards of Integrity and Conduct for the Public Service. In MSD, 
there are other standards over and above these in some areas because of the work we do. 

The Ministry of Social Development is responsible for paying benefits and for prosecuting those who 
defraud the benefit system. Our clients are required to provide us with highly sensitive, personal 
information to get what they need, or for our business reasons. This means that in these particular 
areas the standards we apply to ourselves must be higher than those we expect of others. 

For example, it is unacceptable under any circumstances for an MSD staff member to: 

• steal from the benefit system or MSD 
• interfere with or in any way abuse a child or young person that MSD has a professional relationship 

with 
• sell client information 
• deliberately share client details or circumstances with any unauthorised person. 

Where a staff member does any of these things, the staff member will be dismissed and the matter 
may be referred to police. In addition to any penalty the Court might impose, all money fraudulently 
obtained will have to be repaid in full. 

Specific applications of MSD’s staff fraud and misuse of information zero tolerance policy are in the 
following pages. You can find other information in relevant MSD policies on our intranet (doogle). 
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Fair 
We must: 

» treat everyone fairly and with respect 
» be professional and responsive 
» work to make government services accessible and effective 
» strive to make a difference to the wellbeing of New Zealand and all its people. 

Public Service Commission Standards of Integrity and Conduct: Fair 
https://www.publicservice.govt.nz/resources/code/?e200=1516-fair 

Conflicts of interest 
At MSD we need to make sure we are always fair in the way we deal with people, no matter who they 
are, what their backgrounds are or what their needs are. 

We must avoid any appearance or suggestion of preferential treatment or favouritism towards any 
individual or organisation which we or you have an interest in. 

Because we live and work in our communities, it is sometimes hard to avoid conflicts of interest, 
whether real or perceived. That makes it even more important that conflicts of interest are identified, 
avoided when they can be, and managed when they cannot be avoided. 

MSD has a policy and a procedure to help you and your manager identify and manage conflicts of 
interest that arise in the course of your work. You can find the policy and procedure for managing 
conflicts of interests on our intranet (doogle). 

You must inform your manager if you have a relationship with someone you deal with in your role or 
someone we deal with at MSD that could cause or be seen to cause a conflict of interest. 

Secondary employment and voluntary work – if you take on other work (paid or unpaid) or services 
while you work at MSD, you’ll need to consider how it could affect your work here, and whether 
there is any potential or perceived conflict of interest. Talk to your manager about this. Refer to 
the Conflicts of Values, Interests and Politics policy for information on secondary employment and 
managing conflicts. 
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Respecting others 
As an MSD staff member you need to make sure you respect the rights of other people, all the time. 
This includes any client, stakeholder, colleague or member of the public. 

In particular, you must: 

• treat each other with respect and courtesy 
• show mana manaaki and look after the dignity of people 
• support a positive and safe work environment free from any form of bullying, harassment or 

discrimination (refer to MSD’s Positive Workplace policy and guides on our intranet (doogle) 
• avoid acting in a way that could upset people, or cause harm or disruption 
• not bring anything to work that could be seen as offensive to any person or group of people 
• ensure any workplace relationships with colleagues don’t have a negative effect on your work 
• recognise MSD’s commitment to the Treaty of Waitangi 
• always be professional, fair and unbiased in the work you do, or the advice you give 
• remember that everyone has the right to privacy and confidentiality 
• make sure you don’t abuse your position at MSD, or any power delegated to you in your role. 

We understand that sometimes you may need to do something as part of your role that conflicts with 
your personal beliefs. If you find yourself in this position, talk to your manager. They will be able to 
discuss this with you and help you find the right solution. 
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Impartial 
We must: 

» maintain the political neutrality required to enable us to work with current and future 
governments 

» carry out the functions of our organisation, unaffected by our personal beliefs 
» support our organisation to provide robust and unbiased advice 
» respect the authority of the government of the day. 

Public Service Commission Standards of Integrity and Conduct: Impartial 
https://www.publicservice.govt.nz/resources/code/?e200=1518-impartial 

Political neutrality 
While we work with the government of the day, we must also be able to work with future 
governments. This means we need to maintain the confidence of our current Minister and make sure 
the same relationship can be established with future Ministers. We do this by keeping politics out of 
our work and our work out of politics. 

As public servants we have the same rights as other New Zealanders and may publicly express our 
own political or personal views. However, at the same time we need to work in a professional and 
politically neutral way. 

Most people at MSD can be involved in social campaigns or the activities of political parties and 
other organisations without it affecting their ability to be impartial in the work they do. 

Talk to your manager about your actual or intended political involvement. It’s important to consider 
what you can do to avoid a perceived conflict with your work. This may include steps so that you are 
not identified as working for MSD or taking annual leave if you need time off for activities you are 
involved in. 

For senior managers, people who have extensive contact with Ministers, and those responsible 
for interpreting and implementing government decisions we have to keep a balance and it is not 
appropriate to publicly express views about government policy related to their work area. 

The Public Service Commissioner’s guidance about political neutrality is available at 
www.publicservice.govt.nz or you can talk to your manager if you have any questions 
about what this means for you. 
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Commenting on government policy 
MSD may view any staff members who publicly make strong or repeated criticisms of government 
policies as being unable to impartially implement, administer or advise on government policies. 

For all staff, publicly expressing your personal view of government policy is unacceptable if you: 

• disclose information gained by your work at MSD 
• are or could be perceived to be representing MSD 
• make personal attacks on a Minister, people at MSD or other Public Servants 
• strongly or persistently criticise to the extent that it could be perceived that you cannot carry out 

your work in an impartial way. 

Due to the nature of the roles, for Senior Managers, people working with Ministers, and those 
responsible for interpreting and implementing government decisions there is a greater responsibility 
to not publicly comment on government policy related to their work area. 

Only people who are authorised by the Chief Executive or who have permission as part of their job 
can make public statements on behalf of MSD. This applies to responses to any media enquiry. 

Private communications with Ministers or Members of Parliament 
You have the same right to approach political representatives as any other person, but you must be 
clear that you are not representing MSD. Remember, any approach to a political representative about 
something that is not to do with MSD’s work should be made with some sensitivity to your role as a 
public servant. 

Any matters concerning MSD must go through the official channels. 

Standing as a Member of Parliament 
Public servants can seek election to Parliament but there are rules about this set out in the Electoral 
Act 1993. If you are thinking about putting your name forward for nomination as a constituency 
candidate or for inclusion on a party list, or if you have already done so, tell your General Manager, 
Regional Commissioner or the Group General Manager People (Human Resources). They will discuss 
this with the Chief Executive. 

You can find more information on the Public Service Commission website 
www.publicservice.govt.nz/resources/code and in the Public Service Standards of Integrity and 
Conduct. 
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Responsible 
We must: 

» act lawfully and objectively 
» use our organisation’s resources carefully and only for intended purposes 
» treat information with care and use it only for proper purposes 
» work to improve the performance and efficiency of our organisation. 

Public Service Commission Standards of Integrity and Conduct: Responsible 
https://www.publicservice.govt.nz/resources/code/?e200=1520-responsible 

Probity 
When we deal with public money and resources, there is a standard of behaviour expected of us. This 
is called probity. 

Probity means we have shown integrity and professionalism in using public money to do our work. 

Probity isn’t about setting a list of rules; it’s about showing we have used good judgement and a 
sensible process to make our decisions around how we spend money. 

When spending public money, you can show probity if your expenditure: 

• is reasonable 
• demonstrates value for money 
• is relevant to what we do, or to our goals 
• can satisfy the questions of anyone who asks about it, including the public. 

If you have questions about probity or how to apply it in your role, talk to your manager. 

MSD’s financial policies are available on our intranet (doogle). 

Information and confidentiality 
We need to keep all MSD information secure, including personal information about our clients, their 
families or other organisations. 

How we treat this information – collect it, store it, share it and use it – affects how the public trusts 
us and whether they are willing to continue to share their information with us so we can do our jobs 
properly. 

MSD has a number of policies and procedures in place to protect information and to help us manage 
information appropriately. 

This includes complying with the: 

• Official Information Act 1982 
• Privacy Act 2020 
• Public Records Act 2005. 

If information is inadvertently or unintentionally released or disclosed, take action straight away to 
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minimise any risks, or impact on people. You must also contact MSD’s Privacy Team to report the 
incident. They can give you further advice about handling it. 

Refer to MSD’s privacy and security policies on our intranet (doogle). 

You can find more about MSD’s information policies on our intranet (doogle), including our IT security 
policies (End User Security Policy). 

Accessing information 
Each of us must take care to ensure MSD and client information is only accessible to authorised 
people for authorised use. 

Make sure you always observe people’s right to privacy when you are dealing with their personal 
information. 

• You must only access client information or records for legitimate work purposes. 
• You must not access your own record or the record of a friend, relative, colleague or acquaintance 

for any reason, even if the person asks you to, including if you’re just interested or browsing. 
• Accessing information also includes processing actions on records. You must not undertake any 

processing action within your own record or the record of any current or former client, including 
your own record if you’re a current or former client of MSD, without a legitimate business reason. 

This applies to any information we hold in any form. If you are not sure whether it is appropriate for 
you to access information, always check with your manager first. 

Misuse of information 
Misuse of information includes accessing, falsifying, requesting, or sharing of information without 
a business purpose. To get the most valid information and to protect people’s privacy, information 
should generally be requested from the person themselves, rather than a third party. 

If you are found to have misused or falsified MSD information, formal disciplinary action will be 
taken, which may include dismissal. 

MSD has a zero tolerance policy for the misuse of personal information. Any staff member found to 
have sold or deliberately given client information to any unauthorised person will be dismissed and 
the matter may be referred to police. 

You can find more information about this on our intranet (doogle). 
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Trustworthy 
We must: 

» be honest 
» work to the best of our abilities 
» ensure our actions are not affected by our personal interests or relationships 
» never misuse our position for personal gain 
» decline gifts or benefits that place us under any obligation or perceived influence 
» avoid any activities, work or non-work, that may harm the reputation of our 

organisation or of the State Services. 

Public Service Commission Standards of Integrity and Conduct: Trustworthy 
https://ssc.govt.nz/resources/code/?e200=1522-trustworthy 

Client relationships 
When we work for a government department it is important to be aware of how our relationships can 
affect the way we do our jobs or the reputation of MSD. 

You must inform your manager if you have a relationship with someone you deal with 
in your role or someone we deal with at MSD that could cause, or be seen to cause, a 
conflict of interest. 
Disclosing and managing these relationships is important to ensure the public’s trust in MSD is well-
founded and conflicts of interest are appropriately managed. 

MSD has a vital role in our communities to help New Zealanders to be safe, strong and independent. 
Because of this, if you have sexual contact with, or abuse in any way, a child or young person we have 
a professional relationship with, you will be dismissed and the matter may be referred to police. 

Fraud 
As an MSD staff member, you must not commit, condone, encourage or be directly associated with 
any type of fraud. 

MSD has a zero tolerance policy for staff fraud and misuse of client information (available on doogle). 
In every case where a staff member is found to have defrauded MSD, they will be dismissed and 
the matter may be referred to police. In addition to any penalty the Court might impose, all money 
fraudulently obtained will have to be repaid in full. 

If you know, or think you know, that someone is involved in fraud against MSD, tell your manager, the 
Internal Fraud Unit or Fraud Intervention Services. R
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Prior or pending convictions 
If you have a conviction we didn’t know about before we hired you, or you weren’t truthful about 
having a conviction, we may take disciplinary action which could result in dismissal. 

This does not apply to anything covered by section 7 of the Criminal Records (Clean Slate) Act 2004. 

You must tell your manager if you have any convictions or charges laid against you while you work 
for MSD. 

Roles requiring National Security Clearance 
People in roles which require National Security Clearance must obtain and maintain this clearance at 
the appropriate level. 

Gifts and rewards 
Receiving a gift or reward for doing your role could be seen as a bribe or as a way of making you 
obligated to another person or organisation. As a general rule you should not ask for or accept a gift 
or reward. 

Consider the intention of the gift and whether it is related to a cultural practice. Some occasions 
(such as a hui) may require an exchange of gifts. We are committed to meeting the needs of different 
cultures and if a gift is offered in these situations, it should be accepted on behalf of MSD. 

Refer to MSD’s Gifts, Donations and Koha Policy when giving or receiving a gift. 

Staff who are also clients 
If you receive payments or services from MSD, you must make sure anything you do as a client is 
honest and lawful. 

It is your responsibility to give the Staff Assistance Unit full details about your circumstances or any 
changes in your circumstances to ensure you receive the correct entitlement. 

Exemptions and other considerations 
For a small number of staff, obligations under the Code of Conduct must be considered alongside 
other requirements eg for staff to act independently from MSD or to uphold the maintenance of 
the law. MSD may consider exemptions on a case by case basis to specified sections of the Code of 
Conduct, taking ethical and legal considerations into account. 

Any exemptions will be approved by the relevant Deputy Chief Executive and the Group General 
Manager People (Human Resources). 
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Breaches of the Code 
of Conduct 
We need to identify breaches or potential breaches of the Code as soon as possible. 
We will always make sure any disciplinary process is impartial, fair, prompt and 
consistent. We will consider each case on its merits, including reviewing the reasons for 
the breach and taking into account the individual circumstances of each case before 
deciding on the action to take. 

Reporting breaches of the Code of Conduct 
If you find out about a breach or possible breach of either the Public Service Standards of Integrity 
and Conduct or this Code of Conduct, you should: 

• think carefully about how you can deal with the situation responsibly 
• discuss the issue or situation with your manager as quickly as possible – they may have additional 

information you might not know, so trust them to know the best way to deal with things. 

Talk to your manager to report a breach of any other MSD policy, procedure, standard or guideline, 
unless another process is provided. 

If you don’t think you can talk to your manager, or if the situation remains unresolved, then you can 
talk to another MSD manager or the Group General Manager People (Human Resources). 

If you need access to confidential counselling, MSD’s Employee Assistance Programme (EAP) is 
voluntary, private, free, confidential and available to all MSD staff. You can find more details on
 EAP on MSD’s intranet (doogle). 

Managers who are advised of a breach or a possible breach will deal with the alleged breach in 
accordance with MSD’s policy. This means anyone alleging a breach or who is being investigated for a 
breach of the Code of Conduct will be given adequate notice of meetings, have an opportunity to be 
heard, and have the right to representation and/or have a support person present at meetings. 

Privacy breaches 
Refer to the Information and confidentiality’ section of the Code of Conduct and MSD’s intranet 
(doogle) for reporting a privacy breach or near miss. 
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Reporting serious wrongdoing 
In some cases, a breach of the Code of Conduct may also be serious wrongdoing under the Protected 
Disclosures Act 2000. If this is the case, you can use the MSD’s Protected Disclosures procedures 
to report the incident or action and receive the protections of the Act. There is information about 
protected disclosures on our intranet (doogle). 

If you think MSD has not met its obligations under the Code 
If you think MSD has not met its obligations, follow the same process as the one to report breaches 
of the Code of Conduct (as set out above). 

Once you have told us about your concerns, we will: 

• treat your concerns confidentially, investigate them promptly and appropriately, and take action 
as necessary 

• where appropriate, let anyone affected by an allegation know about it and ask for their 
explanation 

• consider the use of a neutral third party to resolve the issue, if appropriate 
• let you know if an investigation or action has started and stay in regular contact, if appropriate 
• let you know about the outcome, where appropriate. 

MSD will make every effort to maintain the confidentiality of an individual making a protected 
disclosure. This is set out in our Protected Disclosures policy. 

Remember, you can also face disciplinary action for breaching other MSD policies, procedures 
and guidelines. 

If you are unsure about how to deal with an ethical issue, discuss it with your manager. If your 
manager is involved, discuss the issue with your manager’s manager or any senior manager. 
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   Lesson 1 of 8 

Introduction 

What information management is and why it is important 
To get an overview on why information management is important at MSD, please watch the 30 second 

video below. 

Note: The volume of this video is a bit loud. We recommend turning down the volume on your headset 

before watching it. 

Download the transcript R

 

 
 

 

 
 



                 

              

                 

          

Our duty under the Privacy Act 2020 and the Public Records Act 2005 is to safeguard New Zealanders’ 

information. As Ministry staff we all have a part to play in meeting our obligations. 

The public expect the Ministry to look after their information. If we don’t meet these expectations, we lose 

the trust and con�dence of New Zealanders to deliver our services. 
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Information management
Information management is about how we create, collect, organise, use, secure, control, share, maintain,

and appropriately dispose of this information.
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Lets have a look at the information lifecycle and the phases of it.

Saving

You must save information you receive or create which relates to your work on behalf of MSD that provides

evidence of our business activities or decisions.

Emails we send and receive that record signi�cant actions or decisions must be stored in the appropriate

repository, such as Objective.

For more information on saving, look at this page on Doogle.

Storing

You must only store information in approved MSD information systems, such as Objective or line-of-

business systems (e.g. CMS). Avoid keeping it in locations that cannot be accessed by others, such as

desktops, hard drives, email inbox or folders, or personal drives.
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Digital information is considered the authoritative source and we should avoid keeping paper copies of

digital records.

For more information on storing, look at this page on Doogle.

Searching

Information is created and received every day. Making it discoverable and using searches to �nd relevant

information is important. It enables MSD to reuse information and gain insights to deliver better products

and services for New Zealanders.

At MSD, a large number of documents are created and saved into Objective every day. This is one reason

why naming information well is important. Giving your documents meaningful names will make them easier

for you and your colleagues to �nd when you’re running searches.

For more information on naming conventions/naming information, look at this page on Doogle.

Sharing
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At MSD, access to information must be open by design to all staff, and restricted by exception. This means

that information is accessible to all MSD staff and is restricted only where there are legitimate reasons to

do so (e.g. personal information). This enables knowledge sharing and reuse of information.

When sharing information with your colleagues, whenever possible, share a link to the original content,

rather than sending a copy.

When sharing externally, we need to ensure we are protecting our information, including our clients’ rights

and privacy, by using an approved sharing mechanism that allows us to share information securely.

For more information about sharing, look at this page on Doogle.

Disposing

While we are all responsible for creating and maintaining full and accurate information, it is equally

important that we dispose of information when we are legally able to do so. Different types of records have

varying lengths of time they need to be kept before they can be disposed of. This ranges from ‘as long as

MSD needs it’ to ’transfer to Archives for permanent retention’.

Information can only legally be disposed of by the IM team.

The types of information described below have short-term or no value and can be deleted by staff when

no longer required:

Short term value - Information that is only needed for a

short-term period to support business transactions,
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Thanks to you, the �les are now in a secure and dedicated storage facility, and is only able to be accessed by 

the appropriate authorised personnel via a tracked process. 
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Lesson 7 of 8 

Conclusion and handy links 

Congratulations 
Well done. You have completed this module on information management, privacy and security. 

You have covered: 

what information management is and why it is important 

protecting information 

information privacy and sharing 

how to recognise and report a privacy, information, or IT security breach 

two scenarios. 

Main points 

The Ministry holds information about people and uses information that impacts their lives. The information 

we hold and use is taonga (a treasure), and as its guardians we must both use it responsibly and protect it 

while it is in our care. 

All MSD staff are responsible for managing information and keeping it safe through its lifecycle. 

If you think an information breach has occurred, you must report it to your manager immediately. You will 

not get in trouble for this. 
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Every individual has the right to access their personal information held by any agency. This right is 

important for both clients and staff. 

Handy links 
The Information Hub is a collection of Doogle pages by the Information Group. It has guidance, tools and 

resources to enable MSD staff to work with information while protecting ourselves, our clients, and our 

information assets from risk. 

Contact Information Management team (infohelp@msd.govt.nz) for advice creating, collecting, organising, 

controlling, storing, maintaining and disposing of information. 

Contact the Privacy Team (PrivacyOf�cer@msd.govt.nz) for advice if you think a privacy breach has 

occurred. R

 

 
 

 

 
 



              

     

Contact the IT Security Team (IT Security@msd.govt.nz) for advice if you think a security breach has 

occurred. 

You can now close the module. 
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Office of the Privacy Commissioner – a Quick tour of the 
privacy principles 
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Office of the Privacy Commissioner – the Privacy Act 
2020 Changes 
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