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Memorandum of Understanding

16. Variations to this MOU

16.1 Either Party proposing a variation to this MOU shall give reasonable notice to the
other Party of the proposed variation, and the reason for the proposed variation.

16.2 Any variations to this MOU must be in writing and signed by the Chief Executive and

the Commissioner, or their delegates.

16.3 The Party who sought the variation shall forward a copy of any such variation to the

Privacy Commissioner.

16.4 Should the Parties be unable to agree on variations to this MOU the matter shall be

dealt with in accordance with the dispute resolution clause of this MOU.

17. Term and Termination

17.1 This MOU comes into force on the date that the AISA comes.into force.

17.2 This MOU shall continue in force until either the Commissioner or the Chief Executive

terminates the MOU by giving 3 months written notice to the other Party.

17.3 The obligations in this MOU which concern confidential information and secrecy shall

remain in force notwithstanding the termination of this MOU.

17.4 If extraordinary circumstances arise (including but not limited to war, fire, flood,
storm, or restraint of government) which prevent either Party from performing its
obligations under this MOU, the performance of that Party’s obligations shall be

suspended for as long as those extraordinary circumstances prevail.

18. Departmental Representatives

18.1 The Parties will each appoint a Data Co-ordinator to oversee the operation of this
MOU, and will ensure that the Data Co-ordinator is familiar with the requirements of
the Privacy Act 1993, this MOU and the Technical Standards.

18.2 Any query or difficulty with the MOU will, in the first instance, be referred to the
appropriate Data Co-ordinators for clarification and resolution. The details for each

Party’s-Data Co-ordinator are as follows:

;'hgmﬂstry of Social Development

Inland Revenue

Data Co-ordinator

Integrity Intervention Centre
Ministry of Social Development
PO Box 30091

Lower Hutt

Data Co-ordinator
Inland Revenue
PO Box 2198

Wellington
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18.3

18.4

Email: AIM Admin@msd.govt.nz
Phone: 0800 909 333

Fax: 04 918 0119

Email: schedulingoperations@ird.govt.nz

Phone: Secions@a

All notices and other communications between the Parties under this MOU shall be

sent to the addresses below:

Ministry of Social Development

Inland Revenue

Manager, Centralised
Services, Integrity Intervention Centre

Ministry of Social Development
PO Box 30091
Lower Hutt

Phone: 0800 909 333 or

Fax: 04 918 0119

Joanna Clifford, Process Integrity
Manager, Process Integrity

Inland Revenue
Level 4, Asteron Centre
PO Box 2198, Wellington

Phone: SEciofo@ia)

A Party may change its Data Co-ordinator, that person’s contact details or the
Party’s address for notices and othepcomimunications at any time by giving the

other Party written notice of the-change.
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Executed by the Parties

Signed for Inland Revenue by:

Signature: _~

Name: JOANNA CLIFFORD

Position: PROCESS INTEGRITY MANAGER, PROCESS INTEGRITY

Date: 9&7/;/[3‘

Signed for the Ministry of Social Development by:

Signature:

Name: RUTH BOUND
Position: DEPUTY CHIEF EXECUTIVE, SERVICE DELIVERY

On behalf of the MINISTRY OF SOCIAL DEVELOPMENT

I have a delegation under section 41 of the State Sector Act 1988 to sign for the Ministry.

Date: 43/5-// [
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is an overlap between the period the individual was in receipt of Benefit or Student
Allowance and any periods during which that individual was in receipt of other

income.
Individual Validation (L
4.3  On receipt of Source Information from MSD, IR will carry out the Individual %
Validation procedure. q
4.4
4.5

Information Comparison

4.6  The Individual Validation process must be successé the Information Comparison
process to take place.

4.7

4.8

4.9  If the Information Co rison for an individual is successful, IR will supply Match
Information to MS{as per clause 7 of the main body of this MOU.

Exclusions GQ

4.10
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11 Automated Online Process for exchange of Source and
Match Information

11.1  The following logical diagram outlines the end to end process and key components
of the arrangement as of 1 November 2015:

FMSD/IR Oniine Information Transfer (Beneficiaries and Students)
Encrypt, | Matched data
B || comtoua [ smhana | L) s | oo | et | e |
email data kit e/ i bl 5 | AIMOS
1 2 L] r ] ®
L | =
Create new flle Encrypt,
@ |SEEMal server > Dec;ypt :nd ~# basadon |—» attachand
I processes combine data matched date ‘oonall cata
3 ‘. 5
x
<
'g g—’ Review Match

‘ S of each month, IAP extracts data from IAP and places it on the
Ministry’s Primary Production Gateway Server, _

of each month, a script i initiated from the FTP File Transfer
which:

Obtains extracted data from™
Encrypts data using IRD’s” |
Splits data into 5 Mb files

Attaches each file into a separate email
Sends emils from =98 A S trough

SEEMail.

A separate scheduled clean up script removes the files older than 7 days ﬁ'om“
3. SEEMail encryption is removed, retuming email to its normal state.
4, Data‘in each email is recombined and decrypted based on IRD’s Private PGP Key.

5.4 Automated script:
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Obtains matched data e

Encrypts data based on MSD’s

Splits data into 5 Mb files

Attaches each file into a separate email

Seads cmails fron N -

SEEMail.

6. Email received from a SEEMail partner which has not been signed by SEEMail (e.g. sent
unencrypted) will generate an error and be sent to the Postmaster. All email sent'to
MSD is processed by the SEEMail server. SEEMail encryption is removed, returning
email to its normal state.

7. Mail Hub redirects email with a header (From Sender, Resent-From, Resent-Sender or
Return-Path) containing on

8. On the-f each month, a script is initi@.t,;&;.ﬁ_,ém —which:

Extracts encrypted data from email messages
Recombines encrypted data into a single-file.
Decrypts data using MSD’s Private PGP key
Splits data into 5 Mb files
Places dataon™

¢ & © o @

A separate scheduled cleanup seript removes files older than 7 days from{™

9. IAP process datg,_.ﬁioﬁt_ identity matches and upload the matched data into
AIMOS for review by the Data Match team. As part of the processing, a clean-up script
removes files older than 60 days, as defined in the TSR.

11.2 MSD will be,responsible for ensuring that:

11.2.4 Both MSD and IR use the New Zealand Government SEEMail system for all
transfers of information.

11.2.2 Both MSD and IR update to new versions of the SEEMail system as they
become available.

11.2.3 The level of file encryption used remains consistent with current New Zealand
Information Security Manual standards for restricted level information.

11.2.4 The data extraction programs and other processes associated with the
transfers ensure that only information relevant to the MOU is exchanged.

11.2.5 Transfers of data will be performed in accordance with the specifications
contained in the Technical Standards.
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Schedule III Declaration of Secrecy IR820 form

Certificate of secrecy

To be completed by Indiv Iduals who may access, acquire or recelve Intand Revenue Information (except Inland Revenue employees):
+ Al ACCstaffmust sige boch Part A and Part B.

«  All MSD staff must sign Part B. if you're recelving Information about NZ Superannuation then you must also sign Part A,

« Al other indrviduals must sign Part B only

e e e T S
A

Maume #lre ramels)
Position
Paszal address Strest

Towm/City

Part A:In the matter of section 86 of the Tax Administration Act 1994
The above named person certifies that:
| - Thcyhmbmﬂwmhnrdwh:mmdwumq_m“thnmmkt1994(TM)
{3 copy of this section is aetached to this form) and understand that & is anoflence under section 143D of the TAA to breach
section 86 of the TAA S
2 Theyarebound w maintain and 3id m maintaining the seoméy afallimformation that comes to their kmowdedge tather
divectly or through the agency of the Commissioner) relating i
+ theinland Revenue Aces, including all Acts (whethét repealed o nat} at arvy time sdministered by or in the dep
and
» the Accident Compensation Act 1982 afd the Accient Rehabilitation and Compensation insurance Act 1992 or the
Accident Insurance Act 1998 or the Acadent Compensation Act 200T; and
+ the New Zealand SupenmmuoﬁAa 1974
3. Theyshall notatany ime sca syd\ f toany persca escept fur the purpose of carrying into effeck the
AcndanCmp:nauonAalmwdkAmdm("* biliation and € 0 Insurance Act 1992 or the Accidert
Inssrance Act 1998, or the Adident Compensatson Act 2001 at the New le:bnd&pemnmmhn 1974, a3 the case may be.

Sigrature { i

Part B: inthe matter of section B7 of the Tax Administration Act 1994

lh&u-ndpemmﬁﬁudnc
1. (Theyhave been shown, have read and have undenszood the provisions af section 87 of the Tax Admirnstration Act 1994 (TAA)
{3%apy of the section r attached ta this form) and understand that it & an offence under section 143€ of the TAA to breach
section 87 of the TAA

2. They are bound to mai and aid in maintaining the seaecy of all reszricted infoemation that comes ta their knowledge in
the drcumstances specified at section 87(5) of the TAA.

1 They shall notat any time communécate revicted information ro any persan excepe for any purpose for which, and to the
exrent tawhich the Comenissioner authores such disclasure.

Sigrature / f

Definitions: The terms "Commissioner”, Department”, “Inland Revenue Acts™ and "restricted Information™
are defined in section 3 of the Tax Adminlistration Act 1994.

Original to project fwork file
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Sections 86 and 87 of the Tax Administration Act 1994

85
L0

Other parsons to maintain sacrecy

fwary perzon to whom this secton applies shal| before the person acqures of has acoaes o or ks gwan any of the Infeemation mdeend & iIn subseczon 13), corcy in
4 mrrrer prescnbad £ sabssction (3) that the person has boen shown, has nad, and has understood the prowts.ss of chis sacison, and ater that sall be beund ta
e are A n maaminr g the sowcy of all macters relating 10—

1a) the nand Rewnua Acts, nduding all Acts (whecher repsaled or rot) at ary & meads d by or In the dep md
B e Azddem Compameation Act 1982 or the Accident Rahabi] and Ceenp Act 1992 e tha Acead Act 1998 or tha Acad
Compunsation Act 3001 and

lcl tha New Zaskand Ssperan. n.athon ACt 1974—

which ocrme bo the person’s knowdedige through the agency of the Commss ome. 1nd shall rot, acher whik the pmnl-*mapdmmuhapemnm
whoen tis saction appiks. commanicace such mactars to any other person excpt for e parposs of canry ffuct the. At 1982, or

e Accident Rehabditation and Compansation Insurance Act 1992 ar the Azdderm s an. ¢ At )mwnmhow—suumnmm Zaaand
Suparannuation Act 1974 as the case may ba.

@) Wehnoat lier L Bty of s 1), na paron to whom thi section applks shal s requsred to producs In 3my court or tribussl any docurment or to dhadge

i

or mmmunmnqmcmdmymuumvgwhdd\vasonqu.sm ar hawve accass co or be given by way of Inforrmacion referred to In swbsaction
167 ancape whm it s secessary to do o for the purpose of carmying Into effect amy provision ot the Aaridont Compensacion Act 1982, or tha Accident Rehabalition and,
Cemnprnsanion leascmecs Act 1992 or the Accident nsurance A<t 1996, 01 th Acdden tCcenpensaston Act 2001 or the Mew Zaalard Superanniation At 1974 x the
- ey b

The certficats referrod %o i subsecuan { 1) shall be grver in and form part of 2 bound registar to be kept 1n 3 securs phace 25 2 permanent secord, and shall tnctads the
full name address and sigratuw of the panon gving the certficane and che dase an which the caruficate s ghven, and, In ccher respeces, shall be in such form as che:
Cormmibslones may presertoe

43 The register referred win subsection (3] daf—

32
m

2
2
i)

@) whemw It cor tx eswertficates ghven by persons mentoned in Nhsﬂdbn(‘bl be kapt by hp Arrident Compensation Corperacion or the Acdéent Rerabiftation
and Compereat on Insarante Corpordon or the Accikdent Comp
(3} where It copayns cortFoatss ghvan by pemons rmentonad in mlﬂdnm b lptiy ahn Ragubtos and

®) -Mmnmmr;cmcwxlhenb/pewsmnrmdlnuhmumhhpbyﬂwm & iy body & W 1o whom of 1o
which powsrs ara functons hane besn delegated o gatad under bmecticn (53bband

e} wham it conmans ceruficatss ghven by persons mwnonad beection (smh*‘- th Zmlwnd Sap cmpovm md

(€] whare It conwins corteficarss gven by persans 1 d in sub 15) ), bakapt by th firn body w whHom or o
which powers and funciions have besr delegaind of subdabegated undrﬁcdu‘pﬂn“h.h&lﬂ

MMMwamummmwp:w Ilmbodpu ba 2 parson, iy, frimy body, oc 1o whom or

to which powersand fi dalegatyd or leg und-nhnlmmpmlu\,ht‘ﬁt_hﬁ”wnﬁ‘dﬂlzmnunﬂaﬂn&wtm

anzacion, be depostted with the Commiszioner.

7 M secton person to whom thes section apphes mEans- -

(a3 2 person who & o has boen 3 mamber of ntdmlnrlmbun app:uwduemplnw:lb;thr.\mamw Comeration comchuted undar the Accident

Compansation Act 1942 o the Accd bt penraad, hwnsrc.:rponmncmﬁhdmﬂnhuubm hab and Camp
Insurancs Act 1992 or the Accidant Comp Corp bl dor tha Actider  ACC1998 o d by the Accident Compansadon Act
200 ar

(a3} 2 parson who = or has been a0p dor jayed by the Rogul umrnundn-ugmmkn”lm

(1] apﬁnnuwﬂﬂunmhh‘;mmﬂmmmormewd‘ i 5 bave been di d o¢ sbdalegated under section 18 of the

Accdent Compensation At 1982 or dausse 28 of Schedule 2 of the Accident Rehael lmaml'mmdamudmuuufh
Mﬂ-ltmm‘ﬂurch-nsdsdu&bsdhowbmcanpmsmmlnzmmdanyoﬂa:w«mlmduwmdbyﬂu
person. firm body. or

e} apemon -ﬁwuu’mbﬂw :mmbnoiocvhohorlmbunappumnﬂgu@bpdw!hullwIdmdw».nnontorpomlmcmnu.mdundnhp
Now Zeaiand Superannuation Act 1974 of

(@} apenon asocution rmpany firm body or Insucaton w whom a tcmapgﬂn and functions haw baen deleganed or subdetegatad under section 16 or
secuon 17 of the New Ismdmmnmtv\:ndmaﬁmmmwmWmawmdb,(hn parson amocavon company, Himm body
of Insuntion, .

andwho by mason of that membership, appotn tment, o7« mplcyment or Indha course of that membersh nphoy o by reason of. oc In tha

ourse of carryng out. any puwn.urﬁn:dnrsundcrdwddcpdcnor\v.ﬁddrgtmusmmmhmxmmuhmmmowrmﬂlmﬁwm

of the Cosmemisd ongr any Information which the Comimissianoe s obtatned o whidh has Deen disdosed ta the Commisoner nder—

(n) the wdand Pevenie Acts. Induding all Acos fwhecher Wﬂdwnm)lmﬂma“ﬂ&mﬂb’wmmww

M the Acodent Compersation Act 1982 o the At At Rshabil and Comp Act 1992 or the Accidene haurance Act 1996 or tha Accident
Compematior Act 200° or

(@ the New Zealand Superar naton A 1974

#or the purposss of thes section. unkss the tont Xt oth anwha requires, every mftrancs 1 the New Zambind Superanriation Act 1974 shallbe dnlrudm Isdlh;
reforanca to Part 1 of the Superar n.aor: Schermas Act 1926, and avery redaranca to the New Zixand Sup don Corp dhali be d
1z the Maztoral Prowident Furd Board I rebitcr to s functions under Part 1 of the Seps mnnwayion Schemes Act 197,
Further secrecy fequirements
Army parson Wit aces 1€ eswgned cformaon.shal—
fa} beborehect shoxq‘.nmqﬁxuuﬁw ar s grven any restricied Informaoion, certfyin the manner prescribad m subsaction (3) that he or she has bean shown has
rvac. and fas krearitood e provis ons of this section; and
bl 5.bxequemlyhlhonrx.“ﬁn-rnr and a< In rmaintaining the secrecy of all restriczed (nformacion thae comes to his or her knowlodge, and shall noc at any time
CommUnIELe such IHDMRECE 1O My PGS, At —
® fcvunpwwnu $orwhich, 1nd co the extont to which, the Commussion ar autherkes sach diciozurs: of
W) lndr:urpun:n desarfosd Inan Inforradon shasing agreernant refamsd. w In seccion 81A.
w:llmmcmmmdwbmm(umpm“h quired 1o p ry coeirt o triunal any o or to dhvulige or e 10 any
gnm tribural ary restricted Informaton.
cotiicats reforred toan sabsection o sradibe given tn the form p bed by the Cor and shatf inchada the full name, adkdress, and signatum of the person
entificaie and the date on which the cordficam Is gven
The carttficace shall—
B) wham it 15 pven byany person dermed o In saczion 81 (4Xd), be kapt by Katistcs Naw Zmbind 53 permanent record:
B) (Rpeledt

€} whermit |:;¢wnby:nypam whrmd o in mnll(ﬁxnm:mmo‘a«w«mw of the Ancdent Rehabikation and Cormpensation hsurance
Corpe ration o tha Accikh ba kapt by char Corporacee 15 3 parmarsnt eaord:

(@) where it iswee byany pcwn wﬁmdw In uabnll(‘)(.) (being an smplayee of 9 “oan marager snder the Sudent Lean Schame or an employes of amy trttry
Instuclon or the Secretary of Educacion cr any employee of the Mintstrvod Eduranica L be kapt by the Socratary of Eduration as 2 permanent record:
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(g} wham it is gvem byany person rdarmed o in section 87 (4 ¥ gb), ba kepe by tha New Zeakind CLstoms Sirvee a 1 perTRnent R
(dc) whare It ks ghvem to asy authorsad person (3 defined In section 98 F) of the Crivnral frocreds {Recowery! Act 20031 '™ ke by ths Comemssionsr as 2 penmaneet
record:

(dd} whara it s givem bryanry parson oragency refermed to In an informalon: sarmg agraemon . be kipc by ehat peruan e aaency 142 permansnt recand:
(82 tnany other case be bpa by the Irland Rewenue Departmentasa permanire meond
{5) W this section. person with aoome to resicec Informacon mwans any person who—
[a) acquswes or haz access to or Is gvoe restr cwd ‘efeemation —
00 wough the agency of the Camenssonsr urcer any of paragraphs (d) e}, (e, (ab) 7L (g} (b} (gek (hk (D and (g] of saction 81(4); or
0n} by wirtue of e person access to the Infermation processing and storage sysmms of the department; or
{m) undleram fformacion sharing agresment refiermsd 1o (n wten B1A, of

{ab) baing 2 persce, ccher than an Island Revenus officer who s smploged oy or prowcis seneces m 2 govsenman agercyandis raguised by the agency to perform their
duttes In 3 pace and with Rctlces shared weh inand Revenue officars whe ars apscind by tie Cemmissianer tn parform dheir daties bs the phce and weh the

fachicas or

bl burgapemce whe bymv nacure of his or her physiza‘acoess w the premisss-arthe Informacion prucisdng and stomie systsms of the deparument mayoe s liksty to
haveacsass o reserdeend Infarmaron, has baen required by the ritfy i the mar nsr prescrtae byn.bwabn\lku

fch accompanks che Commissoner or an aschonsed offces & p d by saction 16{ZAL 00 3 place where toe persanray ar s Feely 1o haveacoess wo mestriced
Infarmata or

1€ bergapsnce whe b ar afficer, emplopee, or agent of the Now Zeaband Rl Comimisdon responadbhe for theacmi stracion cf 2 schame under whick gowsrmment
sersen production yrments am madk and who s author sed 1o receive Informaon pronided urdar sectice 85F or

&) Evegapince emplopedin the department iesporsibl Sor 1 administrachan of B Pubce Rsmords Act 2008 of 3 p e by ot In 2 reposd ,dyhpd
uncer wcton 2Ecf e Paslc Racards Acx 203, hatacoras to pusic momeds In respect of whidh s department b s.b)sm toar ohlgub-n cf seemey un
TTEE

Page 31 of 33



Memorandum of Understanding

Schedule IV Content and format of Source Information
and Match Information

1. Information provided by MSD to IR

The file contains information from MSD’s systems and shall be in XML format or such other
format as agreed in writing between the Parties.

The following table lists the Source Information to be provided by MSD:

Data Description | Length | Format | Definitions

Header Record

Processing Data/Time 19 ccyy-mm-ddThh:mm:ss The dayand time the run was
extracted ]

Extract Type 5 Characters Benefit or Student Allowance
Match shown as “COMMS” or
“COMmMC”

Detail Record

IRD Number 9 Digits IRD Number

Benefit or Student 10 ccyy-mm-dd Date the Benefit or Student

Allowance Start Date Allowance started

Benefit or Student 10 ccyy-mm-dd Date the Benefit or Student

Allowance End Date Allowance ended

SWN Number 9 Digits, no leading zeros MSD Client Number

Benefit Class 3 Digits or characters Type of service that MSD
client receives from MSD

Surname 30 Characters Surname as recorded by MSD

First Initial 1 Characters First initial as recorded by
MSD

Date of Birth 10 ccyy-mm-dd Date of birth as recorded by
MSD

Information provided by IR to MSD

The file contains information from IR’s systems as a result of the Commencement/Cessation
Match process and shall be in XML format or such other format as agreed in writing between

the Parties.

The following table lists the Match Information that may be provided by IR for the Student

(COMMS) extract:

Response Field Type Data :::Ld Definitions
Header Record
Processing Data/Time | Alpha [8+6 | The day the Match was processed
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