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Parties

1. The sovereign in right of New Zealand acting by and through the Chief Executive of the Ministry
of Social Development {“the Ministry”).

2.

Stats NZ.

Interpretation

3.

In the Memorandum, unless the context otherwise requires:

Identified Information

Integrated Data
Infrastructure {IDI)

Main Body of the
Memorandum

Memorandum of
Understanding
(Memorandum)

Official Statistics /
Official Statistics System

Areas of common
interest

Purpose
4. The purpose of the Memorandum is to:

Means any data, statistics, or information described in
the attached schedules.

Means a farge research database containing microdata
about people and households.

Means Parts 1, 2, 3, and 4 of the Memorandum:

Means the Memorandum of Understanding.and all
documents appended to it as Schedules and
Appendices, and Memorandum has the corresponding
meaning.

Means statistics derived by government departments
from statistical surveys, administrative and registration
records, and other documents from which statistics are,
or could be, derived and published.

Means those matters where each party contributes to a
shared outcome or has a shared role or interest. This
includes international agreements and cooperation and
coordination across the wider government sector.

4.1 provide a framework, and operating protocols, for the supply of MSD information to
Stats NZ for use in the 1D1

4.2, promote cooperation and coordination between Stats NZ and MSD on areas of
common interest; and

43. provide a framework for a successful and enduring working relationship between the
parties; and

4.4, record the specific data sets to be provided to the IDI in a series of Schedules to the
Memorandum.

Effect of this Memorandum
5. The Parties intention is for this Memorandum is to set out the overarching principles governing
the cooperation between parties with the Schedules and Appendices detailing the specific
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17. Stats NZ agrees to consult with MSD before publishing Official Statistics derived from the
operation of a Schedule to this Memorandum, where that data is relevant to MSD.

18. Both parties agree that provision of all MSD data to Stats NZ will occur in an agreed safe and
secure manner.

19. Parties agree that all information released, whether in the form of official statistical or research
outputs, will meet Stats NZ's confidentiality requirements.

20.For the avoidance of doubt, any intellectual property shared in accordance with this
Memorandum belongs to the Crown, but its use by the Parties is governed by this
Memorandum.

21, For the avoidance of doubt, the Parties confirm that they will not take any adverse action (as
defined in section 97 of the Privacy Act) against any individual on the basis of the information
exchanged under this memorandum.

Security of Information

22, All information supplied by the Ministry in accordance with this Memorandum (and any
schedule) is confidential and will be supplied by way of secure encrypted exchange mechanism.

23. Each Party will ensure its contractors and employees handling any information for the purposes
of any information exchange under this Memorandum will comply with the Privacy Act and any
other applicable legislation relevant to each Party.

24, The parties will ensure that any specific security and confidentiality requirements will be set out
in the Schedules to the Memorandum.

25. Stats NZ is the custodian of the IDI. Its access and use will be consistent with the Statistics Act
1975.

Costs

26. Any costs associated with the provision of data’under the Memorandum will be described in the
Schedules to the Memorandum.

Destruction and retentionof information

27. The parties will ensure that any identified information provided under the Memorandum is
subject to the Provisions.of the Public Records Act 2005 and the Retention, Preservation and
Disposal Statement as outlined in the Schedules to the Memorandum.

Dispute resolution

28. The parties will 'negotiate in good faith to resolve any disputes arising out of, or in relation, to
the Memorandum. In the first instance, the refevant Primary Contacts will work together to
identify the reasons for disagreement and what can be done to achieve agreement.

29. Where agreement cannot be reached, the issue will be escalated to the Relationship Managers,
whowill be asked to make judgements necessary to resolve the issue. If resolution is still not
possible, the Government Statistician and the Chief Executive of MSD may be advised, and asked
to work together to resolve the issue.

30. The obligations in this Memorandum concerning security, use and destruction of information
shall remain in force notwithstanding any suspension or termination of this Memorandum.

Order of precedence

31. In the event that there is a conflict between the Main Body of the memorandum and any of the
Schedules, the provisions of the Main Body of the Memorandum will take precedence over the
Schedules unless specifically stated otherwise in the Main Body of the Memorandum.
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Variation of Memorandum
45, This Memorandum may only be varied with the agreement of the Parties, and any such variation

shall be set out in writing and signed by both Parties. %L

Termination of Memorandum
46. This Memorandum may be terminated at any time by agreement in writing between the Parties.
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Schedules

(as of 2 March 2020)

Supply of Ministry of Social Development data to-the Integrated Data
Infrastructure Memorandum of Understanding



Memorandum of Understanding - Supply of Ministry of Social Development data
to the Integrated Data Infrastructure

Schedule 1 - Supply of Benefits Dynamics Data

Purpose

1. The purpose of this Schedule is to define the process to provide the Integrated Data
Infrastructure (IDI) with accurate and ongoing supply of Benefits Dynamics Data.

2. This schedule confirms the roles and responsibilities of Stats NZ and The Ministry of
Social Development (The Ministry) within the above process.

Responsibilities of each party

3. Stats NZ's responsibilities are:
3.1.Alf servers, transfer and backup tapes are physically secured.

3.2.7To receive and store datasets from The Ministry on dedicated IDI servers and
provide the same security safeguards afforded any data collected by Stats NZ
and in accordance with any legal / other constraints and any undertakings
made to data providers.

3.3.Stats NZ will ensure that the private key to decrypt the data is secured and
only released to authorised Stats'NZ employees for purposes of decrypting
The Ministry datasets.

3.4.To comply with the security provisions set out in this schedule.

3.5.To ensure that every-employee of Stats NZ complies with and observes the
provisions of the Statistics Act 1975 and in particular the provisions relating
to confidentiality and the security of information.

3.6.To return the encrypted, password protected Iron Key containing the source
data, once“the.data has been loaded, formatted and checked. This process
will remain’in place until such time as secure electronic transfer of the data

can be established in its place.

3.7.Access to all identifiable (‘raw’) unit record data is restricted to Stats NZ
employees who require this access for development of the project, for
continued maintenance, and to investigate the use of administrative data to
create official statistics.

3.8.Access to all de-identified (‘clean’) unit record data in IDI project data
directories is restricted to Stats NZ employees who require this access for
development of the project and for continued maintenance, to investigate the
use of administrative data to create official statistics, and approved bona fide
researchers approved by the Government Statistician,

3.9.To undertake the linking of the source datasets, through both exact and
statistical matching.

3.10. To transform unique identifiers on the Integrated dataset prior to access
by researchers.

3.11. To collate documentation on the linked dataset and make it available to
users.






6.3.If there has been a security breach, either party may suspend the operation

of Schedule 1 by notice in writing to give the other party time to remedy the
breach.

7. Use of The Ministry's data for evaluation purposes

7.1,

702

7.3.

7.4.

7 5:

The linked data is to be used only for statistical or research purposes and,
where applicable, a user of the data may also have obligations under the Tax
Administration Act 1994. In the case of programme evaluations, the resulits
produced may not be suitable for operational purposes such as informing
funding decisions.

Stats NZ and the Ministry agree that the linked data may be made available
to approved researchers for the purpose of undertaking programme
evaluations. Programme evaluations may involve analysing outcomes for
individuals who have participated in interventions provided by The Ministry or
third party providers such as training, courses, or other activities. Evaluations
are generally designed to explore whether or not outcomes have been
achieved, and participants may or may not be compared with a similar group
that have not participated in the intervention.

Accordingly The Ministry consents, under Section 37A(a) of the Statistics Act
1975, to the linked data being used to perform programme evaluations and
for the results of these evaluations being shared.

Where there is an intention to use results which may identify individual
programme providers, it will also be necessary to get written consent from
these individual programme provider(s). ((Likewise individuals will not be
identified without their consent.)

Requests by 3rd parties (agencies other than MSD and Stats NZ) for the

results of programme evaiuations® would be handled by the agency
undertaking the evaluation (which may be subject to the Official Information

Act).

Signatories
Signed for and on behalf of The Ministry of Social Development/ Te Manatad Whakahiato

Ora

ﬁm Date .. foBg AT

Robert Brian Hodgson

General.Manager, Insights MSD

Signed for and on behalf of Stats NZ / Tatauranga Aotearoa

Anna McDowell

Senior Manager, Integrated Data Infrastructure






File format and delivery of data

File and delivery specifications

Data Encryption Data files will be written to a password-protected WINZIP fibrary on a
secure delivery device. The passwords will be supplied separately {i.e.
via email).

Oelivery media Secure data delivery through a device to be delivered by persondl

hand delivery by nominated personnel, or through a busipess-to-
business link, as agreed by MSD and Statistics NZ.

Oelivery date In January, April, July and October every year.
Frequency of data supply Provided quarterly.

Period of data required Full resupply of data going back to 1997.

File naming conventions Standard MSD file naming conventions.

Data file format SAS data set or tab delimited text files

Description of the data to be provided

Benefits Data

bddswiyymm
Column Required Data type Length
SWN Y int 8
ETHNC char 1
SEX char 1
BTHDT char dd/mm/yyyy
IRDNO ) § int
CLIENT_ID varchar 9
EDU_LEVEL_CODE char 1
SGi_ADJ tinyint
UCVII_ETH1 char 2
UCVI_ETH2 char 2
UCVII_ETH3 Char 2 R
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bddincpyymm

Name Required Data type { Length

INCPFROM Y : char dd/mm/yyyy

INCPTO char dd/mm/yyyy

SWN Y int 8

SPELL Y | tinyint

INCRSN B char 3

INCRSN95_1 char 3

INCRSN95 2 char 3

INCRSNGS_3 char 3

INCRSNOS_4 char 3

INCAPACITY char BE
hdddistyymm

Name Required Data type Length

DISTFROM Y char dd/mm/yyyy

DISTTO ‘Char' dd/mm/yyyy

SWN Y int 8

SPELL Y . “tinyint

oIsT char 3

employment_assistance

Name Required Data type Length
CLIENT D int

SWN int 8
PROGRAMME NAME varchar 255
AMOUNT ) decimal 13,2
PROVIDER NAME Y varchar 255
PARTICIPATION_ED char dd/mm/yyyy
PARTICIPATION_SD Y char dd/mm/yyyy
REFERRAL_DATE char dd/mm/yyyy
PROGRAMME_CODE char 3
TEC_CLIENT_ID int [

education_history

Name Required Data type Length

SWN int 8

EL_SD char dd/mm/yyyy
EL_ED char dd/mm/yyyy
EDUCATION varchar 35
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hh:mm:ss
parent_benefit_service_code char 3
lump_sum_type_service_code Y char 3
payment_reason_type Y char 3
payment_amount Y decimal 8
recoverable_yn Y char 1
recommending_usercode char 8
recommending _csm char 65
recommending_districtcode Y char 3
audit_{nsert_datetime ddmmmyyyy:
Y datetime hh:mm:ss
Participant Counterfactual Data
it_description
Column Required Data type Length
int_id Y char 25
int_desc_var Y char 32
int_desc_label char. ' 260
int_desc_type char 1
int_desc_char char 260
int_desc_num decimal 8
int_par_counter_events
Column Required Data type Length
int_id 31X char 25
client_id_type char 10
client_id Y char 30
pc_group Y char 4
L_gg_groupsd _ date ddmmmyyyy
pc_grouped date ddmmmyyyy
profiledt X date ddmmmyyyy
int_client_varehar
Column Required Data type Length
int_id Y char 25
client_id_type char 10
client_id Y char 30
pc_group Y char 4
profile_dt Y date ddmmmyyyy
prft_var_name char 32
prfl_var_value char 260
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Work and Income Address History Data

address_history_cms

Column Required Data type Length
composite_address_history_id Char 32
current_unique_identity_id Char 32
system_prsn_id_value Char 50
composite_cd_id Char 32
address_source Char 3
cad_address_id Num 8
start_dt Datetime 20
end_dt Datetime 20
source_address_line_1 Char 60
source_address_line_2 Char 60
source_address_line_3 Char 60
source_suburb Char 60
source_city Char 60
source_post_code Char 60
address_type Char 32
data_extracted_date Date 9 =
Client Identity Data
nd100100_grp_id_ident_clusters
Column Required Data type Length
unique_cluster_key Y char 30
cluster_counter char 3
identity_id_<n> char 30
nd85100_grpyidy ident_clusters
Column Required Data type Length
unique_cluster_key Y char 30
custer_counter char 3
identity_id_<n> char 30
nd95100_grp_id_ident_clusters
Column Required Data type Length
unique_cluster_key Y char 30
cluster_counter char 3
identity_id_<n> char 30
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ucvii_customer

Column Required Data type Length
cause_of_death char 4
family_nm char 30
given_nm char 30
locked_record_yn char 1
notification_type_id char 4
other_given_name char 60
party_id int 8
birth_dt date ddmmmyyyy
death_dt date ddmmmyyyy
gender_ucvii char 6
latest_filedate ddmmmyyyy:
datetime hh:mm:ss

role_id int 8
role_type char (a4
Swn Y int 8
current_unique_identity_id char 32
cms_assoc_child_swn int

ucvii_alias
Column Required Data type Length
cause_of _death ' char 4
family_nm char 30
given_nm char 30
locked_record_yn char 1
notification_type_id ' char 4
other_given_name char 60
party_id int 8
birth_dt date ddmmmyyyy
death_dt date ddmmmyyyy
gender_ucvli char 6
latest_filedate ddmmmyyyy:

datetime hh:mm:ss

role_id int 8
role_type char 4
Swn Y int 8
current_unique_identity_id char 32
cms_assoc_child_swn int

ucvii_child_full
Column Required Data type Length
cause_of_death char 4
family_nm char 30
given_nm char 30
locked_record_yn char 1
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Technical Contacts and Policy and Relationship Contacts

Technical Contacts

| Policy and Relationship Contacts

For the Ministry of Social Development
Manager Reparting — Insights MSD
Phone:

Mobile
Email:

Robert Hodgson
General Manager - Insights MSD

For Stats NZ

Acting Manager - integrated Data Service Delivery
integrated Data
Phone

Email SECHONSRNE) stats govt.nz

Anna McDowell

Senior Manager

Integrated Data %
Phone:
Email:
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3.11. To coilate documentation on the linked dataset and make it availabie to
users.
3.12. To make available the iinked dataset for access by approved Stats NZ

employees (including seconded external researchers) and bona fide
researchers through the Stats NZ microdata access services.

3.13. To ensure that the IDI statistical dataset is used for statistical or research
purposes only, as approved by the Government Statistician.

3.14. All information released, whether in the form of official statistical or
research outputs, will be required to meet Stats NZ's confidentiality
requirements.

3.15. To audit access to the data.

4. The Ministry's responsibilities are:

4,1.To provide Stats NZ with encrypted data, metadata; ‘and fookups as
described, in the manner and timeframe detailed in_the, Appendix to this

Schedule 2.

4,2.To provide Stats NZ the necessary key or tool to decrypt the data separately
from the data.

4.3.To nominate appropriate staff members and ensure they are available to
answer any queries from Stats NZ concerning the content or quality of
variables supplied.

4.4.To nominate appropriate staff members to create and maintain metadata
documentation in collaboration ‘with" Stats NZ which will then be made
available to current and prospective IDI researchers.

4.5.To notify Stats NZ of any.changes to the data, processes, systems or
timeframes, and to be aware of the impact of consistency on the dataset over
time.

4.6.To comply with.the security provisions set out in Schedule 2and to provide
confirmation to Stats NZ that it can and will comply with the security
provisions.

5. Until secure electronic transfer of the data can be established,
5.1, The'Ministry data will be written to a secure delivery device, and transferred
to Stats NZ by personal pick up by nominated personnel from Stats NZ or
The Ministry.

5.2. The passwords will not be written or carried with the data and no other stops
will be made by the person carrying the data.

5.3.Data media will be returned in the same manner.

6. The parties will ensure that if there is a breach of the security or confidentiality
requirements related to identified information set out in Schedule 2, the following

actions are taken:

6.1.Each party must investigate and immediately notify the other party of any
actual or suspected unauthorised use or disclosure of any identified
information exchanged pursuant ta Schedule 2; and

6.2.Where an investigation is undertaken under this clause by one party, the
other party will provide the investigating party with reasonable assistance,






APPENDIX 2 Student Loans and
Allowances

As at March 2018

List of tables to be supplied

1 A
L*____-__ I 41 L IR . e
2 I Msd_match_tive
File format and delivery of data
File and delivery specifications
Data Encryption Data files will be written to a/password-protected WINZIP library on a
secure delivery device. The passwords will be supplied separately (i.e.
via email). ,
Delivery media Secure data delivery.through a device to be delivered by personal

hand delivery by, neminated personnel, or through a business-to-
business link, as agm by MSD and Stats NZ.

Delivery date By 1 August every year.

Frequency of data supply Provided-annually.

Period of data required Full resupply of data going back to 1997.
File naming conventions Standard MSD file naming conventions.
Data file format Tab delimited text files
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A bursary repaid [ decimal 6,2
B bursary paid r decimal 6,2
B bursary repaid decimal 6,2
Study locality varchar 60
Study clty varchar 60
Study post code varchar 4
Postal locality varchar 60
Postal city varchar 60
Postal post code varchar 4
data_present_flag tinyint 1
Allowance type varchar 30
Qver 200 weeks char 1
Residency date date ddmmmyyyy
Parentally income tested char [/
Parents income 1 decimal 6,2
Parents income 2 decimal 6,2
SA number of studying siblings tinyint 2
SA studying siblings abatement amousnt decimal | 6,2
Separated parents abatement amount decimal' 62 |
Single (ncome Family \. char 1
Student income déeimal 6,2
Weeks of allowance smallint 2
Number of partners tinyint 2
Total partner income decimal 6,2
Number of studying partners af tinyint 2
Step up paid decimal 6,2
Step up repaid decimal 6,2
Bonded merit paid decimal 6,2
Bonded merit repaid decimal 6,2
Top scholar paid decimal 6,2
Top scholar repaid decimal 6,2
TeachNZ paid decimal 6,2
TeachNZ repaid decimal 6,2
SA Provider char 4
SA Student D1 varchar 10
SA Student (D2 varchar 10
SA S_tg_dént 103 varchar 10
SA Student (D4 varchar 10
SA Student IDS varchar 10
SA NSCED 1 char 6
SA NSCED 2 char 6
SA NSCED 3 char 6
SA NSCED 4 char 6
SA NSCED § char 6
SA Study start date ddmmmyyyy
SA Study end date ddmmmyyyy
SL Study Status char 1
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List of look up files to supply

Files containing lockup codes:

Table name Y
1 allowance_code . . =
2 ethnicity_code
3 ethnicity_codes_all
4 iwi 2
5 iwi_original
6 loan_transfer_reason B _ ol
7 provider_code — y
8 qual_code . 2 i
9 resident
10 study_status_code
Technical Contacts and Policy and Relationship Contacts
Technical Contacts I Policy and Relationship Contacts
For the Ministry of Social Development
['Section S2)a) Robert Hodgson
Manager Reporting ~ insights MSD General Manager ~ Insights MSD
Phone; Section 92)a) Phone: Section 9(2)a@)
Mobile: Mobile|
Email; SSCten )@ 2 md govt.n2 Emall: " 9@@ o msd.govtinz
PR
For Stats NZ
Section 9(2)(a) i Anna McDowell
Acting Manager - integrated Data Service Delivery Senior Manager
Integrated Data Integrated Data
Phone; Section (2)a) Phone: SeciomSeXa)
Email: 9“'2-)(—?_‘§t§1§.govt.nz Emnail: Section 92Xa) ‘Dstats.govt.n
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Memorandum of Understanding ~ Supply of Ministry of Social Development data
to the Integrated Data Infrastructure

Schedule 3 - Supply of Youth Services and Transitions data

Purpose

1. The purpose of this Schedule is to define the process to provide the Integrated Data
Infrastructure (IDI) with accurate and ongoing supply of Youth Services and
Transitions data.

2. This schedule confirms the roles and responsibilities of Stats NZ and The Ministry of
Social Development (The Ministry) within the above process.

Responsibilities of each party

3. Stats NZ's responsibilities are:
3.1. All servers, transfer and backup tapes are physically secured.

3.2.To receive and store datasets from The Ministry on dedicated IDI servers and
provide the same security safeguards afforded any data collected by Stats NZ
and in accordance with any legal /.other constraints and any undertakings
made to data providers.

3.3.Stats NZ will ensure that the private key to decrypt the data is secured and
only released to authorised Stats NZ employees for purposes of decrypting
The Ministry datasets.

3.4.To comply with the security provisions set out in this schedule.

3.5.To ensure that/every'employee of Stats NZ complies with and observes the
provisions of the Statistics Act 1975 and in particular the provisions relating
to confidentiality and the security of information.

3.6.To return/the encrypted, password protected Iron Key containing the source
data, once the data has been loaded, formatted and checked. This process
will remain in place until such time as secure electronic transfer of the data
can be established in its place.

3.7wAccess to all identifiable (‘raw’) unit record data is restricted to Stats NZ
employees who require this access for development of the project, for
continued maintenance, and to investigate the use of administrative data to
create official statistics.

3.8.Access to all de-identified (‘clean’) unit record data in IDI project data
directories is restricted to Stats NZ employees who require this access for
development of the project and for continued maintenance, to investigate the
use of administrative data to create official statistics, and approved bona fide
researchers approved by the Government Statistician.

3.9.To undertake the linking of the source datasets, through both exact and
statistical matching.

3.10. To transform unique identifiers on the integrated dataset prior to access
by researchers.







6.3.

and the investigating party will keep the other party informed of progress;
and

If there has been a security breach, either party may suspend the operation
of Schedule 3 by notice in writing to give the other party time to remedy the
breach.

7. Use of The Ministry’s data for evaluation purposes

Zils

7.2

7.3.

7.4,

-5

The linked data is to be used only for statistical or research purposes and,
where applicable, a user of the data may also have obligations under the Tax
Administration Act 1994. In the case of programme evaluations, the results
produced may not be suitable for operational purposes such as informing

funding decisions.

Stats NZ and the Ministry agree that the linked data may be made available
to approved researchers for the purpose of undertaking/programme
evaluations, Programme evaluations may involve analysing.odtcomes for
individuals who have participated in interventions provided by.The Ministry or
third party providers such as training, courses, or other activities. Evaluations
are generally designed to explore whether or not_outcomes have been
achieved, and participants may or may not be compared with a similar group
that have not participated in the intervention.

Accordingly The Ministry consents, under Section 37A(a) of the Statistics Act
1975, to the linked data being used to perform programme evaluations and
for the results of these evaluations being shared.

Where there is an intention to use.tresults which may identify individual
programme providers, it will also’'be necessary to get written consent from
these individua! programme provider(s). (Likewise individuals will not be
identified without their consent.)

Requests by 3rd parties (agencies other than MSD and Stats NZ) for the

results of programme evaluations would be handled by the agency
undertaking the evaluation)(which may be subject to the Offictal Information

Act).

Signatories
Signed for and on<behalfiof The Ministry of Social Development/ Te Manati Whakahiato

Ora

!27/—/ Date q /7/{2

Robert Brian Hodgson

General Manager, Insights MSD

Signed for and on behalf of Stats NZ / Tatauranga Aotearoa

Anna McDoweli

Senior Manager, Integrated Data Infrastructure




APPENDIX 3 Youth Services and

Transitions

As at March 2018

List of tables to be supplied

—
e S Table Name N R, L
1 MSO Youth Service Spells B Vo
2 . MSD Youth Service NEET risk N » A
3 o | MSD Youth Service clients ]
L4 | MSD Youth Service swns o

File format and delivery of data

File and delivery specifications

Data Encryption

Data files will be writtento a password protected WINZIP library on a
secure delivery device\The passwords will be supplied separately (i.e.
via email).

Delivery media

Secure data delivery through a device to be delivered by personal
hand delivery by nominated personnel, or through a business-to-
business link, as agreed by MSD and Stats NZ,

Delivery date In January, April, July and October every year.
Frequency of data supply Provided quarterly.
Period of data required Full resupply of data.

File naming conventions

Standard MSD file naming conventions.

Data file format

SAS data set or tab delimited text files

Further specifications

All mandatory fields contain no blanks, missing values have been left
empty (no characters such as spaces or '}, and all leading and trailing
blanks have been removed.

Description of the data to be provided

msdy yeuthservicespells

Length/Form
Column Required Data type at
Client_id Character 30
Client_id_type Character 4
Programme_name Character 100
Programme_code Character 10
Provider_name Character 50
Participation_sd Date dd/mm/yyyy
Participation_ed Date dd/mm/yyyy
Extract_date . Date dd/mm/yyyy
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Technical Contacts and Policy and Relationship Contacts

Technical Contacts | Policy and Relationship Contacts

For the Ministry of Social Development

Robert Hodgson
General Manager — Insights MSD

Manager Reporting — Insights MSD

For Stats NZ

Anna McDowell

Senior Manager

Acting Manager - Integrated Data Service Delivery
Integrated Data

Phone:
Email:

Integrated Data
Phone:
Email:
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3.12. To make available the linked dataset for access by approved Stats NZ
employees (including seconded external researchers) and bona fide
researchers through the Stats NZ microdata access services.

3.13. To ensure that the IDI statistical dataset is used for statistical or research
purposes only, as approved by the Government Statistician,

3.14. All information released, whether in the form of official statistical or
research outputs, will be required to meet Stats NZ's confidentiality

requirements.
3.15. To audit access to the data.

4. The Ministry’s responsibilities are:

4.1.To provide Stats NZ with encrypted data, metadata, and( Jookups as
described, in the manner and timeframe detailed in the Appenhdix to this
Shedule 4.

4.2.To provide Stats NZ the necessary key or tool to decrypt the data separately
from the data.

4.3.To nominate appropriate staff members and_enSure‘they are available to
answer any queries from Stats NZ concerning ‘the content or quality of
variables supplied.

4.4.To nominate appropriate staff members(to)create and maintain metadata
documentation in collaboration with_Stats’ NZ which will then be made
available to current and prospective IDI researchers.

4.5.To notify Stats NZ of any changes®to the data, processes, systems or
timeframes, and to be aware of'tfie impact of consistency on the dataset over

time.

4.6. To comply with the security provisions set out in Schedule 4 and to provide
confirmation to Stats ‘NZ/that it can and will comply with the security
provisions.

5. Until secure electronic transfer of the data can be established,

5.1.The Ministfyrdata will be written to a secure delivery device, and transferred
to Stats\NZ.by personal pick up by nominated personnel from Stats NZ or
The Ministry.

5,2.The passwords will not be written or carried with the data and no other stops
will be made by the person carrying the data.

5.3. Data media will be returned in the same manner,

6.-The.parties will ensure that if there is a breach of the security or confidentiality
requirements refated to fdentified information set out in Schedule 4, the following
actions are taken:

6.1, Each party must investigate and immediately notify the other party of any
actual or suspected unauthorised use or disclosure of any Identified
information exchanged pursuant to this Schedule 4; and

6.2. Where an investigation is undertaken under this clause by one party, the
other party will provide the investigating party with reasonable assistance,
and the investigating party will keep the other party informed of progress;
and






APPENDIX 4 MSD HOUSING DATA

As at March 2018

List of tables to be supplied
I

Table Name
MSD_IDI_Housing_New_Applications
MSD_IDI_Housing_Transfer_Applications
MSO_IDi_Housing_New_Applications_Households
MSD_IOI_Housing_Transfer_Applications_Households
MSD_IDI_Housing_Exits_From_Register
MSD_IDI_Housing_Register_Snapshot
MSD_IDI_Housing_Register_Snapshot _Households
MSD_IDI_Housing_Tenancy_Snapshot
MSD_IDI_Housing_Tenancy_Snapshot _Households
MSD_IDI_Housing_Tenancy_Exits
MSD_IDI_Housing_Register_Status_€hanges
MSD_IDl_Housing_Register_Status_CiEBE;S_Household

Win|iN||n{asjw |

b
(=]

-
-

-
~N

File format and delivery of data

File and delivery specifications

Data Encryption Data files'will be written to a password-protected WINZIP library on a
secure delivery device. The passwords will be supplied separately (i.e.

“via email).

Delivery media Secure data delivery through a device to be delivered by personal
hand delivery by nominated personnel, or through a business-to-
business link, as agreed by MSD and Stats NZ.

Delivery date ' In January, April, July and October every year.

Frequency of data'supply Provided quarterly.

Period of data required Full resupply of data.

File naming conventions Standard MSD file naming conventions.

| Data file format SAS data set or tab delimited text files
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LMT}T """""" B

; Preferred
| locations Y/N

Varchar 60 Household
S — . -J S o }_IYP_‘?____
MSO DI Housing_Transler Applications
Variable Data type Length Format Label
Date_of_application Varchar 9 ddmmmyyyy | Application
date
Application_ID Varchar 23 Caseid.from
CMS
Primary_applicant_swn Numeric 9 Primary
Applicant” s
SWN
Analysis_score_affordability Numeric 1 Affordability
Score
Analysis_Score_Adequacy Numeric 1 Adequacy
Score
Analysis_Score_Suitability Numeric 1 Suitability
Scare
Analysis_Score_Sustainability Numeric 1 Sustainability
! Score
Analysis_Score_Accessibility Numeri¢ RS Accessibility
Score
Analysis_Total_Score Varghar 3 Overall Score
~priority and
A postion
Main_Reason_Application Varchar 100 Primary
Reason for
applying for
housing
Household_Size Numeric 3 Number of
people
including
children in
household
Current jAddress_1 Varchar 60 Address fine 1
Current_Address_2 Varchar 60 Address line 2
Current_Address_3 Varchar 60 Address line 3
‘Current_Address_4 Varchar 60 Address line 4
Current_Address_S Varchar 60 Address line 5
(suburb}
Current_Address_6 Varchar 60 Address line 6
{city/town)
Current_Address_Postcode Varchar 60 Address
Postcode
Stated_Location_pref Varchar 250 First 10
preferred
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Type
‘Application_ID Varchar | 23 Caseid from CMS
Primary_applicant Numeric | 9 Primary Applicant’ s SWN
Household_Member_ID meric ] Households Member SWN
Forename Varchar 100 Firs name
Surname Varchar 100 Surname o
Applicant_Relationship Varchar 30 Role in Household
Date_of_Birth Varchar 3 Ddmmmyyyy | Date of birth
Gender il Varchar | 6 i) ‘Gender -
Ethoicity Varchar |40 | | Ethnicity per STATS 2005
Signatory_Flag Varchar |1 Signatory Y/N L
| Ethnc_Grp1 SNZ fnd | Numeric | 1 Ethnic Group 1 SNZindh, .
Ethnc_Grp2_SNZ_ind Numeric | 1 Ethnic Group 2.SNZind
Ethnc_Grp3_SNZ_Ind Numeric | 1 Ethnic Group 3.5NZ ind T
Ethnc_Grpd_SNZ_ind Numeric | 1 Ethnic Group'§ SNZ ind
Ethnc_GrpS_SNZ_ind Numeric 1 Ethnic Group S SNZ ind
Ethnc_Grp6_SNZ_ind Numeric | 1 B = Ethnic Group 6 SNZind
MSD_ID1_Housing_Exits_From_Register
Variable Data Length Format Label
Type
Exit_date Varchar 9 Ddmmmyyyy Date exited from Register
Application_tD Varchar 23 Caseid from CMS
Exit_Status_Text Numeric 15 Exit status (one of Housed or Exit
other
Exit_Reason_Text Varchar 100 Reason for exit
House_UID Varchar 100 Provider Property Reference
Prigrity Varchar 3 } Priority at exit
Register_startdate Varchar 9 Ddmmmyyyy Date came onto Register
MSD_IDISHCusing_Register_Snapshot
Variable DataType | Llength | Format Label
Date_of_snapshot Varchar 9 ddmmmyyyy Snapshot as at date
_Apptication_iD Varchar 23 Caseid from CMS
Primary_applicant_swn Numerie 9 Primary Applicant’ s SWN
Register_category Varchar 10 Register Category — Transfer or
Housing
Analysis_score_affordability Numeric 1 Affordability Score
Analysis_Score_Adequacy Numeric 1 Adequacy Score
Analysis_Score_Suitability Numeric 1 Suitability Score
Analysis_Score_Sustainability Numeric 1 Sustainability Score
Analysis_Score_Accessibility Numeric i ~ Accessibility Score
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MSD_ID!_Housing_Tenancy_Snapshot

Variable Data Length | Format Label
Type ]

Date_of_snapshot Varchar 9 ddmmmyyyy Snapshot as at date

Application_ID Varchar 23 Caseid from CMS

Primary_applicant_swn Numeric | 9 i Primary Applicant’ s SWN

Tenancy_reference Varchar 10 Provider Tenancy Reference;

Property Reference Numeric Provider Property Reference

Household_Size Numeric . Number of people including
children in household,

Tenancy_Address_1 Varchar | 60 Tenancy Address line.1

Tenancy _Address_2 Varchar | 60 Tenancy Address line 2

Tenancy _Address_3 Varchar | 60 Tenancy Address fine 3

Tenancy _Address_4 Varchar 60 Tenaniey Address line 4

Tenancy _Address_S Varchar [ 60 Tenancy Address line 5 (suburb)

Tenancy _Address_6 Varchar | 60 - Tenancy Address line 6

city/town)

Tenancy_Address_Postcode Varchar 60 Tenancy Address Postcode

Easting Numeric | 15 . Tenancy Easting co-ordinate of
Address (NZ MAP GRiD)

Northing Numeric | 15 Yenancy Northing Co-ordinate of
Address{NZ MAP GRID}

Tenancy_start_date Varchar 9 ddmmmyyyy Date tenancy started

Bedroom_Required_Count Numeric | 8 Number of bedrooms Required

Provider_type Varchar | 100 | Name of Provider

Household_Type Varchar .~ 4 60 Household Type

Assessabie_income ) Numeric | 12 12.2 Assessable income

Income_related_rent Numeric | 12 12.2 Income Related Rent _J

Rent_charged Numeric | 12 122 | Rent Charged 4

Market_Rent Numeric | 12 12.2 | Market{Agreed) Rent

Income_related_rent_subsidy Numeric | 12 | 12.2 | Derived income related rent

I R = | subsidy

MSD_I0I_Holsing_Tenancy_Snapshot _Householris

Variable Data Type | Length Format Label
Date_of_snapshot Varchar 9 ddmmmyyyy Snapshot as at date
“Application_{D Varchar 23 Caseid from CMS
10_primary_applicant Numeric 9 Primary Applicant’ s SWN
Household_Member_{D Numeric | 9 Households Member SWN
Forename Varchar 100 Firs name
Surname Varchar 100 Surname
Applicant_Relationship Varchar 30 Role in Household
Date_of_Birth Varchar 3 Ddmmmyyyy Date of birth
Gender Varchar 6 Gender
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Current_Address_3 Varchar 60 Address line 3
Current_Address_4 Varchar 60 Address line 4
Current_Address_5S Varchar 60 Address line 5 (suburb)
Current_Address_6 Varchar 60 Address line 6 (city/town)
Current_Address_Postcode Varchar 60 Address Postcode
?asting Numeric 15 Easting co-ordinate of Address
{NZ MAP GRID}
Northing Northing Co-ordinate of Address
(NZ MAP GRID)
Stated_Location_pref Varchar 250 First 10 preferred locations:
Bedroom_Required_Count Numeric |} 8 Number of bedrooms Réquired
No_Particular_pref Varchar 1 Over 10 Preferred locations Y/N
Household_Type Varchar 60 Household Type”

MSD_IDI_Housing_Register_Status_Changes_Household

Variable Data Length Format Label

Type
Change Date Varchar 9 Ddmmmyyyy Date status changed
Application_ID Varchar | 23 ) Caselid from CMS
D_Primary_applicant Numeric | 9 Primary Applicant’ s SWN
Household Member (D Numeric | 9 : Households Member SWN
Forename Varchar 100 I/ Firs name
Surname Varchar | 100__ 74 | Surname
Applicant_Relationship Varchar | 30 Role in Household
Date_of_8irth Varchar | 3 Ddmmmyyyy Date of birth
Gender Varchar 6 Gender
Ethnicity Varthar |40 Ethnicity per STATS 2005
Signatory Flag Vagchar, | 1 signatory Y/N
Ethnc_Grpl SNZ_Ind Numeric | 1 Ethnic Group 1 SNZ ind
Ethnc_Grp2 SNZ_Ind . Numeric | 1 Ethnic Group 2 SNZ ind
Ethnec Grp3 SNZ_Ind " Numeric 1 Ethnic Group 3 SNZ ind
Ethnc_Grp4 SNZ ind Numeric |1 Ethnic Group 4 SNZ ind
Ethnc_GrpS_SNZ_Ind Numeric | 1 Ethnic Group 5 SNZ ind
Ethnc_Grps SNZ Ind Numeric |1 Ethnic Group 6 SNZ ind
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Technical Contacts and Policy and Relationship Contacts

Section
Email:(g) mﬁ)stats.goﬂ.nz

Technical Contacts " Policy and Relationship Contacts
For the Ministry of Social Development
R Rob Hodgson
Manager Reporting - Insights MSD General Manager - Insights MSD
Phone; Secton (2)(a) Phane; Section 9(2)a)
Mobﬂ%ém o Mobiles:em o)
Email: @msd.govi.nz Email: @msd.govi.nz
For Stats NZ
szt IR Anna McDowell
Acting Manager - Integrated Data Service Delivery Senior Manager
Integrated Data Integrated Data
Phone; Section 9(2)a) Phone; Section 92)@)

Emajl: Section 9(2)(a) (‘ “Dstats.povi.nz
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Memorandum of Understanding ~ Supply of Ministry of Social Development data
to the Integrated Data Infrastructure

Scheduie 5 ~ Supply of Community Finance Initiative Data

Purpose

1. The purpose of this Schedule is to define the process to provide the Integrated.Data
[nfrastructure (IDI) with accurate and one-off supply of Community Finance Initiative

Data.

2. This schedule confirms the roles and responsibilities of Stats NZ and The Ministry of
Social Development (The Ministry) within the above process.

Responsibilities of each party

3. Stats NZ's responsibilities are:

o I
3.2

3‘3'

3.4.
3.5.

3.6.

3R

All servers, transfer and backup tapes are physically secured.

To receive and store datasets from The Ministry on dedicated IDI servers and
provide the same security safequards afforded any data collected by Stats NZ
and in accordance with any legal / other constraints and any undertakings
made to data providers.

Stats NZ will ensure that the private key to decrypt the data is secured and
only released to authorised Stats NZ employees for purposes of decrypting
The Ministry datasets.

To comply with the security provisions set out in this schedule.

To ensure that-@very.employee of Stats NZ complies with and observes the
provisions of the Statistics Act 1975 and in particular the provisions relating
to confidentiality and the security of information.

To return/the encrypted, password protected Iron Key containing the source
data, once the data has been loaded, formatted and checked. This process
will_remain in place until such time as secure electronic transfer of the data
can be established in its place.

Access to all identifiable (‘raw’) unit record data is restricted to Stats NZ
employees who require this access for development of the project, for
continued maintenance, and to investigate the use of administrative data to
create official statistics.

3.8.Access to all de-identified (‘clean’) unit record data in IDI project data

directories is restricted to Stats NZ employees who require this access for
development of the project and for continued maintenance, to investigate the
use of administrative data to create official statistics, and approved bona fide
researchers approved by the Government Statistician.

3.9.To undertake the linking of the source datasets, through both exact and

statistical matching.

3.10. To transform unique identiflers on the integrated dataset prior to access

by researchers.






6.3.

and the investigating party will keep the other party informed of progress;
and

If there has been a security breach, either party may suspend the operation
of this Schedule 5 by notice in writing to give the other party time to remedy
the breach.

7. Use of The Ministry’s data for evaluation purposes

71

7.2.

7:3.

7.4.

7.5.

The linked data is to be used only for statistical or research purposes and,
where applicable, a user of the data may also have obligations under the Tax
Administration Act 1994. In the case of programme evaluations, the results
produced may not be suitable for operational purposes such as informing

funding decisions.

Stats NZ and the Ministry agree that the linked data may be made available
to approved researchers for the purpose of undertaking” programme
evaluations. Programme evaluations may involve analysing. outcomes for
individuals who have participated in interventions provided by, The Ministry or
third party providers such as training, courses, or other activities, Evaluations
are generally designed to explore whether or not-eutcomes have been
achieved, and participants may or may not be compared with a similar group
that have not participated in the intervention.

Accordingly The Ministry consents, under Section 37A(a) of the Statistics Act
1975, to the linked data being used to perform programme evaluations and
for the results of these evaluations being shared.

Where there is an intention to use-results which may identify individual
programme providers, it will also be\necessary to get written consent from
these individual programme provider(s). (Likewise individuals will not be
identified without their consent:)

Requests by 3rd parties (agencies other than MSD and Stats NZ) for the

results of programme_ evaluations would be handled by the agency
undertaking the evaluation (which may be subject to the Official Information

Act).

Signatories
Signed for and on'behalf of The Ministry of Social Development/ Te Manatl Whakahiato

Ora

?Z'V/ Date ' ;2,08

Robert Brian Hodgson

General Manager, Insights MSD

Signed for and on behalf of Stats NZ / Tatauranga Aotearoa

ﬁ%\@LQ‘OQ Date O‘ / O("/ 38

Anna McDowell

Senior Manager, Integrated Data Infrastructure






Description of the data to be provided

Community Finance Initiative Data

CFI as at 30NOV2017

Column Required Data type Length
SITE_NAME char 255
PROGRAM_NAME char 255
SAMIS_CODE . ) char 255
GENDER char 255
COMMUNITY_SERVICES_CA

RD_NUMBER char 255
CLIENT_NAME_FIRST char 255
CLIENT_NAME_MIDDLE char 255
CLIENT_NAME_LAST char 255
OUTCOME_OF _INITIAL_INTE

RVIEW Y int 8
LOAN_STATUS char 255
LOAN_DRAWN_DOWN int 8
CLIENT_DATE_OF_BIRTH datetime 20
FIRST_INTERVIEW_BOOKED

_DATE datetime 20
FIRST INTERVIEW_ATTENDE

DLDATE Y datetime 20
DATE_APPLICATION_SENT datetime 20
LOAN_RESULT_DATE datetime 20
LOAN_AMOUNT_APPROVED decimal 8

LOAN_AMOUNT_DRAWN_DO
WN decimal 8

LOAN_DRAWN_DOWN_DATE datetime 20




Technical Contacts and Policy and Relationship Contacts

Technical Contacts

Policy and Relationship Contacts

For the Ministry of Sccial Development

Manager Reporting — Insights MSO

Phone:
Mobile.

eSS0 msd vtz

Robert Hodgson

General Manager - Insights MSD Q
O

Phone:

Mobile:
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For Stats NZ

&
R\

>
Integrated Data

Prone; B2
Emal!:'sxmxmm @

Q&

*

Acting Manager - Integrated Data Service Delivery C

cDowell
r Manager
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,QQ
S
%)
QG



Memorandum of Understanding - Supply of Ministry of Social Development data
to the Integrated Data Infrastructure

Schedule 6 - Debt Data

Purpose

1. The purpose of this Schedule is to define the process to provide the Integrated Data
Infrastructure (IDI) with a one-off supply of MSD debt data,

2. This Schedule confirms the roles and responsibilities of Stats NZ and The Ministry of
Social Development (The Ministry or MSD) within the above process.

Responsiblliities of each party

3. Stats NZ's responsibilities are:

3.1
3.2.

3.3.

3.4.
3.5.

3.6.

37

3.8.

3.9.

3.10.

All servers, transfer and backup tapes are physically secured.

To receive and store datasets from The Ministry on dedicated DI servers
and provide the same security safeguards afforded any data collected by
Stats NZ and in accordance with any legal /\other constraints and any
undertakings made to data providers.

Stats NZ will ensure that the private Key to decrypt the data is secured and
only released to authorised Stats NZ employees for purposes of decrypting
The Ministry datasets.

To comply with the security provisions set out in this Schedule.

To ensure that every employee of Stats NZ complies with and observes the
provisions of the Statistics Act 1975 and in particular the provisions relating
to confidentiality @and the security of information,

To ensure the secure transfer and storage of data is in accordance with the
Ministry’s standards, which will be at least as high as the current New
Zealand Information Security Manual.

Access'to all identifiable (‘raw’) unit record data is restricted to Stats NZ
employees who require this access for development of the project, for
continued maintenance, and to investigate the use of administrative data to
create officlal statistics.

Access to all de-identified {‘clean’) unit record data in IDI project data
directories is restricted to Stats NZ employees who require this access for
development of the project and for continued maintenance, to investigate
the use of administrative data to create official statistics, and approved bona
fide researchers approved by the Government Statistician.

To undertake the linking of the source datasets, through both exact and
statistical matching.

To transform unique identifiers on the Integrated dataset prior to access by
researchers.
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5.3.

Data medla will be returned In the same manner to The Ministry (i.e., if
used, to return the MSD-approved device containing the source data, once
the data has been loaded, formatted and checked).

6. The parties will ensure that if there is a breach of the security or confidentiality
requirements related to Identified information set out in this Schedule, the following
actions are taken:

6.1.

6.2.

6.3,

Each party must investigate and immediately notify the other party of any
actual or suspected unauthorised use or disclosure of any identified
information exchanged pursuant to this Schedule; and

Where an investigation is undertaken under this clause by one party; the
other party will provide the investigating party with reasonable assistance,
and the investigating party will keep the other party informed of progress;
and

If there has been a security breach, either party may suspénd the operation
of this Schedule by notice in writing to give the other party'time to remedy
the breach.

7. Use of The Ministry’s data for evaluation purposes

7.

7.2

7.3.

7.4,

7.5.

The linked data is to be used only for statistical or research purposes and,
where applicable, a user of the data may_also have obligations under the
Tax Administration Act 1994, In the case of programme evaluations, the
results produced may not be suitable for operational purposes such as
informing funding decisions:

Stats NZ and the Ministry agree that the linked data may be made available
to approved researchers for the purpose of undertaking programme
evaluations. Programmie evaluations may involve analysing outcomes for
individuals who have participated In Interventions provided by The Ministry
or third party providers such as training, courses, or other activities.
Evaluationsare generally designed to explore whether or not outcomes have
been achieved, and participants may or may not be compared with a similar
group that have not participated in the intervention,

Accordingly, the Ministry consents, under Section 37A(a) of the Statistics
Act. 1975, to the linked data being used to perform programme evaluations
and for the results of these evaluations being shared.

Where there Is an intention to use results which may identify Individual
programme providers, it will also be necessary to get written consent from
these Individual programme provider(s). (Likewise individuals will not be
identified without their consent.)

Requests by 3rd parties (agencles other than MSD and Stats NZ) for the
results of programme evaluations would be handled by the agency
undertaking the evaluation (which may be subject to the Offictal Information

Act).
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APPENDIX 6 DEBT DATA

As at January 2020

List of tables to be supplied

— — - e T — s

: Lﬂiiﬁﬁ“m‘é B e S AP B b s e T

T msd_debt_data_2008_2019

File format and delivery of data

; l-—v—-ﬂ-— P9y — — g S S—— Y

Data Encryption To comply with the Ministry a

SFTP - The sFTP servers used to transfer information must have valid
accreditation from the respective agency and use configuration as
agreed by MSD and Stats NZ. Data miust be‘encrypted in transit.

Alternative Method — If the MSD-approved device is used as an
alternative method, any data files will be written to a password-
protected WINZIP library on a secure delivery device. The passwords
will be supplied separately via a method accredited by MSD and Stats
NZ.

Delivery media To comply with the Ministry and Stats NZ standards.

SFTP <The delivery method of sSFTP will be as agreed by MSD and
Stats NZ.

Altérpative Method - if the MSD-approved device is used as an
alternative method then the device to be hand delivered by

nominated personnel.
Delivery date First Quarter 2020
Frequency of data supply One Off Supply
Period of data required Full supply of data going back to 2009
File naming conventions Standard MSD file naming conventions
Data file format SAS data set or tab delimited text files
Furtherspecifications The data has been designated as [N CONFIDENCE so should be

handled according to this classification
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Description of the data to be provided

Debt Data

msd_debt_data_2009_ 2019

'_:.,,;.:’.‘ '.._,““‘ IR T (e

ks Variable | Datatype’ | - Length
client_id Numeric
debt_id Numeric
debt_as_at_date Date
amount_incurred Numeric
amount_repald Numeric
amount_written_off Numeric

List of look up files to supply
N/A

Files containing lookup codes:
N/A

Description of the classification of data to'be provided

Classification: IN CONFIDENCE

Technical Contacts/Policy’and Relationship Contacts

Ll

g S

1 "[Policy andiRelationship Contacts .

f So;ldl evelopment

Name: Robert Hodgson

Position: General Manager - Insights MSD

For Statistics New Zealand
“Name: Will Bell Name: Anna McDowell
tntrated Data Service Delivery Position' f anager - Integrated Data

Phone: ™™
Mobite:
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Memorandum of Understanding = Supply of Ministry of Social Development data
to the Integrated Data Infrastructure

Schedule 7 - Wage subsidy information

Purpose

1. The purpose of this Schedule is to define the process to provide the Integrated Data
Infrastructure (IDI) with information relating to the COVID-19 wage subsidy.

2. This Schedule confirms the roles and responsibilities of Stats NZ and the-Ministry of
Social Development (the Ministry or MSD) within this process.

Responsibilities of each party

3. Stats NZ's responsibilities are:

3.1.
3.2

3.3.

3.4.
3.5;

3.6.

3 Z

3.8.

3.9.

3.10.

All servers, transfer and backup tapes are physically secured.

To receive and store datasets from the Ministry on dedicated IDI servers
and provide the same security safeguards.afforded any data collected by
Stats NZ and in accordance with any ‘legal / other constraints and any
undertakings made to data providers.

Stats NZ will ensure that the private key to decrypt the data is secured and
only released to authorised/Stats\.NZ employees for purposes of decrypting
the Ministry datasets.

To comply with the security‘provisions set out in this Schedule.

To ensure that every employee of Stats NZ complies with and observes the
provisions of the Statistics Act 1975 and in particular the provisions relating
to confidentiality and the security of information.

To ensure the secure transfer and storage of data is in accordance with the
Ministry’s standards, which will be at least as high as the current New
Zealand Information Security Manual.

Access to all identifiable (‘raw’) unit record data is restricted to Stats NZ
employees who require this access for development of the project, for
continued maintenance, and to investigate the use of administrative data to
create official statistics.

Access to all de-identified (‘clean’) unit record data in IDI project data
directories is restricted to Stats NZ employees who require this access for
development of the project and for continued maintenance, to investigate
the use of administrative data to create official statistics, and approved bona
fide researchers approved by the Government Statistician.

To undertake the linking of the source datasets, through both exact and
statistical matching.

To transform unique identifiers on the integrated dataset prior to access by
researchers.
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5.3.

The passwords will not be written or carried with the data and no other stops
will be made by the person carrying the data. In the case of hand delivery
of the Encrypted USB, email (Seemail) or Text message is allowed.

Data media will be returned in the same manner to the Ministry (ie, if used,
to return the MSD-approved device containing the source data, once the
data has been loaded, formatted and checked).

6. The parties will ensure that if there is a breach of the security or confidentiality
requirements related to identified information set out in this Schedule, the following
actions are taken:

6.1

6.2.

6.3.

Each party must investigate and immediately notify the other party. of any
actual or suspected unauthorised use or disclosure of any. identified
information exchanged pursuant to this Schedule; and

Where an investigation is undertaken under this clause by .one party, the
other party will provide the investigating party with reasonable assistance,
and the investigating party will keep the other party.informed of progress;
and

If there has been a security breach, either party:may suspend the operation
of this Schedule by notice in writing to,give the other party time to remedy
the breach.

7. Use of the Ministry’s data for evaluation purposes

Z.1.

7.2.

7.3.

7.4.

The linked data is to be‘used only for statistical or research purposes and,
where applicable, a user of the data may also have obligations under the
Tax Administration Act 1994,

Stats NZ and the'Ministry agree that the linked data may be made available
to approved researchers for the purpose of undertaking policy evaluations,
economic effects, or other research programmes that may be informed by
the wage subsidy information. This includes evaluations that are designed
to explore whether or not outcomes have been achieved, and participants
may or may not be compared with a similar group that have not participated
in the intervention.

Accordingly, the Ministry consents, under Section 37A(a) of the Statistics
Act 1975, to the linked data being used to perform these evaluations and
for the results of these evaluations to be shared provided that they do not
identify any individual business or employee.

Requests by 3rd parties (agencies other than MSD and Stats NZ) for the
resuits of evaluations would be handled by the agency undertaking the
evaluation (which may be subject to the Official Information Act).
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