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BETWEEN THE MINISTRY OF SOCIAL DEVELOPMENT
AND
THE INLAND REVENUE DEPARTMENT
FOR THE

SUPPLY OFINFORMATION FOR WORKING FOR FAMILIES
TAX CREDITS ADMINISTRATION

PURSUANT TO AN APPROVED INFORMATION SHARING AGREEMENT UNDER
PART 9A OF THE PRIVACY ACT 1993 AND
SECTION 81A OF THE TAX ADMINISTRATION ACT 1994
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a) 4 days after being deposited in the mail by the sender with all postage prepaid; or

b) on delivery when delivered by hand by or on behalf of the sender; or

¢) in the case of email, at the time the email enters the recipient’s information system as evidenced by a
delivery receipt requested by the sender and it is not returned undelivered or as an error.

d) if sent by facsimile when the sender receives a completed transmission report unless a verifiable query
as to material illegibility is promptly raised; or

Delivery by hand or transmission by facsimile prior to 5.00 p.m. on a Working Day shall be deemed effected
on the date of delivery or transmission, and delivery or transmission after 5.00 p.m. shall be deemed effected
on the next Working Day.

Each Party’s contact person, and the contact addresses to be used, in relation to this Memorandum as at the
Commencement Date are:

Ministry of Social Development Inland Revenue Department

PO Box 1556 PO Box 2198

Wellington 6140 Wellington 6140

The Aurora Centre Level 4, Asteron Centre

56 The Terrace 55 Featherstone Street
WELLINGTON WELLINGTON

Fax: (04) 918 0102 Fax: (04) 803 1765

Ph; Section 92)a) Ph; Section SCX

Email;Secton 92Xa) @msd.govt.nz Emails =2 @ird.govt.nz

A Party may change its contact person, or their contact addresses, at any time by giving the other party’s
contact person notice of the change.

ASSIGNMENT/SUBCONTRACTING

Neither Party shall assign, transfer, subcontract or otherwise dispose of any benefits, rights, liabilities or
obligations under this Memorandum or any part of this Memorandum without the prior authority of the other

Party.

Where a contractor, including a person contracted to provide services to the Party in the same or
substantially similar manner to the employees of that Party is engaged, it is a condition of providing the
authority referred to in clause 16.1 that the contractor be obliged by a suitable term in the relevant contract
for services to observe no lesser care, conduct, and confidentiality in relation to the information to which this
Memorandum relates as an employee of that Party would be obliged to observe.

REPORTING

Both Parties will. monitor the sharing of Information under this Memorandum and may report independently
within their respective organisations on the sharing of Information under this Memorandum.

As Lead Agency under the AISA, IR may be required by the Privacy Commissioner to report on the sharing
of Information under this Memorandum, including for the broader purposes authorised under the AISA.

To assist with IR’s reporting under clause 17.2, MSD will provide IR with relevant information regarding
the sharing of Information under this Memorandum.
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EXECUTED by the Parties.

Signed for Inland Revenue by:
Signa

Name: JOANNA CLIFFORD
Position: PROCESS INTEGRITY MANAGER, PROCESS INTEGRITY

Date: 49 I )'/Ig ’

Signed for the Ministry of Social Development by:

Name: RUTH BOUND
Position: DEPUTY CHIEF EXECUTIVE, SERVICE DELIVERY
On behalf of the MINISTRY OF SOCIAL DEVELOPMENT

I have a delegation under section 41 of the State Sector Act 1988 to sign for the Ministry.

Date: .23/5‘//8’
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Part B — Supply Techniques
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Matching Algorithm

The Matching algorithm for this Memorandum determines when Source Information transferred from (L
MSD to Inland Revenue about a particular person “Matches” the information held by Inland Revenue. %

If the Source Information “Matches”, then the two records are accepted as relating to the same person,\
following which Inland Revenue's information will be updated using the Source Information provided by
MSD, which will then result in further action (i.e. “a discrepancy”).

The Matching algorithm for this Match is set out in the table below, where a tick (¥') indicates cal
Match between the Source Information provided by MSD and the information held in Inland Revenue's
Records, a (-) indicated under SWN number indicates MSD Client number not supplim@\dSD and a
cross (%) indicates a difference between the information: N

In the event that there is n , Inland Revenue will investigate why the Source Information has not
Matched, which may ind%. ing MSD to attempt to identify the reason why no Match has occurred
in relation to th.:@or tacting the individual (based on the Source Information details) to attempt

to confirm the n that no Match has occurred.

O

Uniquz@ﬁers
Uni ifier belonging to Inland Revenue, the IRD number, will be used as part of the Matching

ithm, and where held by MSD will be transferred as part of the file provided to Inland Revenue. It is
ed that the use of this Unique Identifier is essential to the success of this Memorandum.

MSD Client numbers, created and assigned by MSD will be supplied by MSD to Inland Revenue and used
as part of the Matching algorithm for this Memorandum. Inland Revenue will store this number on the
Inland Revenue database on the identified individuals file for future use under this Memorandum.

In the event that Inland Revenue needs to query the accuracy of a discrepancy or investigate a possible
processing error with MSD, the IRD number and the MSD Client number will be used to assist in correctly
identifying the individual concerned.
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Annex B Description of the data fields to be used under this Memorandum

Thisis the updated list of information that IRD are going to receive from the MSD information transfer. Not all the information will be provided in each transfer. The
field isrequired to be left blank if information is not available.

SBSRC, SBFTZ, SBZC and batch actions).

e  Valid values are:
“Weekly"
“Fortnightly”
“Annually”
Note: IR will automatically default to Annually if blank.

Only required with a Suspend or Cancel transaction.
Not set for OB/UCB as it doesn't apply to OB/UCB

No. | Data item Field Attribute | Description Tag in the XML file
. sent from MSD to IR
1; Action code Alpha An indicator to denote the change in circumstances that affect the FTC or | ActionCode
BSTC
e  Values are:
“S" - suspend,
“C" - cancel,
‘R” —resume,
“G” - grant,
“I” —include,
“E” — exclude,
“S”, “C”, “R" and “G" are for main Benefits and OB/UCB.
“1”,“E” are for OB/UCB only.
2. IR frequency of Alpha The payment frequency which IR will use for paying FTC/BSTC to the PaymentFrequency
FTC/BSTC payment client. It will be captured for Benefit suspension/cancellation (in SBSR,
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If MSD is not paying extended FTC/BSTC,

1)

If Benefit was granted/resumed and suspended/cancelled and
these two actions were done on same pay period prior ta the IR
extract:

last FTC/BSTC payment date = “blank” if suspend/cancel effective
date is from start of pay period

last FTC/BSTC payment date = next regular payment due date if
suspend/cancel effective date is after the start of pay period

If Benefit is suspended/cancelled effective from start of current
pay period, or past pay period (in this case FTC/BSTC was
overpaid), last FTC/BSTC payment date = regular payment due
date based on action date: OR

If Benefit is suspended/cancelled effective in the next pay period
(eg: via expiries), last FTC/BSTC-payment date = regular payment
due date based on effective date.

Only required with a Suspend or Cancel transaction.
Not set for OB/UCB as it doesn’t apply to OB/UCB
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5. FTC/BSTC MSD 1 Numeric This is the number of weeks MSD will pay extended FTC for. It will be FTCBSTC
Payment Extension captured for Benefit suspension/cancellation (in SBSR, SBSRC, SBFTZ, PaymentExtensionWeeks
and SBZC).

e Valid values are:

0 — Don't extend MSD FTC payment

2 — MSD extends FTC payment for 2 weeks
3 — MSD extends FTC payment for 3 weeks
4 — MSD extends FTC payment for 4 weeks
5 - MSD extends FTC payment for 5 weeks
6 — MSD extends FTC payment for 6 weeks
7 — MSD extends FTC payment for 7 weeks
8 — MSD extends FTC payment for 8 weeks

Only required with a Suspend or Cancel transaction.
Not set for OB/UCB as it doesn't apply to OB/UCB

6. Gross Benefit Rate of 10 Numeric, 2 | This is the weekly gross rate of Benefit as at the time of extract. CurrentRate
payment Decimal
e  Only required with a-Grant or Resume transaction.
e  Not set for OB/UCB as it doesn’'t apply to OB/UCB

T Reason code for Benefit | 3 Numeric This is the reason for suspension or cancellation of the Benefit. CessationReasonCode
cessation
e _ Onlyrequired with a Suspend or Cancel transaction.
¢ Not'set for OB/UCB as it doesn't apply to OB/UCB

8. Service Type 6 Alpha Service type of the Primary carer, e.g. JS -~ Jobseeker Support. TypeOfService

. This is required for all actions

9. System date and time Date Date and time the action took place. ExtractDate
and time
(CCYY-MM-
DDTHH:MM:SS

Primary Carer SWN 9 Numeric The MSD unique identifier for the client. CustomerID

Page 22 of 44





















9 Numeric

28. Primary Carer Benefit Date This is the Primary carer’s actual Benefit start date. StartDate
Start Date (CCYY-MM-DD)
e  Only required with a Grant or Resume transaction.
. Not set for OB/UCB as it doesn't apply
29. Primary Carer Benefit Date This is the Primary carer's actual Benefit end date. CessationDate
End Date (CCYY-MM-DD)
e  Only required with a Suspend or Cancel transaction.
e  Not set for OB/UCB as it doesn’t apply
30. Primary Carer No. of 2 Numeric Estimated Number of hours Primary Carer will be working. HoursWorked
Working Hours
. Default value is 0
o Family Qualifying hours are: 30+ hrs Couple or 20+ for Sole Parent
o Only required for Suspend or Cancel transaction with In-Work
Reason Code
° Not set for OB/UCB asit doesn’t apply to OB/UCB
31. Primary Carer Weekly 10 Numeric, 2 The amount of gross weekly salary/wages that the client receives. Weeklylncome
Income Decimal

B Default value.is 0

¢  Only required for Suspend or Cancel transaction with In-Work
Reason Code

e  Notset for OB/UCB as it doesn’t apply to OB/UCB

The partner's SWN number held by MSD.

o Not set for OB/UCB as it doesn’t apply to OB/UCB.

{

l

Information about the primary carer’s partner
32. Partner SWN

PartnerSWN, CustomerlID

33.

Partner salutation

4 Alpha

This is the partner's title e.g. Mrs etc.

e  Set blank if there is no title
° Not set for OB/UCB as it doesn’t apply to OB/UCB.

Title
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41,

Partner Gross income
from Benefit since
Benefit start date
excluding all non-
taxable allowances

10 Numeric, 2
Decimal

The amount of Benefit received since Benefit start date.

Income will be from the cancel/suspend date back to the last “stop™action

extracted for that client record to IR.

o If the last extract for that client was in a previous tax year then go
back to 1 April of the current tax year.

o The calculated income is the income recéived within the
current tax year, regardless of what period that income
covers. E.g. For a weekly Benefit, payment paid on 3/4/08
covers the period 24/03/08 to 30/03/08 but will be included as
income received since 1/04/08.

o [f there was no previous stop extract and the client record commenced
within the tax year, then go back:to the grant date.

o If there was a previous STOPextract IN THE CURRENT TAX
YEAR then we go back to Benefit after the last STOP date (ie:
STOP date + 1 day)

o If there was NO previous STOP extract IN THE CURRENT
TAX YEAR:-and the client record commenced within the tax
year, then we goback to the 1/4

¢ This will be regardless of any previous taxable Benefit code (e.g. NQS
and any other'non-accepted' Benefit will be included in the income
calculation)

o This will be regardless of any period where the client record may not
have met the 'FTC transfer criteria’, e.g. if children were only included
halfway through a Benefit record, or if a previous Benefit had no
children included, or a previous Benefit was cancelled or suspended
for a 'non-accepted’ reason code - if any of these occurred during the
period that we calculate income, then we still include the Benefit paid
during this time.

The amounts that will be included in the income calculation are:
o Regular payments and arrears
o Manual ad hocs
o Withdrawals that were processed before the extract.

*  Only required with a Suspend or Cancel transaction.
. Not set for OB/UCB as it doesn’t apply to OB/UCB.

ServiceTaxtotal
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42. Partner Benefit start Date This is the start date of the partner's Benefit. StartDate
date (CCYY-MM-DD)
o Only required with a Grant or Resume transaction.
¢ Not set for OB/UCB as it doesn'’t apply to OB/UCB.
43. Partner Benefit end date | Date This is the end date of the partner’s Benefit. CessationDate
(CCYY-MM-DD)
° Only required with a Suspend or Cancel transaction.
. Not set for OB/UCB as it doesn’t apply to OB/UCB.
44, Partner No. of Working | 2 Numeric Estimated Number of hours Partner will be working. HoursWorked
Hours
e Defaultsto O
e  Family Qualifying hours: 30+ hrs Couple or 20+ for Sole Parent
e Only required for Suspend or Cancel transaction with in-Work
Reason Code
e  Not set for OB/UCB as it doesn't apply to OB/UCB -
45, Partner Weekly Income | 10 Numeric, 2 The amount of gross weekly salary/wages received by the partner. Weeklylncome
Decimal
e  Only required for Suspend or Cancel transaction with In-Work
Reason Code.
. Not set for OB/UCB as it doesn’t apply to OB/UCB.

Child’s information

. For grant, suspend, resume, cancel of the main Benefit, the child’s information is required:
o for all children included in the Benefit, which could either be linked to the client and/or partner at the time of action; and
o if client/partner is receiving BSTC for at least one OB/UCB child, include all the children included in the OB/UCB, which
could either be linked to the client and/or partner at the time of action.

o For child inclusion or exclusion existing rules apply, ie. the child’s information is only required for the child being included
or excluded.
° For grant, suspend, resume, cancel of the OB/UCB, existing rules apply.
46. Child first names 22 Alpha This is the child’'s given names, B - FirstName
47. Child surname 22 Alpha This is the child’s surname. LastName
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MSD Public Key IRD Public Key

IRD Public Key MSD Public Key
IRD Private Key . MSD Private Key
L .

Figure 1: Public key exchange

Encryption/Signing Prior to Transmission by MSD

Prior to the data file being transmitted to Inland Revenue via B2B it will be digitally signed and encrypted
using the OASIS governed “Message Security v1.0” standards. EGIF endorses this as “Recommended”.

Decryption at IRD

Once the data file is delivered into Inland Revenue's core IT production environment, IRD's private key is used
to decrypt the encrypted message.

The message's digital signature is verified by decrypting the message digest that was encrypted with MSD's
private key. This ensures that it was signed by, and therefore originated at, MSD.

The following diagram shows the Web Service process used to secure messages sent to Inland Revenue from
MSD.

MSD Data Level IRD
Encryption
\
1 A 2;kabakb4s "' <abc>
<08t> Kbjb5445;1k | |  Intemet | <def>
45;41k5)4;d \ "G | | |
<def> I 1 ‘ <def>
<abc> ' . <abc>
|
———— | |
Signed with MSD Signature verified
Private Key with MSD Public Key
Encrypted with IRD Decrypted with IRD
Public Key Private Key

Figure 2: End to end security

Inland Revenue core IT production environment

Access to programs and data with the Inland Revenue core IT production environment is strictly controlled and is
managed by a small specialist team in IT, our Enterprise Application Integration (EAI)team. General staff donot have
access to data (and data files) received from MSD.

The new (B2B) channel uses a generic URL hosted by Inland Revenue that is shared with all of IRD's B2B trading
partners. However MSD files contain a subject which uniquely identifies the message and how it should be
channelled, ensuring correct processing. Inland Revenue also has a mechanism in place to prevent duplicate requests
being processed.

Access to the MSD file is limited to read-only and cannot be modified in any way before it is processed.
The current level of security that was implemented for the SEE Mail Information Exchange with MSD has not been
degraded.
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