MINISTRY OF SOCIAL
DEVELOPMENT

TE MANATU WHAKAHIATO ORA

17 JUL20v

Dear

On 17 March 2017 you emailed the Ministry requesting, under the Official
Information Act 1982, the following information:

* Request for copies of any advice received by MSD as to the consideration
of a privacy impact assessment in relation to the collection and use of
individual client level data in social services contracts.

* Any correspondence and reports on a privacy impact assessment in
relation to the collection and use of individual client level data in social
services contracts.

As part of the implementation of the Community Investment Strategy, the
Government is committed to progressing a social investment approach to social
service funding. The Ministry wants to ensure that the right people are getting the
services they need and that they get the best outcome possible, particularly the
most vulnerable New Zealanders. The Ministry also needs to ensure taxpayers’
money is invested where it has the most positive impact, and that decisions are
made based on evidence. To do this, the Ministry needs to gather sufficient data
from providers about the clients they work with.

As you will be aware, in early April, the Ministry of Social Development detected an
issue with the Government shared workspace that would be used (as a temporary
solution) to upload client level data. As a result, access to this shared workspace was
suspended on 4 April 2017.

A review of the Ministry’s decisions relating to the IT system used to capture ICLD
was led by an independent reviewer. The outcome of this review was released
publicly on 16 May 2017. Whilst the report confirmed that no privacy breach of any
personal data had occurred the Ministry has accepted that there are useful lessons to
be drawn from the report, particularly in regard to governance structures relating to
the project. Further information regarding the independent review can be found on
the Ministry’s website here: www.msd.govt.nz/about-msd-and-our-work/newsroom/
media-releases/2017/no-privacy-breach-says-independent-review.html

Future work regarding client data will be led by the Social Investment Agency. An
advisory group will provide oversight and lead the work to identify, evaluate and
recommend a robust approach. It will bring together a number of agencies, as well
as the Government Chief Information Officer, the Office of the Privacy Commissioner,
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and independent data consultants. The advisory group will ensure that appropriate
security and privacy assessments are completed. It will also identify and approve risk
mitigation, and develop and oversee engagement with key partners.

The following attached documents refer to two privacy impact assessments for work
that has now been superseded. One was for a proposed system, the trial for which
was discontinued following low user acceptance testing. The other was for the second
phase of data collection, which was to be moving from collecting anonymised client
data to the collection of identifiable client data:

Date Title
29 September 2016 Aide-Memoire: Update on the Collection of ICLD
21 December 2016 Email: OIA response
3 March 2017 Email: ICLD request — Provider numbers
15 September 2016 Email: Feedback from [title partially redacted]
6 October 2016 Email: Client level data
11 October 2016 Email: Client level data discussion
11 November 2016 Email: [title partially redacted] PIA
15 November 2016 _fIE_Vn:c?ll: Privacy Impact Assessment (PIA) ICLD - Phase
8 December 2016 Email: CICI PIA
13 December 2016 Email: Re: Privacy Impact Assessment - CICI
13 February 2017 Email: ICLD collection report (spreadsheet)
28 February 2017 Email: ICLD Privacy Impact Assessment

Please note, the email titled ‘OIA response’, dated 21 December 2017, contains a
summary of the communications and advice provided verbally by the Office of the
Privacy Commissioner to the Ministry, written by the Office of the Privacy
Commissioner as part of a response to an Official Information Act request.

Two additional documents, ‘Status Update on Community Investment’s collection of
client level data and the supporting information communications technology’, dated 1
September 2016, and an Aide-Mémoire ‘Individual client level data’, dated
24 February 2017, contain mention of the privacy impact assessment. These
documents are intended to be released on the Ministry website soon.

The principles and purposes of the Official Information Act 1982 under which you
made your request are:

» to create greater openness and transparency about the plans, work and
activities of the Government,

e to increase the ability of the public to participate in the making and
administration of our laws and policies and

e to lead to greater accountability in the conduct of public affairs.

This Ministry fully supports those principles and purposes. The Ministry therefore
intends to make the information contained in this letter and any attached documents
available to the wider public shortly. The Ministry will do this by publishing this letter
and attachments on the Ministry of Social Development’s website. Your personal
details will be deleted and the Ministry will not publish any information that would
identify you as the person who requested the information.
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If you wish to discuss this response regarding a privacy impact assessment relating
to the collection of individual client level data with us, please feel free to contact
OIA Requests@msd.govt.nz.

If you are not satisfied with this response, you have the right to seek an
investigation and review by the Ombudsman. Information about how to make a
complaint is available at www.ombudsman.parliament.nz or 0800 802 602.

Yours sincerely

Nadine Kilmister
Director of the Office of the Chief Executive

Page 3 of 3




DEVELOPMENT

TE MANATU WHAKAHIATO ORA

: 4@ MINISTRY OF SOCIAL

Date: 29 September 2016 Security Level: IN CONF @ @&
NN

For: Hon Jo Goodhew, Associate Minister for Social D nt

4

V
Update on the collection of Individua@@e a

Purpose This aide-memoire provides \%

meeting of the NGO Advisg (o ber) on the
collection of individual i%vl dat als the
likelihood of a broad lsdebat opic as a result of

Financial Capability (BFC) services.

\
meetings are held

RQU R
Q\: an update of Ministers key

tWwaq workstreams that are likely to generate
E e Th irement for all providers to collect individual

client level data by 1 July 2017, on the basis that it can
V VUsed on an identifiable basis for specific purposes
@ he letting of contracts for the new BFC services from 1

Background

November which will include the collection of identifiable
client level data for use on an unidentifiable basis until

@ 30 June 2017, followed by use on an identifiable basis
from 1 July 2017.

Data ownership has been an on-going discussion with the
Group, along with discussions concerning the ethical and legal
issues of shared customer data. At the most recent meeting, CI
staff outlined the intent to collect individual client level data
requirements will and use it in an identifiable way for specific purposes. The

be perceived and Group expressed the following particular concerns with this
received by the intent:
NGO sector

o the impact on the trust that customers, particularly
those who are difficult to engage in support services,




will have in providers

s compliance with the requirements of the Privacy Act and
the consent that they believe will be required from
customers

s the provision of client’s personal information to the
Ministry

o the ethics of providers not receiving funding if clients do
not consent to share persbnal data, and the financial
impact on them

e the safety of data being shared between ers and
CI, and the risk of personal information c!ose

» the cost to providers of a new data system

o the likely quality of the data coll n the ﬁn

pressures the Group argue that pro rs are
s the potential for internatio {

strong public reaction fr
with the Government '
issues.

None of the iss the debate about the
use of identifiabl d it is fair to say that the
sector is d ﬂ: ed in their x is. Ministers have strongly
and re C i
con

%cjal

signalling this ices.

mt:_nt toa “;h We will |® a clause on the requirement to collect individual
audience é‘ cli lev data. Given these are multi-year contracts we will

next m I the intent to move from using this data in a non-
% able way (which is the case for the current financial

ar) to using it on an identifiable basis from 1 July 2017.
@ We intend to include a clause in the contract that signals this

We will be % int \és of finalising the procurement of new BFC

intent and briefly outlines that we will work through the
privacy, practical and ethical aspects of this approach over the
next six months.

This approach is consistent with the approach we outlined in
our recent briefing to you on this topic [REP/16/9/1137 refers].

We are committed We have work underway to advance how we implement this
to implementing data collection requirement:

the client level
data collection
requirements

¢ we are engaged with the Social Investment Unit (SIU)
on what they have learned through their work on client-
level data collection, including their work with key
stakeholders in this area such as the NZ Data Futures




There is a risk of a
public reaction to
the collection and
use if identifiable
data and we are
preparing for it

Forum, the Privacy Commissioner and the GCPO

» we have included the Lead of the SIU on the governance
of our prototype project for results-based contracting,
which includes a specific focus on data collection and will
draw on their expertise in our work with providers

* we are working on a Privacy Impact Assessment (PIA) to
identify any potential privacy risks and mitigations. We
will engage with the Privécy Commissioner on the PIA

and align it with the PIA work that the SIU already
progressed.

In addition to the advice of the Group, we Both

informal and formal feedback that provi wH{ saise thei

concerns about the data collection require i ded

use with you directly and in the p
Trevor McGlinchey, in his capacjty

about the necessi

3 from providers
if data if we are to
make better invest ar¥iges and to improve
those services.

We have @reparing a‘comimtinications plan to manage our
respor{%% to tHese co The communications plan will

incl essagea

C
C

@ e pu nd importance of client level data
@ ollecti etermining what works best for particular

th
the benefits that we expect customers and providers will
%ﬁ? from the analysis of the data we collect

e fact that other parts of the social sector operate in

% ow effective these services have been for
e

a sense of what we will use identifiable client level data

g@ %‘; this way already - like Health, Work and Income

for and what we won't, that this is a first step which will
be closely managed across Government with input from
the Privacy Commissioner.

<
o) \@nse at
t@ge is
Ii by what we

can definitively say
at this stage

Ideally, we would be able to give the public (including
providers, and current and potential clients) a clear idea of
when we will and won’t be using individual client level data on
an identifiable basis. That picture would potentially limit the
scope of public concern, and focus the debate on how the data
is collected, managed and used.

There is an ongoing public discussion being progressed through
the Data Futures Partnership, and ongoing discussion between
Ministers, over the past two years about the nature and use of




identifiable data by Government. As part of this work the SIU
have been working with the Privacy Commissioner and the
GCPO on how the matching and analysis of data needs to be
managed so that clients’ privacy rights are protected. This work
is being progressed through a Privacy Impact Assessment
(PIA).

Until we have clarity, we will have to refer to the process as

evolutionary with careful consideration with the appropriate
parties such as the Privacy Commissioner and the X &

involved as the principle mechanism for resolvi will b
testing how to manage the data collection apd ana hrou@
the prototype we have on results-based acting.

explore how best to engage with existi e

as the NZ Data Futures Forum on pr ical s to culfect and
use identifiable data.

We will work with  We are meeting with the budget’s Y t(o\eg)rella

the BFC sector to groups on Thursday 6 O to engage
collect, manage providers in the collecti® use of client level
and use client level data. We have also g q-. i staff to use when
data negotratmg new/\c\: FC providers.
We will keep you We will liais WIth r offi reparation of the
updated as work communj plan for rocurement and the
with stakeholders broad che
progresses th the progress of the PIA process,

@ i€ commentary that may arise and our

oIt
\\

> o
Author: Peter \le:e/ral M% ommunity Outcomes & Services, Community

Investment

Inves

@

File Ref (h EP/ 16/9/1143

S

Respon ger li W)n Associated Deputy Chief Executive, Community




9(2)(a

From: 9(2)(a)

Sent: Thursday, 22 December 2016 5:30 p.m.

To: 9(2)(a)

Cc:

Subject; RE: OIA response

Hi[9(2)(a)

Further to my earlier email I can confirm that the proposed response below is rately &
summarises the conversations that other Community Investment and Policy been lye
in.
Thanks, %z %
l9(2)(a)l || General Manager Advisor, Community Outcomg

Community Investment | Ministry of Social Development - T i ATF A

DDI9(2)(a)l | The Aurora Centre, 56 The Terrace | P O Box

TM ” ® MEDPurpose:

We help Mew Tealandars to #&Ip themselves tobe safe, stropg sad

crred Ko ta matol he whaksmana fangats Kis b8 haemany, bia 106 X

PP Piease consider the environment before printing this email %

From: [9(2)(a) | ~
Sent: Thursday, 22 December, 2016 2:49 P
To:9(2)(a) |
Subject: RE: OIA response

Hi () (a) @

I received you voicemails, I’ aiti his pastja(2)(Hhefore I give you a formal response.
He’s due back from a ing ‘shortly s& Id be able to get back to you reasonably soon.

<

From: 9(2}a) | \%
Sent: Wedpesday; 21 De@ 16 3:12 PM

To: 9(2)(&1}}\ >
Cc:

Subject: RE: O? §

he email. For the meetings | have attended, your summary reflects my recollection of the discussion

with OPC.

As Community Investment have had other meetings with OPC, which | have not attended, | have asked
review your summary as well.[9(2)(a}vill get back to you tomorrow.

Many thanks for the opportunity to comment.

Kind regards, and have a great break.




MI

9(2

Director Information Sharing

Information Privacy, Policy and Practice

Ministry of Social Development - Te Manatd Whakahiato Ora

D29(2)a
DD
MH
From 9(2

Sent: Wednesday, 21 December 2016 2:43 p.m

To:[9(2)¢a)] |
Subject: OIA response

Hi, as discussed here’s the proposed response to the OIA request we've received. D mar ac@

reflect your recollection of the advice / discussions?
zg :: December 2016. You
which required service

“Back in October the Ministry of Social Development i 1mp z ew cofs
providers such as rape crisis centres and women's refu@ ea\pe snal information on their clients. A

Thanks

Thank you for your request under the Official Information Act
requested information as follows:

news article on the move is here:

http://www.nzherald.co.nz/nz/news/article.cfm?c id= jectid=1
I would like to request the following mform nder the OI O

¢ all communications and advic o o lssue
Section 18(c) of the Official Inform aII uest to be refused if making the information
available would be contrary to the of a d enactment. Here, section 116(1) of the Privacy Act
applies. Section 116(1) requir ecy in respect of all matters that come to our knowledge
when we are carrying out f (3 und ty Act. | have however a discretion under section 116(2) to

t thlS isne to give effect to the Privacy Act.
dlSC sions wit MSD about this issue. | have decided to provide you with a
ons 3 d a ovided to date, but otherwise to withhold the information you

data to be used in an anonymised form for analysis and research under

F)i).

e MSD nee e clear information about what was being collected and why. This includes how
datam sed beyond July 2017, during “phase two” of this project. It may be difficult for NGOs
toc itkrthe principle 3 of the Privacy Act if the purpose for collection and use had not been

carydefined by MSD.

o R .@ g NGOs to provide client data as a condition of receiving funding may have the negative
uninténded consequence of deterring people in need from approaching support services. MSD
should therefore consider making it possible for clients to opt-out of having their information
provided to MSD without impacting on the funding received by the NGO. It is likely that only a small
number of people would chose to opt-out, but knowing how many people take this option will
provide valuable information to MSD about the level of public comfort with this policy.

¢ ltis important to have good trust relationships and transparency between NGOs and MSD and
there may be unintended consequences arising from funding being dependent on providing all
client data.




We have recommended that MSD conduct an independent privacy impact assessment to assess
the risks in this policy.

My advice on this matter is ongoing. | am keeping a close watch on this issue and liaising with both MSD and
concerned NGOs, and | may make a public statement in due course.
You have the right to ask the Ombudsman to investigate and review my decision.

Yours sincerely

lo(2)ta)] ] Team Manager, Policy and Technology

Office of the Privacy Commissioner Te Mana Matapono Matatapu @
PO Box 10094 | Wellington 6143 | New Zealand
Level 8] 109-111 Featherston St | Wellington 6011

DDi[9(2)fa) | www. privacy.org.nz

Privacy is about protecting personal information, yours and others. To find out how, and to stay

us online. ié w

Caution: If you have received this message in error please notify the sender immediat: ater this me

infermed, stibscribe to ewsleler or follow

ith any




L

Out of Scope

Begin forwarded message:

From: 9](‘22@%
Date: arc at 2:03:

To:[9(2)(a)| NN AN v
Cclo(2)(a) N ISN\\\4
Subject: RE: ICLD request - Provider numbers \%Q}
HiB2)(3) @ i ; >

Hope all is well with you. As you

Cheers,

Y

Qs

9(2)(a)
Senior Policy-A

Office of

<

ellington, New Zealand

T 9(2)(a)

E p(2)(a) <
http:// V-1

|
nz

m the
we were wondering whether MSD lised ag y

er has asked us to look into the collection of ICLD -
impact assessments on this issue?

i ealth)
h@i’ acy Co S Te Mana Matapono Matatapu
PO Box 10094 e Tera lington 6143
Level 8. 109 %& /

From:|9(2)(a)|

Sent: Thursday, 15 December 2016 12:57 p.m.
To:|9(2)(a)




Cc:9(2)(a)—— |

Subject: ICLD request - Provider numbers

Hi B23a)

When we met the other week|9(2)(#kked for the number of providers across all programmes and
services who currently have phase one ICLD reporting requirements in their 2016/17 contracts.

We have pulled a report which I transferred to the table below.

Out of Scope

ES

%
=)

v
Apologies for the delay in getting-thiy infor \o@hrough to you, I have been tied up this week with
pre and post workshop arrnif nerts. F pass this information on to
Unfortunately I don‘t hafe axdess to th% act details as I'm in Auckland today.

If ydu have any questi garding this please feel free to let me know.
Regards, V

;W/Mn % E er Advisor, Community Outcomes & Services
Inve i

| Miftistry of Social Development - Te Manatu Whakahiato Ora
DDI [9(2)¢a)} Centre, 56 The Terrace | P O Box 1556 | Wellington 6140

7 purpdat:

MR [Ew Tealanders to help hemselves to be safe, sbong and indspandent
r' tamatou he whakamana langata kiz H haemary, s 4 kaha, &is40 mouhake

P Please cn gnvironment before printing this email

This email and any attachments may contain information that is confidential and
subject to legal privilege. If you are not the intended recipient, any use, dissemination, distribution or
duplication of this email and attachments is prohibited. If you have received this email in error please notify
the author immediately and erase all copies of the email and attachments. The Ministry of Social
Development accepts no responsibility for changes made to this message or attachments after transmission
from the Ministry.




9(2)(a)

From: 9(2)(a) |

Sent: Thursday, 15 September, 2016 9:59 AM
To: 9(2)(a) - Privacy of another]

Cc:

‘Subject: RE: Feedback from{a(2)(a)

I think we just need agreement on'who's sub project the tasks fit under.

Cheers _ @A \\/
From:o(2)(a) |

Sent: Thursday, 15 September 2016 9:45 a.m.
To:9(2)(a
-Cc:

‘Subject: RE: Feedback from 9(2)(a) | @
This is really. goo‘d.in‘format’ion l‘-thank you:so much for comin@ Aharing tih: he project team.

I'can already see the additional tasks that are not on the:CLD datawo at'thi g

Are you.guys-happy for meto add these into'the-planordoy oadd Q/}@ Ives?
Kind Regards %

9(2)(a) “ @ @

Senior Advisor
Project Manager

CLD Project @
Ministry of Social Development
Phonei9(2)(a) % %

o S \§> o
Sent: Wednesday, 14 Sertempber 016 3:38%\
To:2(2)(a) N2 N\ |

Subject: Feedbackfromo(2)(a)l \\\l\y

W

9(2)(a)|
I y to seek sign-off of the Client Level Data section for the BFC

| met "‘f;l'h SD Legal) 40
Guidelines3(2)(a)} Ated witt2) (ajjprior to meeting with me and8(2)(ajhas given the following
Cl

Hi there

feedback. You y know this information, some of which sits outside my brief, but could be in

yours.
» for providers about the data collection tool should include Privacy Act Guidance for
> hould be a review undertaken of any of the controls required for MSD staff who will be
ing CLD

» How will data be quality managed? If the analyst identifies an error in client details, how will the
query be managed, because the contract manager does not see the CLD.

> Will the Ministry be seeking to evidence Consent is obtained?

> How will the Ministry manage a situation where a client withdraws their consent?

» How long will consent last?" This needs to be clear on a consent form.

> s the Ministry going to ask providers.to keep a record of the number of clients that refused to give
permission, and the reasons why?

» [f we are sharing CLD with other agencies we will need an Interagency Sharing Agreement.

> A Security Risk Assessment (SRA) and Privacy Impact Assessment (PIA) should he completed in

the new tool.
: 1







9(2)(a

From: 9(2)(a)

Sent: Thursday, 06 October, 2016 9:12 AM
To: b2@) ]
Subject: RE: Client level data

Thanks|9(2)(a)} most appreciated ®

From:; 9"”2 a)

Sent: Thursday, 06 October, 2016 8:55 AM
Toi9(2)(a)| |

Subject: RE: Client level data

Hilg(2)(d)

This PIA temp[ate is a work in progress — we are developing a new, impro = dy So, as of
today, this is the best we have.

Yell out if you need a hand.

Cheers
9(2)(a) @

Principal Advisor Privacy | Informatlon Privagy, Fol ractice\ Q¥ganisational Solutions
Contact: DDI{9(2)(a)

Level 6, The Aurora Centre, 56 The Terra

Our Purpose

We help New Zealanders to help th be 5 : nd independent,

Ko ta mdtou he whakamana t kaha, kia ti motuhake.

\

Please consider the environment befoke p t this email % chments

Avoid printing, or print double-sigédAl

From: BGHAIY %i

Sent: WedneSday, 5 O,c\ r 2616%4:20 p.m.

To (2)(a

CC-

Subject: RE: @?\\Qﬁal data

Hilo(2)(a}

2(2)(a)
As mentl ied earher I met with and9(2)(a)] |last week. I confirmed they have already drafted a

PIA and PEHR on the collection and use of CLD on an identifiable basis. My plan is to leverage off SIU’s
current iterations.

Are you able to provide me with a PIA template to complete?

In terms of messaging,[9(2)(a)| |is in the process of drafting the communication package for

ICLD collection. If you have access to any messaging across the other initiatives you've mentioned it

would be good fo to be able to review this so we can alignh messaging. Feel free to send what you
9(2)(a)

have through and and I can review it.

Thanks,




9(2)(a) ‘[ General Manager Advisor, Community Outcomes & Services

Community Investment | Ministry of Social Development - Te Manatu Whakahiato Ora
DDI [9(2)(a) | Level 17, The Aurora Centre, 56 The Terrace, Wellington 6140

‘m\;’&? ifgﬂ!ﬁ MED Purpose:
LNW' s h? We help Mew Zealanders to help hemselves to be safe, straog and indeperdsi

e S _ ) o o e
R 21 mig* Fo ta m3ou he whakamara langata kis 0 havmary, kis 10 kzha, kiz 10 motuhake
] | e

5% Please tonsider the enviranment before printing this email

Fromp@@

Sent: Friday, 30 September, 2016 7:31 AM

To:9(2)(a)

Cc:

Subject: RE: Client level data

Hilp(2)(d)l

I understand that Cl will be working with the SIU to design the privacy components of the overall solution. You'll
need to do a privacy impact assessment, so [ am assuming that/9(2)(a) ]will draft this for you. They’ll
need to work with our Privacy function to ensure they follow the Ministry’s processes — they can get in touch with
9(2)(a) for advice (cc’ed) and the PIA will need to be endorsed by our chief privacy officer

Can you please also ensure | am kept in the loop regarding any communications and advice to the Minister. We have
a number of other large information sharing initiatives underway and need to ensure that messaging and
approaches are aligned.

Many thanks,
9(2)(a)

Director Information Sharing
Information Privacy, Policy and Practice
Ministry of Social Development - Te Manati Whakahiato Ora

D2D9(2)(a)

DDI
MB

From: [9(2)(a) |

Sent: Wednesday, 28 September 2016 10:07 a.m.
Toij9(2)(a)
Cc;
Subject: RE: Client level data

Hi9(2)(9)

I am meeting with |9(2)(a)| | from the SIU tomorrow to progress this work. We intend to work
in partnership with them on the privacy elements to this work stream. In terms of the ICT side,
unfortunately, I am not able to assist with this as T am not sure where this has got to. I assume this

still sits with| __ [but|2(2)(a) | should be able to clarify.
9(2)(a)

9S2¥a§

From:

Sent: Wednesday, 28 September, 2016 8:28 AM

To:[9(2)(a)

Cc:

Subject: RE: Client level data




Thanks

As you move this work through, would I be able to see the PIA for this please.

Also when we get more into the IT solution and tatk with.would be useful if T.could see the C&A and SRA

assessment for the solution,

Many thanks
9(2)(a

9(2)(a) Senior DCE Advisor, Community Investment
DZD{gg 2)(a)

MSD Purpose:
We Telp New Zealanders to help themselves to be safe, strong and independent
Ko'ta matou he whakamana tangala kia ti haumaru, kia ta kaha, kia ta motahake

Fromi9(2)(a)l

Sent: Friday, 23 September 2016 9:56 a.m.
To:9(2)(a)
Cc:
Subject: RE: Client level data

We have been talking td9(2)(a)
Privacy Commission.

From:9(2)(a)] |
Sent: Friday, 23 September, 2016 9:38
To:9(2)(a)

o 2

Subject: FW: Client Tevel data

9(2)(a)
Hiya can one of you pleasgfesparid®s] |

Cheérs Q v
From

Sent X ptemkb 6\ »:04 p.m.
To: )

Subject: Citeni lev d&

Hi there @
Do you ho 'we have been engaging with from the Privacy team in 9(2)(a) area???

9(2)(a)




9(2)(a

From: lﬂlﬂﬂ]

Sent: Tuesday, 11 Octeber, 2016 9:48 AM
To: 9(2)(a)

Ce

Subject: RE: Client Level Data discussion

Hi2(2)(a)]
Weare in the process of revising it as part of our consultation process — we have one more ersation wit
to go so we will then revise the document and get it to you next week, @
Cheers @
9(2)(a g

Sent: Monday, 10 October 2016 2:56 p.m,

To:9(2)(a)

Ce:

Subject: RE: Client Level Data discussion

Thanks for this. I was wondering If you could
legal permissions for Data Exchange”?

9(2)(a)
I understand you gave -. hard cop§ @n
Thanks @

copy if possible.
9(2)(a) | @ &
Fromj9(2)(a) O N

Sent: Tuesday, 04 Octollek 2016.8:53 PM N
To:[9(2)(a)] ~

Subject: RE: Clie W\éudim ssibn\/

Hilg(2)(a)|

Sorry we

>

Just to update You — eeting with the OPCyesterday to discuss changing direction from consent towards

use of similar pur verdll the meeting was productive with OPC giving us some tips around improving the
framing of disg\%w eir issues remain about;

A nage the opt out provisions.and

‘Happy to discuss further.

i
al data will be managed once it is in the system to ensure that similar purpose is actually
to.

Cheers

9(2)(a)

From:9(2)(a)
Sent: Tuesday, 4 October 2016 3:19 p.m.




To:9(2)(a)|
Subject: RE: Client Level Data discussion

Hiva,

Now I am back my long weekend I thought it would be good to follow up our conversation from last
week.

Am I able to get a copy of the PIA and PHRAE documents as discussed? I am aware there will further
iterations of both but am keen to review these as they cuitrently stand so I can start gettmg my head
around all this stuff, particularly as I will be on leave for three weeks from October 17,

Thanks,
9(2)(a)

From:
Sent: Wednesday, 28 September, 2016 9:43 AM

To:9(2)(a)
Cc:
Subject: RE: Client Level Data discussion

[UNCLASSIFIED] @

Hilo(2)(a)

9(2)(a) |and | could meet with you tomorrow. We can d¢ 'ow marRing 1f
out for us I'm-afraid.
Cheers

1.can anything after lunch.is

9(2)(a) @@>

From:9(2)(a) ]

Sent: Wednesday, 28 September 2(3;1.65._[)2,5 a.m.
Toi2(2)(a) \% @
Ce: ) AN
Subject: Client Level Da%\%n \\/.

9(2)(a)
I am hopi i have% (me available to meet and progress your discussion with]___ last

week, pér

Apologles for'the t. I was away sick yesterday and have leave Friday and Monday. Is this
doable for you?

Tha nks,

9(2)(a) ( \ﬂ || General Manager Advisor, Community Outcomes & Services
Community frivestment | Ministry of Social Development - Te Manatu Whakahiato Ora

DDI9(2)(a) | Level 3, West Block, Ballantrae Place | P O Box 1556 | Wellington 6140
iﬁ!ﬁ{ﬁ g&gj@ M5 Purpose:
i ; T WM tiele New Zealanders to belp tharssaives Jo be sale, shang and indepsadent

#% IR e o b matow b whak3mana Langata K1s G hautsns, Vi 15 haha, 4o motwhake

5% Please consider lhe envirenment before printing this emall




9(2
Thanks 1

As you move this work through, would I be able to see the PIA for this please.

Also when we get moreé into the IT solution and talk With.would be useful if I could see the C&A and SRA

assessment for the solution,

Many thanks

9(2)?ai

Senior DCE Advisor, Community Investment

D2D:

MSD Purpose:
We help New Zealanders to help themsdlves to be safe, strong and independent
Ko ta matou he whakamana tangala kia tt haumary, kia tit kaha, kia ti motuhake

Fromz9(2)(a)|
Sent: Friday, 23 September 2016 9:56 a.m.

To:9(2)(a)
Cc: 7
Subject: RE: Client level data

We have been talking td9(2)(a)| |and d
Privacy Commission. \\_J/

From:@(2)(a) | - Q ‘
Sent: Friday, 23 September, 2016 9:38 @

cony

To:9(2)(a)

Cc: 6>

Subject: FW: Client level data

Hiya can onhe of you pleas -\

: day, 225 6, $:04 p.m.

mail below

>
Hi thetre %

Do you ho we have been engaging with from the Privacy team in2@@) area???

9(2)(a)




95 2 g(a%
From: Pﬂm

Sent: Tuesday, 11 October, 2016 9:48 AM
To: 9(2)(a)

Cce:

Subject: RE: Client Leve] Data discussion

i
We are in the process of revising it as part of our consultation process — we have one more ersation WI’[
to go so we will then revise the document and get it to you next week.

Cheers

%
From:[9(2)(a) | @

Sent: Monday, 10 October 2016 2:56 p.m.

N Q) 4<\>

Subject: RE: Client Level Data discussion

Thanks for this. I was wondering if you could ROpYOf the “Discussion paper on the
legal permissions for Data Exchange"?

€ 2 a
I understand you gave hard co you meter week but we are keen to get a soft
copy if possible.

Thanks
\

"From:|9§2)ga) ‘ 2 \V/\/ |
Sent: Tuesday, 04 Octot{eﬁxzefi,a\s’ 53 PM N
To:[9(2)(a)

Subject: RE: Clie W\é disc 551
Hi2() (@)

Sorry we e@t nd the

B

dlstracted by a few other things:.

a-rieeting with the OPC yesterday to discuss changing direction from ¢onsent towards
4 l the meeting was productive with OPC giving us some tips around improving the
eir issues remain about:

Just to update ou-—

Happy to discuss further,

Cheers

2(2)(a)

From:|9(2)(a
Sent: Tuesday, 4 October 2016 3:19 p.m.




To:9(2)(a)|
Subject: RE: Client Level Data discussion

Hiva,

Now I am back my long weekend I thought it would be good to follow up our conversation from last
week.

Am I able to get a copy of the PIA and PHRAE documents as discussed? I am aware there will further
iterations of both but am keen to review these as they currently stand so I can start gettmg my head
around all this stuff, particularly as I will be on leave for three weeks from October 17%,

Thanks,
9(2)(a)

From:
Sent: Wednesday, 28 September, 2016 9:43 AM

To:|9(2)(a)

Cc: :
Subject; RE: Client Level Data discussion @ @

[UNCLASSIFIED]

Hi|9(2)(a)
9(2)(a)| |and I could meet with you tomorrow. We can d ow m can anything after lunch is

out for us I'm afraid.

Cheers @

oo D D
% QN

From{5(2)(a) CANARCL

Sent: Wednesday, 28 September 2006925 a.m. O\

To 9(2)(a) \> @V/
Subject Client Level Da(@%n

B
9(2)(a)
I am hopi have qfme available to meet and progress your discussion with _ [last

week, p

-

Apologies for'the % t. I was away sick yesterday and have leave Friday and Monday. Is this
doable for you?

Thanks,

9g22(a)( ( \ ) ]] General Manager Advisor, Community Outcomes & Services
Community Jrivestment | Ministry of Social Development ~ Te Manatu Whakahiato Ora

DDI9(2)(a) | Level 3, West Block, Ballantrae Place | P O Box 1556 | Wellington 6140
i, WSO Porpose:
{ . We help New Zealansders to betp themselvzs o be sale, strang and mdependent
;u ‘“'*Ei;ﬁﬂ‘“?' Ko by mtou he whak smana tangata vis 63 houmans, ki 13 kaha, ki 1o motuhae

s Please consider the environment before prinfing this email




9(2)(a

From: 9(2)(a) ‘
Sent: Friday, 11 November, 2016 7:28 AM
To B2y

Subject: Re: PIA
[9(2)(f)(iv) - Active Consideration]|

I'm not sure if you received a response to this query in my absence but | can confirm that | t working o@

for SIDEX/9(2)(a) | assume this would sit with the relevant people in IT.... @

In terms of today's meeting, unfortunately | am still sick so won't be in the office @e resct
week?[9(2)(a)] has access to my calender if need be.
Regards, ;
@
Sent from my iPhone @ %

On 20/10/2016, at 12:17 PM,|9(2)(a) (A VrOte
%\/
Hi2(2)(a)
| am looking into privacy requirements for th “Jproj cular Privacy Impact Assessments. |
e of this project so | may be contacting

am in the very early stages of getting to
the wrong person.

hext

alihformation is currently being shared via

My very basic understanding is ;
July the data will no longer be anonymized and

spreadsheets with consent from \clie »

ill be the system u tacilitat ' e information?
9(2)(F)(iv)

| plantom e adopt% e system and the PIA required for this. However a
ot of consideration will 0 be given to theé privacy aspect of switching from sharing anonymized data to
personal informativon] beligve this%% your team comes in?

9(23(a
Would you Ji t with \\v I? This would possibly be tomorrow but is yet to be confirmed.
Thank you \>
Senior Privac r | Information, Privacy, Policy and Practice | Organisational Solutions
[E)Dtl 9(2)(a) \</
xt:

Level 6, @T face, Wellington
Our Purpo

We help New Zealanders to help themselves to be safe, strong and independent.
Ko ta matou he whakamana tangata kia ti haumaru, kia ta kaha, kia ti motuhake.




9(225&12

From: 9(2)(a)| |

Sent: Tuesday, 15 November, 2016 4:44 PM

To: 9(2)(a)

Cc:

Subject: Privacy Impact Assessment (PIA) ICLD - Phase Two

Hi 92)()

I received the message that our meeting today was cancelled as you were in ce, I jus nt
to flag that we have some WPQ's to respond to which refer to completion of : note
comment below regarding consideration of a PIA for phase one.

My understanding is that this was determined unnecessary on the bas olld not be !Eng data
collected in phase one for data matching, Can you please confirm ifThis is not the case?

Thanks,

%

From: 9(2)(a) @ &

Sent: Tuesday, 15 November, 2016. 10:27 AM

To:92(2)(a) ; ;

Cc:

Subject: FW: Accepted: Privacy Impact Assessment ( CLD

TEee) @ @2

was going to-clarify for me i e i@ther the collection of data in phase one required a PIA.

l9(2)(a))was going to run this pa her ues for us.
[9(2)(a)lis aware of this, itCdi® 3o\a resu!t’with%& eeting a few weeks ago with 9;2;@; (iMSD) she had said

she was certain that a PIAWSd)d be required as part of the collection of phase one data, she also said that her team
were not resource .\] W\muld need to pickthis up-alongside the end to end business process,
would you mi @ N

/D
Thank yo|2(2)

is is.going to be a requirement please.
X(a))
N

Regards N %
l9(2)(a)] ///@

Project Manragay <|CLD
Commu i@zs ent
Ministry & jal Development

Phone:[9(2)(a

--—--Original Appointmenf-----

From:[9(2)(a)

Sent: Sunday, 13 November 2016 11:53 p.m.

To:p()(@) |

Subject: Accepted: Privacy Impact Assessment (PIA) ICLD - Phase Two
When:9(2)(a)

Where; 56T_Mtg_L15_Rm_15.2




9(2)(a)

From: 9(2)(a) |

Sent; Thursday, 08 December, 2016 1:15 PM
To: 9(2)(a)

Cc:

Subject: RE: CICI PIA

Attachments: Privacy Impact Assessment - CICLdocx

s e &
As discussed here are the polnts we need clarified or a decision made on to irf PIA H@
1. Will the final report providers run from CICI have identifiable ICI¢n will the \dentifiable
variables be stripped away first?
2 CIA!

. If it will have identifiable ICLD then will we (our data anal \'sétc) have access to the
report and therefore have access to identifiable data?

3. Do we expect the pllot providers to follow the same re 3
with regards to notifying clients that their informatiorQvd ared with us?

o We need to bear in mind here that even if W wo ne data — because
it’s held in the cloud - we still have respoh % i

with IBM) because we
4. If the pilot providers are required to notify.t
shared/entered Into CICI are the imp!]cf?@

these providers do not have ICLD requiree
o If a client does not want their ICL 7 ut the provider doees so anyway
(whether inadvertently or@ill the cot g\é/a s be the same as phase one

providers? I think this i

Privacy Act @
I think these are the main poin ed ov
has been made I-will updatethe
Please note the PIA att d@stl | in diaft captures my understanding of this project prior to
gaining clarification t rAvig. I am th re pulling out all references to phase one processes that

are not applicable.: V

From:|9(2)

Sent: Tuesdayy 22
To:9(2)(a)

Cc: ﬁ _
Subject: RE: I€T PIA

Cool'so | | \ | aje)you now completing the next phase?

From:[9(2)(a) | ;
Sent: Tuesday, 22 November 2016 3:20 p.m.

To:9(2)(a)

Ca:
Subject: Re: CICI PIA

c& T have answers to these questions or a decision

16 3:47 PM

C




The document needsto be completed by the business and | have done some of it which needs to be reviewed and
completed as this.is business related. Then consult with. Privacy Advisor to finalise. We need this to be

completed at the latest by 1 Dec.

Regards,

9(2)(a) |

Sent from my iPhone

On 22/11/2016, at 2:56 PM,}MX Jwrote:

Hiya so not to sound a bit stupid but what do we do with the PIA now? &
From:Ba] ] @
‘Sent: Tuesday, 22 November 2016 2:39 p.m. g /\\

To:|9(2)(a)

Cc:

Subject: FW: CICI PIA
HC2)a)
As discussed attached is the PIA for SIDEX. @ E; 15%:
Regards,
Project Manager
DDl —9(2)(a)

Mob: @
Sent: Wednesday, 9 w b16 ;

To:

Subject: CIP P

As we-disce I sta@ but it seems that the Business are the right people to write this but
! zig)

rgﬁs is before we go to UAT on 5. Dec. It would be really helpful if we can get
¢ e

document,

someonet




9(2)(a)

From: L9_L2_)_(g)j

Sent; Tuesday, 13 December, 2016 1:05 PM

To: 9(2)(a)

Cc:

Subject: Re: Privacy Impact Assessment - CICI

Hi9(2) ()

Do you have some time this afternoon for me to clarify some of the details around this P} @
Sent from my iPhone

On 13/12/2016, at 12:06 PM,j9(2)(a) rote

Hilo(2)(a)

We will go through this at the scheduled meeting on Monday.|9( M

aHyfsed this P be confirmed by

Friday. | can’t see this happening as it needs some work, Whethe t e PIXcdn beepdorsed with the'issues
highlighted by CISO will be decided by[o(2)(a))

In the meantime I would revisit principle 1-4 (collectian oth fee X@che most work. It would be best
to relook at the prompts in the PIA template,

Thanks,

enior Privacy Advisor | lnformat% ctlce | Organisational Solutions

DDl9(2)(a)

Ext:
. Level 6, 56 The Terrace, W %

Our Purpose

We help New Zeala 2rs to them es tabe safe, strong and independent.
Ko ta.matou he v ‘tan: g 0 umaru, kia t kaha, kia ti motuhake.

Sent: Monday, 12 Petemben2016 11:15 p.m.
To:9(2)(a) %

Cc:
Subject: Impact Assessment - CICI

Hay,

Here’s the updated version,

There are some sections that require further ICT detail which[9(2)(aill need to provide, unfortunately
this detail was not captured in the SRA. You will also note that T am awaiting clarification on the
retention of the data from Information Managemenit. W1H need to confirm what the disposal
process is via IBM. 9(2)(a)




I got a bit stuck an the 5.2 after filling In the controls. I assume I need to provide additional

information but I'm not sure what else to provide as most of these controls are ICT related, perhaps
d(2)(a)|can assist with this?

Let me know if you have any feedback as we need to get this progressed asap.

Thanks,

From:9(2)(a)
Sent: Monday, 12 December, 2016 9:35 AM
To:9(2)(a)

gfllbject: Privacy Impact Assessment - CICI @ &
Here is where we have got to with the PIA. I have had to start making@e to the ‘sI have
covered details which T have since found are out of scope.
I will continue to work on this today but do have a couple ofan’@

| QO

| S




9(2)(a

From: '_9_(_2)_@)j

Sent: Monday, 13 February, 2017 3:03 PM

To: 9(2)(a)

Cc:

Subject: ICLD collection report (spreadsheet)

Hi both,

As discussed I followed this up withjg(2)(ajand he has confirmed that no discys plac &
regarding a QQ or any type of security assessment on the ICLD spreadsheét. on of phe
needing to be done let along who by (when|  |was leading the project e crEQ up
with the Security team about what is required]a(2)(a) v

2(2)(a)
From:p)(a) |

Sent: Monday, 13 February, 2017 12:10 PM
To:9(2)(a)
Cc:
Subject: RE: ICLD collection report (spreadsheet)

HIQ(Z)@)

idea was not well received. We had already §¢2 the proi hared workspace and so we completed
' sed so we did not do anything further with-this

and Cl transitioned ta work with MSD ved. [ don’t know if the spreadsheet was used at

all - presumably if it is then Ci hav

9(2)(a) | @:
Technology Programme ager
Technology an W

G

Investing in

N O (OO |

e:9(2)(a <\\\)) JI w: www.msd.govt.nz

T Tamariki

Ffongihggﬁr
Sent: Monday, 13 February 2017 10:04 a.m.

To:9(2)(a
Cc:
Subject: ICLD collection report (spreadsheet)

B

I am currently writing the Privacy Impact Assessment for the ICLD project. Following a conversation
with the Privacy team on Friday I understand a QQ should have been completed on the spreadsheet
developed for collecting ICLD, As you were leading the ICT project at the time the spreadsheet was

1




initially developed as you able to confirm whether a QQ was completed? If so, can I get a copy to
attach to the PIA?

Thanks,

9(2)(a) 11 General Manager Advisor, Community Outcomes 8 Services
Community Investment | Ministry of Social Development - Te Manatu Whakahiato Ora
DDI9(2)(a ]| Level 17, The Aurora Centre, 56 The Terrace; Wellington 6140

[Pl i MED Purpose

T
At} . )
wlm We help Mew Zealandars to halp themselves to be safe, strong spd independent
Wpimm,  Jfis : d =
By i “‘Lﬁ ﬁ%i Vo ta mitou he whaksmiara tangata K3 18 haumaru, ¥ia 1 kaha, kia 16 motdhake
g it (R Ay

g1 Pleaiss cansider the eniironment before printing this emal




9(2)(a

From: 9(2)(a) |

Sent: Tuesday, 28 February, 2017 2:43 PM
To: 9(2)(a)l

Subject: ICLD Privacy Impact Assessmerit

Hi,

|
record in UCVII, SWIFTT, CYRAS maps across to IAP so I am unclear-as to w e saying data in
TAP shouldn't be changed. I wondered if you could shed some light on thi g I'm ‘lt egal

are the right people to: clarify this question.

Thanks,

@
FromS2] | @
Sent: Tuesday; 28 February, 2017 12:53.PM %
To:9(2)(a)

Cc:

Subject: RE: ICLD Privacy Impact Assessment %
H B@)E) @ @

Firstly note that this is: my opinion and not

I asked Data Warehouse peeps to confirm if my understanding of process re: acg y. and corr
is correct for the PIA and received this response. I am aware that any changes y mad@

The individual NGOs are collecting the<
receive and collate the data.

MSD should not be changing thy
who entered it.

Regards @V
9(2)(a) e,

Senior Dat rebfouse Apdlyst
IAP Team %

H N8
To:9(2)§§ ) )
Cc:
Subject: RE: ICLD Privacy Impact Assessment
Hie(2)(a)

| recommend that:you send iICLD questions related to IAP direct to9(2)(a)

Regards

9(2)(a) | |
1AP — Dala Warehouse | IT Applicatlons
Ministry of 3ocial Development |




p20{9(2)(a)| I

From: 19(2)(a)t |

Sent: Tuesday, 28 February 2017 11;00 a.m.
To:[9(2)(a)

Subject: ICLD Privacy Impact Assessment

Hi[(2)(3)

I .am hoping you are able to provide some advice on the PIA content I have drafted regarding principies
7 & 8 as:some of it relates to management of data within IAP. I am attempting to keep the conten
simple as possible but want to ensure it is accurate. Below is what I have drafte far, the
highlighted content is what I am particularly interested in your thoughts on

Can you help?

Thanks

@ @
4,1 Principles 7 and 8 — Correction and Accuracy of@

‘Privacy  Description '

Principle @

Principle 7: The individual concerned @

Correction of |is entitled to request

personal correction of thei
information personal informatio {i%
request that a s
of correction d
to the inf@k if,
correctio { X
Principle 8:

Accuracy ef sonal d foi%;aé%

of pers itho % asonable
informatioN isV| ste @ure that it is
checked prior p to date,

to use ptete, relevant and is

@ misleading.

N
Ana/ys@

The Ministry understands that providers’ operational procedures take into account accuracy of
Information collected and a process for correction of any information which is be deemed incorrect by
an individual. We expect providers to continue to utilise their established procedures to enhsure they
continue to comply with principles 7 and 8 of the Act. As the information we will hold on individuals will
be collected by providers the Ministry will rely on these providers to ensure the information they report
is accurate and up to date. '




Should an individual believe the information we hold on them is inaccurate they will have the ability to
request a correction in accordance with the Ministry’s current processes. However, current requests the
Ministry receives of this nature pertain to information captured in CMS such as UCVII or CYRAS while
the Ministry will not be capturing ICLD collected by providers In a CMS. ICLD collected by providers: will
be put straight into IAP. While we have the ability to amend data loaded directly to IAP we are unable
to attach file notes, such as a request for correction, to reflect the change.

On the basis the Ministry is unable to utilise the current process for documenting a refusal to correct

information. Due to the Ministry’s inability to attach a statement of correction to an individual’s ‘file’ we
would follow up the accuracy concern with the provider collected to information. The Ministry discuss

the request for correction with the provider and ask that they consider correcting their file /or
attaching a statement of correction to the file they hold on the individual concer

From:[9(2)(a)) | g% - Z
Sent: Friday, 17 February 2017 1:57 p.m.

Toio(2)(a) |

Subject: RE: IAP Security Process @
Thanks for the chat. I've just checked in with{9(2)(a) {he Project Mand she’s advised
o S

that we commenced conversations with. a number of peop e -weelk; namely
9(2)(a) | So it appears I'm just out of i ing to invite me to
future meetings so I get the advice needed for the PI e ©

W
O




